INDEX

All legislative references are to section number, preceded by
abbreviations. References without abbreviations are to page
numbers in the commentary text.

The following abbreviations are used in this index.

PIPEDA = Personal Information Protection and Electronic
Documents Act

EARF = Electronic Alternatives Regulations for the Purposes of
the Federal Real Property and Federal Immovables Act

EARC = Electronic Alternatives Regulations for the Purposes of
Subsection 254(1) of the Canada Labour Code

ECPR = Electronic Commerce Protection Regulations

HIC = Health Information Custodians in the Province of Ontario
Exemption Order

PAI = Regulations Specifying Publicly Available Information
SES = Secure Electronic Signature Regulations
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Access to personal information

by individual (cont’d)
e oo The Consumer Privacy
Protection Act, 186

X %IEC’S recommendations,

e ¢ OPC’S regulatory
framework for AI, 185

e o o Artificial Intelligence and
Data Act (AIDA), 186

e e Bill C-27, 178

Asset purchases, see Mergers,
acquisitions and asset
purchases

Audit of organizations,
PIPEDA 18, 19

B
Biometrics, 151

Cc

Canada Evidence Act
certificate, PIPEDA 4.1

Canada’s Anti-Spam Law
(CASL), see FISA (Fighting
Internet and Wireless Spam
Act)

CIBC outsourcing decision, 75

Collection, use, and disclosure
of personal information
breach of safeguards,
PIPEDA 7

e definition of personal
information, PIPEDA 2(1)

e disclosure by Privacy
Commissioner, PIPEDA 20

e Model Code, principles, 24;

PIPEDA 5, Schedule 1,
cl. 44
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* purpose of collection
1dentified and reasonable,
PIHZLE2DA 3, 5, Schedule 1,
cl. 4.

e ten privacy principles,
PIPEDA 5, Schedule 1

* without knowledge or
consent, PIPEDA 7

Commercial activities
e defined, PIPEDA 2(1)

Complaints process, 41;
PIPEDA 11-17

challenge to compliance;
PIPEDA 5, Schedule 1,
cl. 4.10

court hearing, PIPEDA 14

dispute resolution
mechanisms, PIPEDA 12.1

hearing in Federal Court, see
Federal Court

information to include in, 41

investigation of complaints

e ¢ discontinuance of, PIPEDA
12.2

investigator assigned, 41;
PIPEDA 12

notification of complainant,
PIPEDA 12(3)

powers of Commissioner,
PIPEDA 12.1

report with recommenda-
tions, PIPEDA 13

e ¢ o within one year, PIPEDA
14(2)

Compliance team, 40

Consent

e collection without knowledge
or consent, PIPEDA 7(1)
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Consent (cont’d)

* « collection reasonable to
investigate breach,
PIPEDA 7(1)(b)

e ¢ interests of individual,
PIPEDA 7(1)(a)

* « publicly available
information, PIPEDA
7(1)(d)

e ¢ solely for journalistic,

artistic or literary purposes,
PIPEDA 7(1)(c)

disclosure without
knowledge or consent,
PIPEDA 7(3)

¢ debt collection by
organization, PIPEDA
7(3)(b)

oo emer%ency threatening life,
health, security, PIPEDA
7(3)(e)

e o government request,
PIPEDA 7(3)(&)

e ¢ publicly available
information, regulation
2001-7, PAT 1-2

e ¢ response to subpoena,
warrant, order of court,
PIPEDA 7(3)(c)

e o statistical, or scholarly
study or research, PIPEDA

7(3)(H)
exceptions to, PIPEDA 7(5)
express, 13, 25
principle, Model Code, 24;

PIPEDA 5, Schedule 1,
cl. 4.3

use without knowledge or
consent, PIPEDA 7(2), 7(4)

oo emer%ency threatening life,
health, security, PIPEDA

7(2)(b)

e ¢ investigation of
contravention of laws of
Canada, PIPEDA 7(2)(a)

* * publicly available
information, PIPEDA
7(2)(c.1)

e o statistical, or scholarly
study or research, PIPEDA
7(2)(c)

Consumer Privacy Protection

Act, 186

COVID-19, 8, 110

D

Data breach

e Equifax and other recent
data breach decisions, 62

* Privacy torts, 67
* Reporting and notification
requirements, 59

E

Education Sector,

e Consent exemptions for
fundraising, 125

Employee information, 126

Institutions subject to
PIPEDA, 117

Meaning of commercial
activities, 120

e Student records, 127
e e Access to, 127
Electronic Commerce,

* Electronic Commerce
Protection Regulations,
2013-221

e ¢ excluded messages, ECPR 3

o family and personal
relationship, ECPR 2
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Electronic Commerce (cont’d)

* « membership, club,
association and voluntary
organization, ECPR 7

e ¢ use of consent conditions,
ECPR 5

Electronic Documents,
e copies, PIPEDA 47
e defined, PIPEDA 31(1)

* evidence or proof, as,
PIPEDA 36

e payments, PIPEDA 34
e regulations

e o Canada Labour Code,
2008-115, EARC 1-4

e o Federal Real Property and
Federal Immovables Act,
2004-308, EARF 1-5

e o Publicly Available
Information, 2001-7,
PAI 1-2
e retention, PIPEDA 36
e seals, PIPEDA 39
e signatures, secure, PIPEDA
31(1), 42; SES 1-6
e statements under oath,
PIPEDA 44

e statutory forms and filing,
PIPEDA 35

Employment relationship,

e Federally regulated
employers, 164

e e [abour arbitrator’s
jurisdiction, 176

e ¢ Medical information, 174

e o Security checks, 173

e ¢ Surveillance, 164

e Other potential applications
E{II;IPEDA, 176; PIPEDA

F

Federal Court,

* hearing on complaint,
PIPEDA 14

e remedies, PIPEDA 16

H

Healthcare sector,

* collection, use and disclosure
of personal health informa-
tion by healthcare providers,
101

e ¢ Disclosure to comply with

subpoena, warrant, court
order or rules of court, 106

e « Exceptions, PIPEDA 7(c)

e » Genetic testing, 105

e ¢ Health research, 103

e ¢ Protecting privacy during a
pandemic, 110

* ¢ Sale of information
regarding physicians’
prescribing patterns, 108

e o Statutory reporting
obligations, 107

e » Use of prescription
information for marketing
to patients, 109

commercial activities, 96
¢ Custodians in

e ¢ Ontario, regulation,
HIC 1-2

e ¢ Nova Scotia Exemption
Order, Can. Reg. 2016-62

e Personal health information,
e ¢ defined, PIPEDA 2(1)

e« employer collected,
PIPEDA 4
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commercial activities (cont’d)

¢ Personal health or medical
information treated
differently than other
personal information, 95

e PIPEDA and provincial
privacy legislation, 99

|
Individual access, PIPEDA 5,
Schedule 1, cl. 4.9
Information Technology,
e Compliance, 137
e Generally, 134

e Obtaining consent
electronically, 134

e Specific information, 138

e » Biometrics, 151

e ¢ Data mining, 144

e+ Deep packet inspection, 146

* » Disclosure of online in-
formation to police during
an investigation, 156

e ¢ Imaging technology, 147
e ¢ [nternet marketing, 138

e o ¢ Cookies, 138

e ¢ o E-mail addresses. 138

e e ¢ Spyware, 139

e ¢ Internet of things, 157

e ¢ Live video streaming, 155
e ¢ Qutsourcing, 148

e« » Applications service pro-
vider arrangements, 150

e ¢ ¢ Disaster recovery, 150
e+ Payload data collection, 147

e ¢ Radio frequency identifica-
tion device (RFID), 145
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e ¢« Remote access technology,
159

e » Social networking sites, 139
* Tips on compliance, 160
Intrusion upon seclusion tort, 65

L

Legislation

e Bill C-26 — An Act respecting
cyber security, amending the
Telecommunications Act and
making consequential amend-
ments to other Acts, 191

e Bill C-27 — The Digital
Charter Implementation Act,
2022, 192

Legislative goals and objectives
Activities covered by, 17
Activities not covered by, 19
Amendments to, 17
Anti-spam legislation, 13

Change created by the
internet, 8

Collection, use and
disclosure of personal
information, restrictions
on, 22

Definitions of privacy, 7
Employer-employee
relationship, 40

Mechanics of application of
PIPEDA, 16

Origins of
e privacy legislation, 8
* PIPEDA, 9

Personal information, what
1s, 19
Practical advice, 23
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Legislative goals and
objectives (cont’d)

e ¢ Accountability, 23

e e Accuracy, 37

e o« Complaints process, 41
e ¢ Consent, 25

* * Designation of a
compliance team, 40

e Identifying the purposes, 24

e ¢ Individual access, 38

e ¢ Limiting,

e o o (Collection of
information, 33

e o o Use, disclosure, and
retention, 25

e« Openness, 38
e o Penalties, 41
e o Safeguards, 37

* Practical complaints process
and penalties, 41

* Private sector privacy
legislation by province, 14

* Restrictions on the collec-
tion, use and disclosure of
personal information, 22

* Timing of provisions coming
into eftect, 16

* What is personal
information, 19

Live video streaming, 153

e privacy policy and passwords
protection, 155

e webcam service at daycare,
155

Mergers, acquisitions and asset
purchases, 89

(o)

Openness principle, PIPEDA 5,
chedule 1, cl. 4.8

Outsourcing, International
Transfers of Personal
Information and the
Sale of a Business

e CIBC decision, 75

* Collection of personal
information from other
organizations, 86

e Equifax decision, 79
* International transfers of
personal information, 80

e Mergers, acquisitions and
asset purchases, 89

e Qutsourcing, 72

e TD Canada Trust decision,
75

P

Personal information,
¢ defined, PIPEDA 2(1)
e publicly available, PAI 1-2

* safeguards (securityP,
PIIPEDA 5, Schedule 1,
cl. 4.7

Personal Information
Protection and Electronic
Documents Act (PIPEDA)

e Activities covered by Act

e o collected in course of
commercial activities, 17;
PIPEDA 2(1)

e o digital signatures, 19

e o federal works, undertakings
or businesses, 163; PIPEDA
2(1)

e ¢« Google’s use of personal
information a commercial
activity, 18
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Personal Information (cont’d)

» Activities not covered by Act,
PIPEDA 4(2)

* Application, PIPEDA 4
e Definitions, PIPEDA 2(1),
31(1)
e o “glternative format”,
PIPEDA 2(1)

e ¢ breach of security safe-
guards, PIPEDA 2(1)

* * business contact informa-
tion, PIPEDA 2(1)

e ¢ “commercial activity”,
PIPEDA 2(1)

e ¢ “commissioner”, PIPEDA
2(1)

e » “Court”, PIPEDA 2(1)

«« “data”, PIPEDA 31(1)

e ¢ “clectronic document”,
PIPEDA 31(1)

e ¢ “electronic signature”,
PIPEDA 31(1)

e o “federal law”, PIPEDA
31(1)

e o “federal work, undertakin
or business”, PIPEDA 2(1%

e ¢ “filing”, PIPEDA 35(5)

e ¢ “organization”, PIPEDA
2(1)

e * “personal health informa-
tion”, PIPEDA 2(1)

e ¢ “personal information”,
PIPEDA 2(1)

e« “record”, PIPEDA 2(1)

e ¢ “responsible authority”,
PIPEDA 31(1)

e ¢ “secure electronic
signature”, PIPEDA 31(1)

e+ “should”, PIPEDA 5(2)

¢ Model Code for Protection
of Personal Information,
PIPEDA 5, Schedule 1

¢ Personal information,
defined, PIPEDA 2(1)

e Privacy,

e o principles, ten, PIPEDA 5,
Schedule 1

* Purpose of Act, PIPEDA 3

e Review of Act every 5 years,
PIPEDA 29

Privacy

* Principles, PIPEDA 3,
Schedule 1

Privacy Commissioner

e agreements with provinces,
PIPEDA 23

e annual report, PIPEDA 25
* audit of organizations, 44

e Commissioner, defined,
PIPEDA 2(1)

e Compliance agreements, 45

e disclosure of information to
foreign state, PIPEDA 23.1

e investigative powers, 42

e mediation, PIPEDA 12.1(2)

e protection of, PIPEDA 22
R

Regulations

e Governor in Council, made
by, PIPEDA 26

S

Safeguards (security) of
personal information,
PIPEDA 5, Schedule 1, cl. 4.7

w
Whistle-blowing, PIPEDA 27








