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with leave of panel, 49:54 

Initiation of proceeding 
generally, 49:11 to 49:13 
limitation period, 49:13 
representation, 49:12 

Introduction, 49:2, 49:3 
Language, 49:6 
Law, 49:61 
Panel, appointment of 

appointment, 49:44 

CIRA DOMAIN NAME DISPUTE 
RESOLUTION 
POLICY—PROCEDURES AND 
REMEDIES—Cont’d 

Panel, appointment of—Cont’d 
chair, 49:45 
conversion to single member panel, 

49:43 
qualification of panellists, 49:42 
three member panel, 49:41 

Panel, powers and obligations 
communication, 49:47 
conduct of proceeding, 49:48 
impartiality, 49:46 

Parallel proceedings, 49:56 
Parties 

generally, 49:14 to 49:21 
complainant, 49:15 
identification of registrant, 49:17 to 

49:21 
registrant, 49:16 

Pre-decision termination, 49:55 
Provider, 49:4 
Provider review of complaint, 49:29 
Provider review of response 

communication of response, 49:39 
provider review, 49:40 

Refiling, 49:72 
Registrant, identification of 

CIRA WHOIS Policy, 49:17 
contact procedures, 49:19 
exceptions to WHOIS Policy, 49:18 
request for disclosure, 49:21 
request for list of domain names, 49:20 

Remedies 
generally, 49:69, 49:70 
transfer to nominee, 49:70 

Reply, 49:50 
Response 

generally, 49:31 to 49:38 
additional information, 49:35 
amendment, 49:38 
certification, 49:37 
claim for costs, 49:36 
extension of time, 49:32 
registrant information, 49:33 
response to basis of complaint, 49:34 

Reverse hijacking 
generally, 49:66 to 49:68 
costs, 49:68 
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CIRA DOMAIN NAME DISPUTE 
RESOLUTION 
POLICY—PROCEDURES AND 
REMEDIES—Cont’d 

Reverse hijacking—Cont’d 
unfairly and without colour of right, 

49:67 
Termination of proceeding, 49:71 
Time 

generally, 49:8 to 49:10 
computation of, 49:9 
extension of, 49:10 

CIRA DOMAIN NAME DISPUTE 
RESOLUTION 
POLICY—PURPOSE AND SCOPE 

Generally, 46:6 to 46:10 
Bad faith registration, 46:8 
Construction of CDRP, 46:10 
Obligations of parties, 46:9 
Purpose of CDRP, 46:6 
Scope of CDRP, 46:7 

CIRA DOMAIN NAME DISPUTE 
RESOLUTION POLICY—RIGHTS 

Generally, 46:55, 46:56 
Date of registration, 46:56 
Prohibited marks 

generally, 46:64 to 46:66 
licensees, 46:66 
successors, 46:65 

Trade-mark, trade name or certification 
mark used in Canada 

generally, 46:57 to 46:60 
licensees and licensors, 46:59 
municipal names, 46:60 
successors, 46:58 

Trade-mark registered in Canada 
generally, 46:61 to 46:63 
licensees and licensors, 46:63 
successors, 46:62 

CIRA DOMAIN NAME DISPUTE 
RESOLUTION POLICY—USE 

Business, 46:51 
Non-commercial activity 

generally, 46:52, 46:53 
non-commercial, 46:53 

Overview, 46:40 
Services 

generally, 46:43 to 46:50 
cross border issues, 46:42 

CIRA DOMAIN NAME DISPUTE 
RESOLUTION POLICY—USE 
—Cont’d 

Services—Cont’d 
online issues, 46:45 to 46:49 

Wares 
generally, 46:41, 46:42 
cross border issues, 46:42 

Website, 46:54 

CO-EXISTING TRADE-MARKS 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

COMMON LAW PASSING OFF 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

Generally, 36:30 to 36:34 
Canadian decisions, 36:34 
Defined, 36:31 
Mere registration of domain name, 36:32 
Other English law jurisdictions, 36:33 

COMMON SHORT CODES 
See also DOMAIN NAME SYSTEM 
Generally, 34:152 

COMPETITION/ANTI-TRUST 
Generally, 20:2 
Canada, 20:9 
Europe, 20:7 

FACEBOOK, 20:8 
United Kingdom 

FACEBOOK, 20:6 
United States 

FACEBOOK, 20:4 
Federal law, 20:3 
TWITTER, 20:5 

CONFUSION 
See also TRADEMARK RIGHTS 
Generally, 35:54 to 35:74 
Assessment of confusion, 35:56 
Decisions, 35:68 to 35:74 
Entitlement to registration, 35:55 
Statutory factors, 35:57 to 35:66 
United States, 35:67 to 35:73 

CONTEMPT 
See also REMEDIES 
Generally, 43:131 to 43:137 
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CONTEMPT—Cont’d 
Activity outside Canada, 43:136, 43:137 
Domestic activity, 43:132 to 43:135 

CONTRACTS 
Between operators and users, 21:3 
Canada, 21:14 to 21:19 
United States, 21:4 to 21:13 

CONVERSION 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

COPYRIGHT INFRINGEMENT 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

COSTS 
See also REMEDIES 
Generally, 43:129, 43:130 

COUNTERFEITING 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

COURT PROCEEDINGS 
Discovery procedures, 42:26 to 42:32 
Federal vs. provincial court jurisdiction, 

42:22 
Jurisdiction, 42:4 to 42:21 
Jurisdiction for enforcement of judg-

ments, 42:22 
Proceedings, 42:2 
Search engine evidence, 42:42, 42:43 
Survey evidence, 42:38 to 42:41 
Website evidence, 42:33 to 42:37 

CRIMINAL SANCTIONS 
See also REMEDIES 
Generally, 43:138 to 43:142 
Canadian decisions, 43:141, 43:142 
Other English law jurisdictions, 43:140 
United States decisions, 43:139 

CRITICISM SITES 
Australia, 38:153 
Canada, 38:157 
CDRP, 39:156 
Europe, 38:155 
India, 38:154 
Introduction, 38:146 
South Africa, 38:152 

CRITICISM SITES—Cont’d 
UDRP, 38:150 
United Kingdom, 38:151 
United States, 38:147 

griping, 38:149 
parody, 38:148 

CYBERGRIPING 
Canada, 38:145 
CDRP decisions, 38:144 
Introduction, 38:140 
Sex domain names, 38:143 
UDRP, 38:142 
United States, 38:141 

DAMAGES 
See also REMEDIES 
Generally, 43:101, 43:102 

DATING SITES 
See also VIOLATION OF TRADE-

MARKS AND RELATED RIGHTS 
IN SOCIAL MEDIA ON WEB 2.0 

Generally, 4:86 to 4:100 
Canadian decisions, 4:100 
Dating site issues, 4:87 

content, 4:94 
contract issues, 4:92 
criminal, 4:89 
misleading advertising, 4:95 
patents, 4:93 
privacy, 4:91 
procedural issues, 4:88 
regulatory issues, 4:90 

Defined, 4:86 
European jurisdictions, 4:99 
Impersonation, 4:96 
Other English law jurisdictions, 4:98 
United States decisions, 4:97 

DECLARATION 
See also REMEDIES 
Generally, 43:73 to 43:78 
Motion for declaratory relief, 43:75 to 

43:78 

DELIVERY, DESTRUCTION, 
EXCLUSION, DETENTION OR 
EXPORT 

Generally, 43:111 to 43:119 
Delivery, 43:112, 43:113 
Destruction, 43:114, 43:115 
Detention, 43:117 
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DELIVERY, DESTRUCTION, 
EXCLUSION, DETENTION OR 
EXPORT—Cont’d 

Export, 43:119 
Prevention of export, 43:118 
Prevention of importation, 43:116 

DEPRECIATION OF VALUE OF 
GOODWILL 

See also VIOLATION OF 
TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

Generally, 36:17 to 36:25 
Canadian decisions, 36:24 
Comparative advertising, 36:19 
United States dilution, 36:20 

blurring and tarnishment, 36:22 
decisions, 36:23 
fame, 36:21 

Use, 36:18 

DISCLAIMER 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

DISCOVERY PROCEDURES 
See also COURT PROCEEDINGS AND 

REMEDIES 
Generally, 42:26 to 42:32 
Criminal proceedings, 42:30 
Equitable bill of discovery, 42:27 
Implied undertaking, 42:31 
Motion for production, 42:28 
Social media, 42:32 

DISCRIMINATION 
Canada, 20:17 
United States 

FACEBOOK, 20:15 
TWITTER, 20:16 

DISPUTE RESOLUTION POLICIES, 
OTHER COUNTRIES 

See also INTERNATIONAL DOMAIN 
NAME LEGISLATION 

Generally, 45:128 to 45:137 
Australia, 45:130 
Europe, 45:136 
France, 45:133 
India, 45:137 
Ireland, 45:132 
New Zealand, 45:134 

DISPUTE RESOLUTION POLICIES, 
OTHER COUNTRIES—Cont’d 

South Africa, 45:135 
United Kingdom, 45:129 
United States, 45:131 

DOMAIN NAME AS PROPERTY 
See also DOMAIN NAME SYSTEM 
Generally, 34:133 to 34:151 
Canadian decisions, 34:151 
Characterization of domain name, 34:134, 

34:135 
CIRA registry, 34:141 
IP address as property, 34:142 to 34:147 
Other jurisdictions, 34:138 to 34:140 
TLD as property, 34:148 to 34:150 
United States decisions, 34:136 

DOMAIN NAME AS TRADEMARK 
See also TRADEMARK RIGHTS 
Generally, 35:136, 35:137 

DOMAIN NAMES 
See also DOMAIN NAME SYSTEM 
Generally, 34:1 to 34:7 
Closed domains, 34:5 
Defined, 3:13, 34:1 
Email addresses, 34:4 
Second level domains, 34:3 
Single character domain names, 34:6 
Top level domains, 34:2 
Two-character domain names, 34:7 

DOMAIN NAME SUFFIX 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

DOMAIN NAME SYSTEM 
Canadian Internet Registration Authority, 

34:100 
Canadian presence requirements for 

registrants, 34:101 to 34:103 
Common short codes, 34:152 
Domain name as property, 34:133 to 

34:151 
Domain names, 34:1 to 34:7 
Domain name system today, 34:25 to 

34:35 
History of domain name system, 34:8 to 

34:24 
Internet, 3:1 to 3:10 
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DOMAIN NAME SYSTEM—Cont’d 
Maintenance and transfer of registration, 

34:113, 34:114 
Quick response codes, 34:153 
Registrant agreement, 34:108 to 34:110 
Registrars, 34:104 to 34:107 
Registration of domain name, 34:111, 

34:112 
Sponsored TLDs, 34:36 to 34:98 
University of British Columbia .ca regis-

try, 34:99 
Website accessibility, 3:12 
WHOIS, 34:115 to 34:132 

DOMAIN NAME SYSTEM TODAY 
See also DOMAIN NAME SYSTEM 
Generally, 34:25 to 34:35 
Alternative roots, 34:28 
Country code top level domain operators 

(ccTLDs), 34:26 
Current internet governance initiatives, 

34:35 
Darknet, 3:11 
Domain name system structure, 34:25 
Dotless domain names, 34:33 
ICANN legal issues, 34:34 
Internationalized domain names, 34:30 
International Telecommunications Union, 

role of, 34:31 
Regional internet registries (RIRs), 34:27 
Stability and security, 34:29 
United Nations, role of, 34:32 

ELECTIONS 
Canada, 20:14 
Other English law jurisdictions, 20:13 
United States 

Generally, 20:10 
Federal law, 20:11 
State law, 20:12 

EMAIL ADDRESS 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

ENGLISH LAW JURISDICTIONS 
Australia, 4F:845 to 4F:863.50 
India, 4F:883 to 4F:895 

microtargeting, 4F:892 to 4F:895 
political advertising, 4F:884 to 4F:891 

Ireland, 4F:902 to 4F:907 

ENGLISH LAW JURISDICTIONS 
—Cont’d 

New Zealand, 4F:864 to 4F:882 
microtargeting, 4F:877 to 4F:882 
political advertising, 4F:865 to 4F:876 

Scotland, 4F:842 to 4F:844 
Singapore, 4F:896 to 4F:901 
United Kingdom, 4F:799 to 4F:842 

artificial intelligence, 4F:837 
broadcasting, 4F:800 to 4F:836 
Elections Act, 4F:808 
foreign influence, 4F:841 
microtargeting, 4F:838 to 4F:840 
studies, 4F:801 to 4F:807 

EUROPE 
Generally, 4F:908 
Artificial intelligence, 4F:936 to 4F:938 
Foreign influence, 4F:949 to 4F:951 
Microtargeting, 4F:939 to 4F:948 
National issues, 4F:952 to 4F:987 

Belgium, 4F:985 
France, 4F:953 to 4F:958 
Germany, 4F:959 to 4F:962.50 
Italy, 4F:970 to 4F:977 
Netherlands, 4F:963 to 4F:969 
Norway, 4F:987 
Portugal, 4F:986 
Spain, 4F:978 to 4F:984 

Political advertising legislation, 4F:909 to 
4F:935 

EXPUNGEMENT 
See also TRADEMARK RIGHTS 
Generally, 35:117 to 35:121 
Invalidity, 35:118, 35:119 
Non-use, 35:120, 35:121 

FAKE NEWS WEBSITES 
Background, 25:2 to 25:29 

dissemination, 25:5 
government reaction, 25:16 to 25:29 
history, 25:4 
impact on advertising, 25:8 
response, 25:9 to 25:15 
websites, 25:6 

Issues, 25:30 to 25:120 
Canada, 25:15 
Europe, 25:92 to 25:94 
other English law jurisdictions, 25:59 

to 25:91 
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FAKE NEWS WEBSITES—Cont’d 
Issues, 25:30 to 25:120—Cont’d 

United States, 25:31 to 25:58 

FEDERAL VS. PROVINCIAL COURT 
JURISDICTION 

See also COURT PROCEEDINGS AND 
REMEDIES 

Generally, 42:21 

FINANCIAL SERVICES 
Generally, 20:34 
Canada, 20:38 
United Kingdom, 20:37 
United States 

Generally, 20:35 
FACEBOOK, 20:36 

FOREIGN BUSINESS 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

FRAMING 
Canada, 38:43 
Copyright issues, 38:39 
Defined, 38:37 
English law, other jurisdictions, 38:41 
Europe, 38:42 
Introduction, 38:36 
Issues, 38:38 
United States, 38:40 

GLOSSARY OF TERMS 
Glossary, alphabetical, 2:3 to 2:28 
Introduction, 2:1 
Numbers, 2:2 
Symbols, 2:2 

HARASSING COMPETITOR 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

HIJACKING FOR RANSOM 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

HISTORY OF DOMAIN NAME 
SYSTEM 

See also DOMAIN NAME SYSTEM 
Generally, 34:8 to 34:24 
Current ICANN arrangement, 34:13 

HISTORY OF DOMAIN NAME 
SYSTEM—Cont’d 

Domain name registry legislation, 34:14 
France, 34:16 
United Kingdom, 34:15 

Early history, 34:9 
Emergence of ICANN, 34:11 to 34:13 
European digital market, 34:19, 34:20 
International treaties, 34:24 
Network Solutions Inc. legal issues, 34:10 
Transition of United States oversight, 

34:13 
United States government policy, 34:17, 

34:18 
government domain names, 34:18 
taxation, 34:17 

INITIAL DOMAIN NAME DISPUTE 
POLICIES 

See also INTERNATIONAL DOMAIN 
NAME LEGISLATION 

Generally, 44:2 to 44:5 
Issues with Network Solutions Inc. policy, 

44:5 
Legal proceedings related to Network 

Solutions Inc. policy, 44:4 
Network Solutions Inc. Dispute Policy, 

44:3 

INITIAL INTEREST CONFUSION 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

Generally, 36:12 to 36:16 
Arguments for and against doctrine, 36:13 
Canadian decisions, 36:16 
Defined, 36:12 
Other English law jurisdictions, 36:15 
United States decisions, 36:14 

INSURANCE 
See also VIOLATION OF TRADE-

MARKS AND RELATED RIGHTS 
IN SOCIAL MEDIA ON WEB 2.0 

Generally, 4:111 to 4:114 
Canadian decisions, 4:114 
Other English law jurisdictions, 4:113 
United States decisions, 4:112 

INTEREST 
See also REMEDIES 
Generally, 42:110 
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INTERIM INJUNCTION 
See also REMEDIES 
Generally, 43:36 to 43:52 
Keyword searching, 43:48 to 43:50 
Transfer of domain name, 43:37 to 43:45 
Use of domain name or trademark, 43:46, 

43:47 
Use of email address, 43:51, 43:52 

INTERLOCUTORY INJUNCTION 
See also REMEDIES 
Generally, 43:5 to 43:35 
Balance of convenience, 43:8 
Decisions, 43:10 
Delay, 43:9 
Irreparable harm, 43:7 
Keyword searching, 43:28 to 43:30 
Serious issue, 43:6 
Transfer of domain name, 43:11 to 43:17 
Use of domain name or trademark, 43:18 

to 43:23 
Use of email address, 43:31 to 43:35 
Use of metatag, 43:22 
Website operation, 43:24 to 43:27 

INTERNATIONAL DISPUTE 
RESOLUTION SYSTEMS 

See INTERNATIONAL DOMAIN 
NAME LEGISLATION 

INTERNATIONAL DOMAIN NAME 
LEGISLATION 

Anticybersquatting Consumer Protection 
Act, see ANTICYBERSQUATTING 
CONSUMER PROTECTION ACT 

Initial domain name dispute policies, 44:2 
to 44:5 

International Trademark Association pro-
posal, 44:7 to 44:10 

Internet Ad Hoc Advisory Committee 
proposal, 44:6 

Other country code dispute resolution 
policies, 45:128 to 45:137 

Sponsored domain dispute resolution poli-
cies, 45:138 

Sunrise schemes, 45:139 to 45:141 
Uniform Dispute Resolution Policy, see 

UNIFORM DISPUTE RESOLU-
TION POLICY 

Uniform Rapid Suspension System, 
45:142 to 45:147 

INTERNATIONAL DOMAIN NAME 
LEGISLATION—Cont’d 

United States federal legislation, 44:14 to 
44:24 

United States government initiatives, 
44:11 to 44:13 

United States state legislation, 44:25 
World Intellectual Property Organization 

Report, 45:2 

INTERNATIONAL TRADEMARK 
ASSOCIATION PROPOSAL 

See also INTERNATIONAL DOMAIN 
NAME LEGISLATION 

Generally, 44:7 to 44:10 
Application for domain name registration 

proposal, 44:8 
Maintenance of domain name registration 

proposal, 44:9 
Objectives of proposal, 44:10 

INTERNET 
See also DOMAIN NAME SYSTEM 
Generally, 3:2 to 3:11 
Early legal issues, 3:4 
History of Internet, 3:2 
Open Internet, 3:5 

Canada, 3:8, 3:9 
Europe, 3:7 
United States, 3:6, 3:6.1 

Operation of Internet, 3:3 
Virtual Private Networks, 3:10 

INTERNET AD HOC ADVISORY 
COMMITTEE PROPOSAL 

See also INTERNATIONAL DOMAIN 
NAME LEGISLATION 

Generally, 44:6 

INTERNET INDICIA AS 
TRADEMARKS 

Generally, 35:138 to 35:173 
Domain names, 35:139 to 35:147 

Australia, 35:143 
Canada, 35:139 

Canadian decisions, 35:147 
France, 35:145 
Germany, 35:146 
United Kingdom, 35:142 
United States, 35:140, 35:141 

E-marks, I-marks, 35:148 to 35:155 
Generally, 35:148 
Australia, 35:153 
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INTERNET INDICIA AS 
TRADEMARKS—Cont’d 

E-marks, I-marks, 35:148 to 35:155 
—Cont’d 

Canada, 35:149 
Canadian decisions, 35:155 

France, 35:154 
Germany, 35:156 
United Kingdom, 35:152 
United States, 35:150, 35:151 

Tagmarks, 35:166 to 35:173 
Generally, 35:166 
Australia, 35:170 
Canada, 35:167 

Canadian decisions, 35:173 
France, 35:171 
Germany, 35:172 
United Kingdom, 35:169 
United States, 35:168 

TLD as trademark, 35:157 to 35:165 
Generally, 35:157 
Australia, 35:161 
Canada, 35:158 

Canadian decisions, 35:165 
France, 35:163 
Germany, 35:164 
Singapore, 35:162 
United Kingdom, 35:160 
United States, 35:159 

JURISDICTION 
See also COURT PROCEEDINGS AND 

REMEDIES 
Generally, 42:4 to 42:21 
Canadian decisions, 42:21 
Canadian defamation jurisdiction, 42:19 
Canadian trade-mark and domain name 

jurisdiction, 42:20 
European decisions, 42:18 
Forum non conveniens, 42:7 
Internet activity and domain names, 42:8 
Other English law jurisdictions, 42:17 
Real and substantial connection, 42:6 
United States 

active/passive test, 42:10 
current position, 42:16 
effects test, 42:15 
personal jurisdiction, 42:9 

JURISDICTION FOR ENFORCEMENT 
OF JUDGMENTS 

See also COURT PROCEEDINGS AND 
REMEDIES 

Generally, 42:24 

KEYING 
Canada, 38:103 
Copyright issues, 38:71 
Defined, 38:53, 38:54 

introduction, 38:53 
search engine trademark policies, 38:54 

English law, other jurisdictions, 38:84 to 
38:90 

Australia, 38:85 
Hong Kong, 38:90 
India, 38:88 
Israel, 38:89 
New Zealand, 38:86 
South Africa, 38:87 
United Kingdom, 38:84 

European jurisdictions, 38:91 to 38:102 
Austria, 38:97 
Benelux, 38:98 
Denmark, 38:100 
European Court of Justice, 38:92 
France, 38:94 
Germany, 38:95 
introduction, 38:91 
Italy, 38:98 
Russia, 38:102 
Spain, 38:99 
Sweden, 38:101 
United Kingdom, 38:93 

Issues, 38:55 to 38:70 
Communications Decency Act, 38:67 
competition law, 38:56 
defamation, 38:59 to 38:66 
freedom of expression, 38:57 
introduction, 38:55 
legal profession, 38:70 
privacy, 38:68 
regulation, 38:69 
trademark issues, 38:58 

Right to be forgotten, 38:72 to 38:81 
Canada, 38:80 
English law, other jurisdictions, 38:78 
Europe, ECJ decision, 38:73 to 38:76 
introduction, 38:72 
other jurisdictions, 38:79 
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KEYING—Cont’d 
Right to be forgotten, 38:72 to 38:81 

—Cont’d 
revenge pornography, 38:81 
United States, 38:60 

Search Engine, 38:44 to 38:52 
BING, 38:52 
business models, 38:46 
GOOGLE, 38:50 
introduction, 38:44 
perspective of user, 38:47 
placement in results, 38:48 
relevance of, 38:45 
search engine optimization, 38:49 
YAHOO! SEARCH, 38:51 

United States, 38:82, 38:83 
generally, 38:82 
legislation, 38:83 

LAW FIRM DOMAIN NAMES 
See also TRADEMARK RIGHTS 
Generally, 35:174 to 35:179 
Australia, 35:177 
Canada, 35:174 
France, 35:178 
Germany, 35:179 
United Kingdom, 35:176 
United States, 35:175 

LEGAL PROFESSION 
Generally, 20:42 
Counsel, 20:55 

Canada, 20:61 
LINKEDIN, 20:63 
TWITTER, 20:62 

United Kingdom, 20:60 
United States, 20:56 

FACEBOOK, 20:57 
LINKEDIN, 20:59 
TWITTER, 20:58 

Judges and other decision-makers, 20:43 
Canada, 20:53 

FACEBOOK, 20:54 
United States, 20:44 

Communication with witnesses, 
20:50 

FACEBOOK, 20:45, 20:47, 20:49, 
20:51 

Social media investigations, 20:52 
TWITTER, 20:46, 20:48 

LEGAL PROFESSION—Cont’d 
Juries, 20:64 

Canada, 20:72 
United Kingdom, 20:70 

FACEBOOK, 20:71 
United States 

Conduct by jurors, 20:66 
FACEBOOK, 20:67 
Other platforms, 20:69 
TWITTER, 20:68 

Conduct by lawyers, 20:65 

LINKING 
Basic principles, 38:20 
Cache links, 38:27 
Cache links, Canada, 38:29 
Cache links, United States, 38:28 
Copyright issues, 38:21 
Copyright issues, Australia, 38:24 
Copyright issues, Europe, 38:25 
Copyright issues, United Kingdom, 38:23 
Copyright issues, United States, 38:22 
Decisions, Australia, 38:24 
Decisions, Canada, 38:29 
Decisions, India, 38:34 
Decisions, United Kingdom, 38:23, 38:32 
Decisions, United States, 38:31 
Deep linking, 38:30 
Inline linking, 38:15 
Introduction, 38:13 
Linking issues, 38:17 
Outlinking, 38:16 
Platform agreements, linking issues, 

38:19 
Republication, linking issues, 38:18 
Thumbnails, 38:26 
What linking is, 38:14 

MAINTENANCE AND TRANSFER OF 
REGISTRATION 

See also DOMAIN NAME SYSTEM 
Generally, 34:113, 34:114 
Maintenance of registration, 34:113 
Transfer of registration, 34:114 

MARKETPLACE PLATFORMS 
Auction websites, 12:2 to 12:14 
Classified websites, 12:15 to 12:26 
Darknet, 12:50 to 12:52 
Legal issues 

accessibility, 12:176 to 12:183 
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MARKETPLACE PLATFORMS 
—Cont’d 

Legal issues—Cont’d 
competition, 12:136 to 12:156 
crime, 12:87 to 12:117 
discrimination, 12:184 to 12:191 
evidence, 12:76 to 12:86 
gaming, 12:221 to 12:227 
jurisdiction, 12:54 to 12:64 
legal profession, 12:228 to 12:234 
privacy, 12:157 to 12:175 
procedure, 12:65 to 12:75 
regulation, 12:118 to 12:135 
securities, 12:192 to 12:198 
taxation, 12:199 to 12:220 

Market portals, 12:34 to 12:45 
Social shopping, 12:27 to 12:33 
User-to-producer, 12:46 to 12:49 
Website issues 

confidential information, 12:326 to 
12:332 

contract, 12:273 to 12:287 
copyright, 12:355 to 12:379 
defamation, 12:299 to 12:305 
design, 12:342 to 12:354 
employment, 12:288 to 12:298 
harassment, 12:306 to 12:314 
impersonation, 12:389 to 12:395 
misleading advertising, 12:396 to 

12:424 
patent, 12:333 to 12:341 
personality rights, 12:380 to 12:388 
product liability, 12:235 to 12:247 
scraping, 12:248 to 12:256 
security, 12:264 to 12:272 
spam, 12:257 to 12:263 
torts, 12:315 to 12:325 

MASSIVELY MULTIPLAYER ONLINE 
ROLE-PLAYING GAMES 

Generally, 29:2 to 29:32 
Electronic versions of traditional games, 

29:3 
Real-world games, 29:6 to 29:27 

generally, 29:6 
augmented reality games, 29:28 to 

29:31 
generally, 29:28 
POKÉMON GO, 29:29 to 29:31 

features, 29:30 
terms of service, 29:31 

MASSIVELY MULTIPLAYER ONLINE 
ROLE-PLAYING GAMES—Cont’d 

Real-world games, 29:6 to 29:27 
—Cont’d 

fangames and mods, 29:32 
multiplayer online battle arena games, 

29:7 to 29:19 
activision blizzard, 29:8 
epic, 29:11 

FORTNITE, 29:12 
eSport, 29:14 to 29:19 

cheating, 29:16 
defined, 29:14 
gambling, 29:18 

skins, 29:19 
leagues and tournaments, 29:15 
media, 29:17 

loot boxes, 29:13 
riot, 29:9 
valve, 29:10 

SECOND LIFE, 29:20 to 29:27 
commercial activity, 29:22 
copyright, 29:25 
defined, 29:20 
features, 29:21 
indemnification, 29:27 
intellectual property, 29:24 
terms of service, 29:23 
trademarks, 29:26 

Scripted games, 29:4 
WORLD OF WARCRAFT, 29:5 

METATAGGING 
Australia, 38:108 
Canada, 38:112 
CDRP, 38:111 
Defined, 38:104 
Europe, 38:110 
India, 38:109 
Issues, 38:105 
United Kingdom, 38:107 
United States, 38:106 

MISAPPROPRIATION BY EMPLOYEE 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

MOUSETRAPPING AND 
CYBERJACKING 

Canada, 38:161 
English law, other jurisdictions, 38:160 
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MOUSETRAPPING AND 
CYBERJACKING—Cont’d 

Introduction, 38:158 
United States, 38:159 

MUGSHOT WEBSITES 
Background, 27:2 to 27:4 

mugshot websites, 27:3 
response, 27:4 

Issues, 27:5 to 27:36 
freedom of information, 27:12 to 27:14 
intellectual property rights, 27:28 to 

27:30 
legislation, 27:9 
tort, 27:18 to 27:20 

NEWS AGGREGATION — CANADA 
Generally, 4E:192 
Copyright 

Generally, 4E:205 
Fair dealing, 4E:206 
Legislation, 4E:208 to 4E:210 
Litigation, 4E:207 

Government funding, 4E:199 
Online News Act 

Generally, 4E:211 
Bargaining, 4E:254 to 4E:260 
Comparison to Australian Code, 

4E:264 
Competition Act, 4E:263 
Copyright, 4E:262 
Criticisms, 4E:265 to 4E:275 
Digital news intermediaries, 4E:216 to 

4E:253 
Discrimination, 4E:261 
News Businesses, 4E:214 to 4E:215 
Regulations, 4E:212 
Responses of platform operators, 

4E:276 to 4E:284 
Responses of publishers, 4E:285 to 

4E:286 
Role of the CRTC, 4E:213 

Reports 
Generally, 4E:193 
Broadcasting and Telecommunications 

Legislative Review Panel, 4E:195 
Canadian heritage, 4E:197 
News Media Canada, 4E:196 
Policy options, 4E:198 
Public policy forum, 4E:194 

NEWS AGGREGATION — CANADA 
—Cont’d 

Taxation measures 
Generally, 4E:200 
Digital News Subscription Tax Credit, 

4E:203 
Journalism Labour Tax Credit, 4E:201 
Non-profit Journalism Organization 

Tax Credit or Donation, 4E:202 
Specific income tax, 4E:204 

NEWS AGGREGATION — EUROPE 
Generally, 4E:157 
Competition 

Generally, 4E:161 
Litigation, 4E:162 
Mandatory bargaining legislation, 

4E:163 to 4E:166 
Copyright 

Generally, 4E:158 
Copyright directive, 4E:160 
Litigation, 4E:159 

Media Freedom, 4E:167 
National Laws 

Generally, 4E:168 
France, 4E:169 to 4E:175 
Germany, 4E:176 to 4E:181 
Italy, 4E:185 to 4E:186 
Spain, 4E:182 to 4E:184 
Switzerland, 4E:187 

NEWS AGGREGATION — NEWS 
INDUSTRY 

Importance of news, 4E:2 
Legislative responses 

Generally, 4E:61 
Copyright, 4E:62 
Mandatory bargaining, 4E:63 

Newspaper industry 
Generally, 4E:3 
Artificial intelligence, 4E:17 to 4E:26 
Effect of the internet, 4E:4 to 4E:16 

Online news aggregators 
Generally, 4E:27 
Dominant platforms, 4E:28 to 4E:57 
Impact of platforms, 4E:60 
Revenues, 4E:59 
Trust in news, 4E:58 

NEWS AGGREGATION — OTHER 
ENGLISH LAW JURISDICTIONS 

Generally, 4E:116 
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NEWS AGGREGATION — OTHER 
ENGLISH LAW JURISDICTIONS 
—Cont’d 

Australia 
Generally, 4E:124 
Government reports, 4E:125 
News Media and Digital Platforms 

Mandatory Bargaining Code, 
4E:126 to 4E:140 

India 
Generally, 4E:152 
Legislation, 4E:154 
Litigation, 4E:153 

Malaysia, 4E:156 
New Zealand 

Generally, 4E:141 
Bill to Enact Fair Digital News 

Bargaining Act, 4E:142 to 4E:151 
South Africa, 4E:155 
United Kingdom 

Generally, 4E:117 
Code of conduct, 4E:119 to 4E:120 
Copyright, 4E:118 
Proposed legislation, 4E:121 to 4E:123 

NEWS AGGREGATION — OTHER 
JURISDICTIONS 

Generally, 4E:188 
Brazil, 4E:189 
Indonesia, 4E:191 
Japan, 4E:190 

NEWS AGGREGATION — UNITED 
STATES 

Federal law 
Generally, 4E:64 
Antitrust, 4E:77 to 4E:81 
Bill to Enact Journalism Competition 

and Preservation Act, 4E:82 to 
4E:101 

Copyright, 4E:65 to 4E:73 
Taxation, 4E:74 to 4E:76 

State law 
Generally, 4E:102 
California, 4E:103 to 4E:115 

ONLINE ADVERTISING 
Children, 38:263 to 38:271 
Contests, 38:258, 38:259 
Disclosure, 38:235 to 38:238 
Drugs, 38:260 to 38:262 

ONLINE ADVERTISING—Cont’d 
Endorsements and testimonials, 38:242 to 

38:251 
French language requirements in Quebec, 

38:279 
Internet gaming, 38:272 to 38:275 
Introduction, 38:216 
Legal profession, 38:276 to 38:278 
Misinformation, 4F:270.20 to 4F:270.80 

Generally, 4F:270.20 
Content moderation, 4F:270.40, 

4F:270.70 
Foreign influence, 4F:270.80 
United States conservative efforts, 

4F:270.60 
Misleading advertising, 38:217 to 38:234 
Native advertising, 38:254 to 38:257 
Online behavioural advertising, 38:239 to 

38:241 
Online political advertising, 4F:2 to 

4F:27 
AMAZON.COM, 4F:95 to 4F:97 
Artificial intelligence, 4F:37, 4F:71 
BING, 4F:98 to 4F:101 
BLUESKY, 4F:267.20 
Challenges, 4F:4 
FACEBOOK, 4F:102 to 4F:141 
Foreign adversary influence, 4F:72 to 

4F:86 
GOOGLE, 4F:142 to 4F:175 
INSTAGRAM, 4F:176 to 4F:183 
LINKEDIN, 4F:184 to 4F:187 
Microtargeting, 4F:5 to 4F:36 
OPENAI, 4F:268 to 4F:269 
Other AI developers, 4F:270 
PINTEREST, 4F:188 to 4F:190 
Platform operators, 4F:87 to 4F:270 
REDDIT, 4F:191 to 4F:193 
SNAPCHAT, 4F:194 to 4F:204 
TELEGRAM, 4F:267.40 
THREADS, 4F:205 to 4F:207 
TIKTOK, 4F:208 to 4F:214 
TRUTH SOCIAL, 4F:215 to 

4F:215.50 
TWITCH, 4F:216 to 4F:219 
TWITTER, 4F:220 to 4F:255 
WECHAT, 4F:256 to 4F:257 
WHATSAPP, 4F:258 to 4F:261 
YOUTUBE, 4F:262 to 4F:267 
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ONLINE ADVERTISING—Cont’d 
Paid inclusion or placement, 38:252, 

38:253 

ONLINE USE OF A TRADEMARK TO 
GENERATE TRADEMARK 
RIGHTS 

See also TRADEMARK RIGHTS 
Generally, 35:122 to 35:135 
Canada, online use in, 35:123 to 35:126 

in association with goods, 35:123, 
35:124 

in association with services, 35:125, 
35:126 

Outside Canada, online use or advertising, 
35:127 to 35:135 

generally, 35:127 
in association with goods, 35:128, 

35:129 
in association with services, 35:130 to 

35:135 

OPPOSITION 
See also TRADEMARK RIGHTS 
Generally, 35:96 to 35:102 
Arguments and hearing, 35:100 
Decision and appeal, 35:101 
Decisions, 35:102 
Evidence, 35:99 
Grounds for, 35:97 
Pleadings, 35:98 

OTHER INTERNET AND DOMAIN 
NAME REMEDIES 

See also REMEDIES 
Generally, 43:124 to 43:128 
Canadian decisions, 43:127, 43:128 
Other English law jurisdictions, 43:126 
United States decisions, 43:125 

PAGEJACKING 
Canada, 38:165 
English law, other jurisdictions, 38:164 
Introduction, 38:162 
United States, 38:163 

PARALLEL IMPORTS AND GREY 
MARKET ISSUES 

See also VIOLATION OF 
TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

PARKING 
Canada, 38:136 

PARKING—Cont’d 
CDRP, 38:135 
Defined, 38:132 
Introduction, 38:131 
UDRP, 38:134 
United States, 38:133 

PERMANENT INJUNCTION 
See also REMEDIES 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

Generally, 43:94, 43:95 

POP-UP ADVERTISING 
Canada, 38:123 to 38:130 
Copyright issues, 38:116 
Defined, 38:114 
English law, other jurisdictions, 38:120 
Europe, 38:121 
Introduction, 38:113 
Issues, 38:115 
UDRP, 38:122 
United States, 38:117 to 38:119 

POST-DOMAIN PATH REFERENCE 
Canada, 38:5 
English law, other jurisdictions, 38:4 
Introduction, 38:2 
United States, 38:3 

PRESERVATION 
See also REMEDIES 
Generally, 43:67 to 43:72 
Anton Piller order, 43:69, 43:70 
Interim custody, 43:72 
Mareva injunction, 43:71 

PRIVACY 
See SOCIAL NETWORKS, PRIVACY 

PROHIBITED MARKS 
See also VIOLATION OF 

TRADEMARKS AND RELATED 
RIGHTS ON INTERNET 

Generally, 36:26 to 36:29 
Canadian decisions, 36:29 
Official marks, 36:27 
United States decisions, 36:28 

PUNITIVE AND AGGRAVATED 
DAMAGES 

See also REMEDIES 
Generally, 43:105 to 43:109 
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PUNITIVE AND AGGRAVATED 
DAMAGES—Cont’d 

Awarded, 43:106, 43:107 
Denied, 43:108, 43:109 

QUIA TIMET INJUNCTION 
See also REMEDIES 
Generally, 43:53 to 43:57 
Motion denied, 43:56, 43:57 
Motion granted, 43:54, 43:55 

QUICK RESPONSE CODES 
See also DOMAIN NAME SYSTEM 
Generally, 34:153 

REGISTRABLE TRADEMARKS 
See also TRADEMARK RIGHTS 
Generally, 35:32 to 35:44 
Acquired distinctiveness, 35:36 
Certification marks, 35:44 
Clearly descriptive terms, 35:34 
Deceptively misdescriptive terms, 35:35 
Names, 35:33 
Not without distinctive character, 35:37 
Prohibited marks, 35:37 
Trade dress, 35:39 

distinguishing guise, 35:42 
industrial design, 35:43 
passing off, common law, 35:40 
registration, 35:41 

Trade names, 35:36 

REGISTRANT AGREEMENT 
See also DOMAIN NAME SYSTEM 
Generally, 34:108 to 34:110 
Registrant obligations, 34:109 

REGISTRARS 
See also DOMAIN NAME SYSTEM 
Generally, 34:104 to 34:107 
Certification, 34:105 
Change of registrar, 34:106 

REGISTRATION 
See also TRADEMARK RIGHTS 
Generally, 35:103 to 35:106 
Amendment, 35:106 
Renewal, 35:104 
Rights, 35:105 

REGISTRATION OF DOMAIN NAME 
See also DOMAIN NAME SYSTEM 
Generally, 34:111, 34:112 

REGISTRATION OF DOMAIN NAME 
—Cont’d 

Registrable domain names, 34:111 
Registration process, 34:112 

REMEDIES 
Generally, 43:1 
Access blocking, 43:120, 43:121 
Accounting of profits, 42:103, 43:104 
Administrative sanctions, 43:143 to 

43:147 
Aggravated damages, 43:105 to 43:109 
Contempt, 43:131 to 43:137 
Costs, 43:129, 43:130 
Criminal sanctions, 43:138 to 43:142 
Damages, 43:101, 43:102 
Declaration, 43:73 to 43:78 
Delivery, 43:111 to 43:113 
Destruction, 43:111, 43:114, 43:115 
Detention, 43:111, 43:117 
Export, 43:111, 43:118 
Interest, 43:110 
Interim injunction, 43:36 to 43:52 
Interlocutory injunctions, 43:5 to 43:35 
Limitation Periods, 43:3, 43:4 
Other remedies, 43:124 to 43:128 
Permanent injunction, 43:94, 43:95 
Preservation, 43:67 to 43:72 
Prevention of export, 43:111, 43:118 
Punitive damages, 43:105 to 43:109 
Qua timet injunction, 43:53 to 43:57 
Remedies, 43:2 
Search deindexing, 43:122, 43:123 
Summary judgment, 43:58 to 43:66 
Territorial scope of injunction, 43:96 to 

43:100 
Transfer, 43:79 to 43:93 

REVENGE PORN WEBSITES 
Background, 26:6, 26:7 

operators, 26:11 to 26:16, 26:42 
response, 26:10 
victims, 26:9 

Issues, 26:18 to 26:231 
assault, civil, 26:160 to 26:162 
breach of confidence, 26:107 to 26:111 
conspiracy, civil, 26:171 to 26:174 
contract, 26:199 to 26:202 
conversion, 26:144 to 26:147 
copyright, 26:216 to 26:219 
criminal law, 26:29 to 26:59 
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REVENGE PORN WEBSITES—Cont’d 
Issues, 26:18 to 26:231—Cont’d 

defamation, 26:131 to 26:135 
domestic violence, 26:179 to 26:182 
employment, 26:203 to 26:208 
evidence, 26:25 to 26:28 
false light, 26:127 to 26:130 
family, 26:212 to 26:215 
fraud, 26:136 to 26:139 
fraud, computer, 26:175 to 26:178 
harassment, 26:156 to 26:159 
impersonation, 26:140 to 26:143 
infliction of emotional distress, 

intentional, 26:148 to 26:151 
infliction of emotional distress, 

negligent, 26:152 to 26:155 
intrusion upon seclusion, 26:119 to 

26:122 
invasion of privacy, 26:112 to 26:118 
judges, 26:90 to 26:94 
lawyers, 26:90 to 26:94 
legislation, 26:60 to 26:85 
operators, 26:187 to 26:190 
operators, other platforms, 26:191 to 

26:195 
personality rights, 26:220 to 26:223 
porn, civil, 26:183 to 26:186 
privacy laws, civil, 26:95 to 26:105 
procedure, 26:22 to 26:24 
public disclosure of private facts, 

26:123 to 26:126 
regulation, 26:86 to 26:94 
right to be forgotten, 26:224 to 26:227 
threats and extortion, civil, 26:163 to 

26:166 
tort law, 26:106 

Trade-mark decisions, Canadian, 26:231 
Trade-mark decisions, European, 26:230 
Trade-mark decisions, other English law, 

26:229 
Trade-mark decisions, United States, 

26:228 

REVIEW WEBSITES 
Definition, 11:1 to 11:89 

business models, 11:3 
false reviews, 11:12, 11:13 
influenced reviews, 11:13 
payment for reviews, 11:4 
specific websites, 11:14 to 11:89 
types, 11:2 

REVIEW WEBSITES—Cont’d 
Definition, 11:1 to 11:89—Cont’d 

use, 11:5 to 11:11 
Issues, 11:90 to 11:376 

business models, 11:3 
contracts, 11:252 to 11:258 
copyright, 11:354 to 11:358 
criminality, 11:127 to 11:13 
defamation, 11:199 et seq. 
false and misleading reviews, 11:289 to 

11:328 
patent, 11:351 
personality rights, 11:359 to 11:361 
professionals, 11:223 
regulation, 11:134 et seq. 
reputation management, 11:320 et seq. 
scraping, 11:186 
torts, 11:218 

Trade-marks, 11:362 

SCRAPING 
Decisions, 38:212 to 38:215 

Canada, 38:215 
English law, other jurisdictions, 38:213 
Europe, 38:214 
United States, 38:212 

Defined, 38:198 
Issues, 38:199 to 38:211 

browsewrap agreement, breach of, 
38:200, 38:203 

clickwrap agreement, breach of, 
38:200, 38:202 

computer misuse, 38:211 
confidential information, 38:207 
copyright infringement, 38:206 
database infringement, 38:206 
introduction, 38:199 
trespass, 38:208 to 38:210 

SEARCH DEINDEXING 
See also REMEDIES 
Generally, 43:122, 43:123 

SEARCH ENGINE EVIDENCE 
See also COURT PROCEEDINGS AND 

REMEDIES 
Generally, 42:42, 42:43 
Canadian decisions, 42:43 

SECURITIES 
Generally, 20:18 
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SECURITIES—Cont’d 
Canada 

Inter Partes disputes, 20:33 
Regulation, 20:31 to 20:32 

United Kingdom, 20:30 
United States 

Inter Parties Disputes, 20:25 to 20:29 
Regulation 

Federal law, 20:19 to 20:23 
State law, 20:24 

SECURITY 
Generally, 20:73 
Canada, 20:79 
Other English law jurisdictions, 20:78 
United States 

FACEBOOK, 20:74 
LINKEDIN, 20:76 
Other platforms, 20:77 
TWITTER, 20:75 

SLAMMING 
Canada, 38:197 
English law, other jurisdictions, 38:196 
Introduction, 38:194 
United States, 38:195 

SOCIAL NETWORKING SITES 
See also VIOLATION OF TRADE-

MARKS AND RELATED RIGHTS 
IN SOCIAL MEDIA ON WEB 2.0 

Generally, 4:53 to 4:85 
Canadian decisions, 4:85 
Defined, 4:53 to 4:58 

Facebook, 4:54 
Google+, 4:57 
Myspace, 4:55 
Pinterest, 4:58 
Twitter, 4:56 

European jurisdictions, 4:84 
Issues 

Contracts, 21:2 to 21:19 
Employment, 21:20 to 21:47 
Estates, 21:67 to 21:70 
Social network accounts, 21:48 to 

21:66 
Other English law jurisdictions, 4:83 
Privacy 

See SOCIAL NETWORKS, PRIVACY 
Social networking site issues, 4:59 to 

4:75 
accounts and passwords, 4:74 

SOCIAL NETWORKING SITES 
—Cont’d 

Social networking site issues, 4:59 to 
4:75—Cont’d 

contracts, 4:67 
copyright, 4:72 
criminal, 4:62 
defamation, 4:71 
discovery, 4:61 
employment and academia, 4:68 
estate issues, 4:75 
misleading advertising, 4:73 
privacy 

See also SOCIAL NETWORKS, 
PRIVACY, 4:64 

procedural issues, 4:60 
professions, 4:65 
regulatory issues, 4:63 
scraping, click fraud and spam, 4:69 
security, 4:66 
technology and patents, 4:70 

United States decisions, 4:81 
United States legislation, 4:82 
Usernames and impersonation, 4:76 to 

4:80 
Facebook, 4:77 
False Profiles, 4:80 
Myspace, 4:78 
Twitter, 4:79 

SOCIAL NETWORKS, ACCESS 
Generally, 18:96 
Brazil, 18:100 
Canada, 18:105 
Egypt, 18:101 
Europe, 18:99 
India, 18:102 
Other countries, 18:104 
Other English law jurisdictions, 18:98 
Turkiye, 18:103 
United States, 18:97 

SOCIAL NETWORKS, CRIME 
Generally, 18:57 
Australia, 18:76 
Canada 

generally, 18:80 
assault, 18:86 
doxing, 18:87 
harassment, 18:85 
images, 18:83 
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SOCIAL NETWORKS, CRIME—Cont’d 
Canada—Cont’d 

impersonation, 18:82 
improper access, 18:81 
law enforcement, 18:91 
posting, 18:88 
post order activity, 18:90 
publication, 18:89 
threats, 18:84 

Europe, generally, 18:77 
Ireland, 18:75 
Italy, 18:78 
Switzerland, 18:79 
United Kingdom, 18:74 
United States, 18:58 

assault and battery, 18:63 
cyberstalking, 18:62 
doxing, 18:64 
harassment and threats, 18:61 
images, 18:60 
impersonation, 18:59 
improper access, 18:58 
law enforcement, 18:70 

FACEBOOK, 18:71 
TWITTER, 18:72 

other activity, 18:67 
other issues, 18:73 
posting, 18:66 
post order activity, 18:68 
probation orders, 18:69 
witnesses, 18:65 

SOCIAL NETWORKS, EVIDENCE 
Generally, 18:33 
Australia, 18:50 
Canada, 18:51 

access to evidence, 18:51 
admissibility, 18:55 

FACEBOOK, 18:56 
role of counsel, 18:53 
spoilation, 18:54 
use of evidence, 18:52 

United Kingdom, 18:49 
United States, 18:34 

access to Evidence, 18:34 
freedom of information, 18:38 
state legislation, 18:39 
Stored Communications Act, 18:35 

FACEBOOK, 18:36 
TWITTER, 18:37 

SOCIAL NETWORKS, EVIDENCE 
—Cont’d 

United States, 18:34—Cont’d 
admissibility, 18:48 
role of counsel, 18:41 

adverse parties, 18:43 
clients, 18:42 
counsel, 18:43 
experts, 18:43 
fact witnesses, 18:46 
represented persons, 18:44 
sources of facts, 18:46 
unrepresented persons, 18:45 

spoilation, 18:47 
use of evidence, 18:40 

SOCIAL NETWORKS, JURISDICTION 
Canada, 18:4 
United Kingdom, 18:3 
United States, 18:2 

personal jurisdiction, 18:2 

SOCIAL NETWORKS, PRIVACY 
Generally, 4:64, 19:1 
Canada, 19:34 to 19:45 

Generally, 19:34 
Children, 19:42 

Regulation, 19:42 
Federal law, 19:42 
Inter partes disputes, 19:45 

Facebook, 19:45 
Platforms, 19:43 
Provincial law, 19:44 

Inter partes disputes, 19:37 to 19:41 
Generally, 19:37 
Biometric recognition, 19:39 to 

19:41 
Facebook, 19:40 
Federal law, 19:39 
Provincial law, 19:41 

Facebook, 19:38 
Regulation, 19:35 to 19:36 

Federal Law, 19:35 
Facebook, 19:35 

Provincial law, 19:36 
Europe, 19:33 

Generally, 19:33 
Other English Law Jurisdictions, 19:27 to 

19:32 
Inter partes disputes, 19:28 to 19:29 

Facebook, 19:28 
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SOCIAL NETWORKS, PRIVACY 
—Cont’d 

Other English Law Jurisdictions, 19:27 to 
19:32—Cont’d 

Inter partes disputes, 19:28 to 19:29 
—Cont’d 

Twitter, 19:29 
Ireland, 19:30 to 19:32 

Inter partes disputes, 19:32 
Facebook, 19:32 

Regulation, 19:30 
Regulation, 19:27 

Facebook, 19:27 
United States, 19:2 to 19:26 

Generally, 19:2 
Biometric Recognition, 19:23 to 19:26 

Generally, 19:23 
Federal Law, 19:24 
State Laws, 19:25 to 19:26 

Generally, 19:25 
Illinois, 19:26 

Children, 19:17 to 19:19, 19:21 to 
19:22 

Generally, 19:17 
Facebook, 19:18 
State laws, 19:21 to 19:22 

Children, 19:21 
California, 19:22 

Twitter, 19:19 
Healthcare, 19:14 to 19:16 

Generally, 19:14 
Facebook, 19:15 
Twitter, 19:15 

Inter partes disputes, 19:6 to 19:12 
Actions against operators, 19:6 to 

19:9 
Generally, 19:6 
Facebook, 19:7 
Linkedin, 19:9 
Twitter, 19:8 

Actions against users, 19:10 to 19:12 
Generally, 19:10 
Facebook, 19:11 
Twitter, 19:12 

Regulation, 19:3 to 19:5 
Generally, 19:3 
Facebook, 19:4 
Twitter, 19:5 

State laws, 19:20 to 19:22 
Generally, 19:20 

SOCIAL NETWORKS, PRIVACY 
—Cont’d 

United States, 19:2 to 19:26—Cont’d 
State laws, 19:20 to 19:22—Cont’d 

Children, 19:21 
California, 19:22 

Video privacy protection, 19:13 

SOCIAL NETWORKS, PROCEDURE 
Australia, 18:17 

FACEBOOK, 18:21 
Canada, 18:25 

identification of Users, 18:25 
FACEBOOK, 18:25 
TWITTER, 18:26 

publication, 18:30 
FACEBOOK, 18:31 
TWITTER, 18:32 

service, 18:27 
FACEBOOK, 18:28 
TWITTER, 18:29 

France, 18:21 
Ireland, 18:20 
Netherlands, 18:23 
New Zealand, 18:18 
Spain, 18:24 

TWITTER, 18:22 
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