Index

A

Action Innocence, 231
Advanced Persistent Threat (ATP) — see
also malware
defined, 261
generally, 176-178
Advanced Research Project Agency
(ARPA)
cybercrime generally, 5
network (ARPANet) — see ARPANet
adware, 168 — see also malware
Android
hacking, 189
malware, 174
Anonymizer
child sexual abuse and, 98, 103
defined, 261
anonymous remailer
child sexual abuse and, 98
cyber fraud and, 51
defined, 261
Anti-Phishing Working Group, 231
Anti-Spam Action Plan for Canada
Canadian laws, 211
defined, 261
Anti-Spam Toolkit, 234
anti-virus software, 261
application layer
cybercrime generally, 10
defined, 261
ARPANet
cybercrime generally, 5-6, 8
defined, 261

Asia-Pacific Economic Cooperation
(APEC), 231

ATMs, attacking, 48-49

attack kits
cyber fraud and, 69, 71
defined, 262

B

bandwidth
defined, 262
spam and, 210, 218
banks, attacking, 48-49
Baran, Paul, 3-5
Barlow, John Perry, 29-31, 33
Bill C-2, 116
Bill C-10, 117-118, 135
Bill C-13, 113, 229-230, 252-253, 255
Bill C-15A, 115
Bill C-22, 121
Bill C-27, 211
Bill S-4, 80, 83-84
binary digits, 11
bit
cybercrime generally, 6, 11
defined, 262
bitcoin
cyber fraud and, 49, 69
defined, 262
malware and, 169, 170
bit-stream copy, 262
black hat hackers
defined, 262
hacking and, 192, 196
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blacklists
defined, 262
spam, combating, 218
blocklists — see blacklists
bodily harm, threatening, 149-150
bot — see also malware
defined, 262
distributed denial of service attack,
200
generally, 167
network — see botnet
botnet — see also malware; spam /
spamming
defined, 262
distributed denial of service attack,
200
malware, 165, 167, 173, 179
port scanning, 187-188
spam distribution and, 206
bulletin board
defined, 263
spam and, 204
bullying — see cyber-bullying;
harassment
byte
cybercrime generally, 11
defined, 263

C

Canadian Centre for Child Protection,
95,120, 122, 147

Canadian Coalition against Internet
Child Exploitation (CCAICE)
child sexual abuse and, 119-120
defined, 263

cash out
cyber fraud and, 46, 69
defined, 263

child, definition of, 107, 109

Child and Family Services Act, 119-120

Child Exploitation Tracking System
(CETS)
child sexual abuse and, 127-128
defined, 263

Child Helpline International, 231

child luring
Canadian law and, 133-136
generally, 128-138
nature of, 129-132
online sting operations, 136
child pornography, online — see also
child sexual abuse
content of, 91-94
dark web, the, 102-104
defined, 263
definition of, legal, 106-107
expression and, freedom of, 107-110
history of, 8§9-91
Internet usage by offenders, 96-106
legislative initiatives, 110-119
measuring, 94-96
online support networks, 104-106
peer-to-peer (P2P) networks, 100-102
The Onion Router (TOR), 102-104
web-based materials, 99-100
Child Pornography Reporting Act, 121
child sexual abuse — see also child
pornography, online; child luring
apprehension of offenders, 119-123
attitudinal harm, 113
blocking, 122-123
Canadian Coalition against Internet
Child Exploitation (CCAICE),
119-120
conventions, international, 123-125
detection of offenders, 119-13
enforcement, international, 125-128
filtering, 122-123
generally, 87-138
indirect harm, 113-114
international cooperation, 123-128
ISPs and, 122-123
mandatory reporting laws, 120-121
National Child Exploitation
Coordination Centre (NCECC),
119-120
Cleanfeed Canada
child sexual abuse and, 119-120,
122-123
defined, 263



client/server model
defined, 263
generally, 8-9
cloud computing
complexity of cybercrime and, 19-20
defined, 264
identity theft, method of, 61-63
malware and, 175-176
code is law, 34, 39
codec, 264
coder/decoder — see codec
cognitive distortions
child sexual abuse and, 111, 113, 115
defined, 264
computer
anatomy of, 11-14
forensics — see computer forensics
Macs, 11-14
PCs, 11-14
computer forensics
defined, 264
investigations, 247-249
Contact Points Network, 232, 233
contact sexual offences, 264
content layer
cybercrime generally, 10
defined, 264
Convention on Cybercrime
child sexual abuse and, 124-125, 127
defined, 264
regulation and, 38, 224-228, 230
Convention on the Protection of
Children against Sexual Exploitation
and Sexual Abuse
child sexual abuse and, 125
defined, 264
Cooperative Cyber Defence Centre of
Excellence, 231
Council of Europe Convention on
Cybercrime — see Convention on
Cybercrime
cracker — see also hacker
defined, 267
generally, 193
credit card fraud, 51-52
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criminal activity
online, 14-16
statistics, 16-19
cyber fraud — see also identity theft
costs of, 65-68
methods of, 48-52
organized crime and, 68-73
underground economy and, 68-73
cyber-bullying — see also harassment
Canadian law and, 144-148
Criminal Code 147-148
defined, 265
federal policy/legislation, 146-148
generally, 139-144
provincial policy/legislation, 144-146
Cybercrime Centres of Excellence
Network for Training Research and
Education, 232
cyber-espionage, 176-178 — see also
malware
cyberpunks, 193
cyberspace
defined, 265
generally, 27-41
regulation generally, 35-41
spam — see spam / spamming
unique aspects of, 28-35
cyber-stalking — see also harassment
defined, 265
generally, 153-158
cyber-threats, 19-25
cybertip.ca
child sexual abuse and, 92-95, 119-
120, 122-123, 129
defined, 265
regulation and, 37

D

dark web, the
child sexual abuse and, 102-104
defined, 265
data-breach legislation, 82-84
data interception, 265
data preservation
defined, 265
orders, 252-253
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data production
defined, 265
orders, 253-254
Davies, Donald, 3-5
death, threatening, 149-150
defamation
defamatory libel, 157
defined, 265
generally, 155-158
DEFCON, 196
denial-of-service (DoS) attack — see also
distributed denial-of-service attack;
hacking
defined, 265-266
generally, 199-200
Dibbell, Julian, 31
distributed denial-of-service (DDoS)
attack — see also denial-of-service
attack; hacking
defined, 265-266
generally, 200-201
Do-Not-Call Registry, 219
drive-by-download — see also malware
defined, 266
malware distribution, 171, 178
ransomware, 168
drive-by pharming, 266
dual criminality
defined, 266
prosecution of cybercrime and,
227-228

E

electronic evidence — see evidence

Electronic Frontier Foundation (EFF)
defined, 266
regulation and, 29

encryption
data, 248-249
defined, 266

End Child Prostitution, Child
Pornography and Trafficking of
Children for Sexual Purposes
(ECPAT), 232

end-to-end design/principle
cybercrime generally, 11

defined, 266
Europol
child sexual abuse and, 125-126
defined, 266
global/international initiatives, 232
evidence
access to information, 249-254
Charter implications, 238-246
computer forensic investigations,
247-249
data preservation orders, 252-253
data production orders, 253-254
electronic, 246-247
electronic surveillance, 238-246
encryption, 248-249
hash values, 247-248
intercept capability, 250-252
internet cache, 245, 248
ISPs and, 249-251
PIPEDA, 254
preservation orders re data, 252-253
privacy implications, 238-246
production orders re data, 253-254
reasonable expectation of privacy,
237-242, 245
search and seizure generally, 237-255
steganography, 249
subscriber information, 249-250
wiretapping, 240, 251
Expect Respect and a Safe Education
(ERASE), 144
extradition, 223-224, 226-227

F

Federal Trade Commission (FTC), 266
filtering
child sexual abuse and, 122-123
defined, 267
spam, combating, 218
firewall
defined, 267
hacking, managing, 198, 204
social engineering and, 191
flaming
Canadian case law and, 217
defined, 267



Forum of Incident Response and
Security Teams (FIRST), 232
fraud — see also cyber fraud; identity
theft
defined, 267
what is, 47-52
freedom of expression
bullying, 151-153
child pornography and, 107-111, 115
harassment, 151-153
hate propaganda and, 108
stalking, 151-153
fueling fantasies, 114

G

G-8 High Tech Crime Subgroup, 232
Global Cybersecurity Agenda (GCA),
233
Global Prosecutors E-Crime Network
(GPEN), 232
grey hat hackers
defined, 267
hacking and, 192
grooming
child luring, 129
child sexual abuse and, 111, 114

H

hacker — see also hacking
crackers, 193
cyberpunks, 193
defined, 267
ethic — see hacker ethic
hactivists, 193
hierarchy, 193
motivations, 191-193
noobs/n00bs, 193
organized crime, 193
script kiddies, 193
subculture, 191-196
typologies, 191-193

hacker ethic — see also hacking
culture, 193-196
defined, 267
generally, 191-196
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hacking — see also denial-of-service
attack; hacker
Android devices, 189
culture of, 193-196
defined, 267
definition, development of, 185-186
generally, 183-202
10S devices, 189
jailbreaking, 189
keystroke loggers, 188
managing, 196-199
methods of, 186-189
non-regulatory measures, 196-199
packet sniffing, 187
password cracking, 186
port scanning, 187-188
preventing, 196-199
regulatory measures, 196-199
scareware, 188
social engineering, 189-191
spyware, 188
war driving, 187
hactivist
defined, 267
hacker type, 193
harassment — see also cyber-bullying;
cyber-stalking
communications, 150
Criminal Code,148-150
generally, 139-159
threats, 149-150
Harm Principle, the, 109
hash value
defined, 267
evidence and, 247-248
hate propaganda
defined, 267
freedom of expression and, 108
harassment and, 152-153
hate speech, 151-153
honeypot, 267
human rights law, Canadian, 151
hypertext transfer protocol (HTTP)
cybercrime generally, 9
defined, 267-268
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I

identifiable group, 149, 151-153
identity-related frauds, 51
identity theft
costs of, 65-68
credit card information and, 72-73
Criminal Code, 74-80
data-breach legislation, 82-84
defined, 268
legislation, 74-84
methods, 53-65
mobile devices, 59-61
organized crime and, 68-73
phishing scams, 54-55
point-of-sale breaches, 63-65
policy approaches, 73-74
privacy legislation, 81-82
skimming, 77
social engineering, 53
social media, 53-54
trojans, 57-58
underground economy and, 68-73
web vulnerabilities/exploits, 55-59
what is, 52-65
inchoate offences, 134
injunction
Canadian case law and, 217
defined, 268
Innocent Images International Task
Force, 268
INSAFE, 233
insider fraud, 52
insider threats, 58-59
Inter-American Co-operation Portal on
Cyber-Crime of the OAS, 234
intercept-capable networks
defined, 268
evidence and, 250-252
interface message processors (IMPs)
cybercrime generally, 5-7
defined, 268
International Association of Internet
Hotlines (INHOPE)
child sexual abuse and, 121
global/international initiatives, 233
defined, 268

International Criminal Investigative
Training Assistance Program
(ICITAP), 268

International Criminal Police
Organization — see Interpol

International Multilateral Partnership on
Cyber Threats (IMPACT), 232

International Telecommunication Union
(ITU) of the United Nations, 232,
234

Internet
architecture of, 10-11
defined, 268

Internet cache
defined, 268-269
evidence and, 245, 248

Internet Corporation for Assigned
Names and Numbers (ICANN)
cybercrime generally, 9
defined, 268-269

Internet Governance Forum (IGF), 233

Internet protocol (IP)
address — see IP address
cybercrime generally, 7-8
defined, 269

Internet Relay Chat (IRC)
child sexual abuse and, 99
defined, 269
underground economy / organized

crime and, 69

Internet Service Provider (ISP)
child sexual abuse and, 122-123
defined, 269
evidence, search and seizure of,

249-251

Interpol
child sexual abuse and, 125-126
defined, 268-269
global/international initiatives, 233

Interpol-Regional Working Parties on
Information Technology Crime, 233

interrupt message, 269

iOS
hacking, 189
malware, 175

IP address, 269



J

jailbreaking
cybercrime generally, 13-14
defined, 269
hacking, 189
jurisdiction
capacity building, 230-234
conventions, international, 224-230
inter-jurisdictional cooperation,
224-235
mutual legal assistance treaties
(MLATSs), 227
organizations, 231-234
regulation of cyberspace, issues with,
223-235

K

Keegstra, James, 152
keyloggers — see keystroke loggers
keystroke loggers — see also malware;
scareware
defined, 269
generally, 167-168
hacking method, 188

L

lawful access, 269

Legion of Doom (LoD), 194
Lessig, Lawrence, 32-34, 39
Levy, Steven, 193-194

libel — see defamation

M

mail-bombing
Canadian case law and, 217
defined, 269

malware
Advanced Persistent Threats, 176
adware, 168
Android platform, 174
bots, 168
cloud computing, 175-176
cyber-espionage, 176
defined, 270
distribution of, 170-179
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email-borne, 172-173
generally, 163-182
i0S platform, 175
Macs, 169-170
mobile code/devices, 173-174
PCs, 169-170
policy responses to, 179-181
rootkit, 166
scareware, 167-168
social engineering and, 163
social networking, 173
spam distribution, 209
spyware, 168-169
terms, 164-169
trojans, 166
underground economy, 179
virtual environments, 175-176
virus, 164
watering-hole attacks, 171-172
web-based attacks, 170-172
worms, 165
zombies, 167

Mitnick, Kevin, 190

morphed images, 270

multi-user domain/dimension/dungeon
(MUD)
defined, 270
regulation and, 31

mutual legal assistance treaties
(MLATs), 227

N

National Child Exploitation
Coordination Centre (NCECC)
child sexual abuse and, 119-120
defined, 270

National Task Force on Spam, 211

netiquette
Canadian case law and, 217
defined, 270

network architecture, 270

Neuromancer, 14, 28-29, 257, 265

newsgroups, 204 — see also USENET
newsgroups

Nigerian/419 fraud, 51

noobs/n00bs, 193
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(0]

Oakes test
child sexual abuse and, 108-109, 111,
113
defined, 270
harassment and, 153
online auction, 50
online dating, 50-51
Operation Basket
child sexual abuse and, 127
defined, 270
Operation Endeavour
child sexual abuse and, 126
defined, 271
Operation PIN, 271
Operation Rescue
child sexual abuse and, 126
defined, 271
operational layer, 271
Organization for Economic Co-operation
and Development (OECD) Task
Force on Spam, 234
Organization of American States (OAS),
234
organized crime — see also underground
economy
hacking, 193
identity theft, 68-73

P

packet sniffing
defined, 271
hacking method, 185, 187
packet switching
cybercrime generally, 10
defined, 271
packets
cybercrime generally, 4-8, 10-11
sniffing — see packet sniffing
switching — see packet switching
password cracking
defined, 271
hacking method, 186
payload — see also malware
defined, 271

malware distribution, 171-172, 177
viruses, 164
worms, 165
peer to peer (P2P)
child pornography, online, 100-102
cybercrime generally, 9
defined, 271-272
personal health information legislation,
82-83
Personal Information Protection and
Electronic Documents Act (PIPEDA)
cyber fraud, 81-84
evidence, 254
identity theft, 81-84
spam and, 212, 214-217
pharming, 272
phishing
credit card information and, 72-73
cyber frauds, 49-50
defined, 272
identity theft, 49-50, 54-55
kits, 71,272
method, as a, 54-55
mobile devices and, 60
organized crime and, 69-71
social media and, 53
spam distribution, 209
spear-phishing — see spear-phishing
underground economy and, 69-71
web vulnerabilities and, 57
phony websites, 50
phreaking
defined, 272
phone, by, 184-185
physical layer
cybercrime generally, 10
defined, 274
point-of-sale breaches re identity theft,
63-65
port
defined, 272
scanning — see port scanning
port scanning
defined, 272
hacking method, 187-188



Postel, John, 8

pressing and substantial concerns, 108
proportionality, 109

publicly incite hatred, 151

pump and dump, 51

pyramid schemes, 50

R

ransomware — see also malware
cyber fraud method, 49
defined, 272
generally, 168-169

red box, 272

rogue security software, 272-273 — see
also malware; scareware

root server system (RSS), 8-9

rootkit — see also malware
defined, 273
generally, 166

router
cybercrime generally, 7-8, 11
defined, 273

Ryder, Bruce, 114

S

safe-list
defined, 273
spam, combating, 218
scareware — see also malware; rogue
security software
cyber fraud method, 48
generally, 167-168
hacking method, 188
script kiddie
defined, 273
hacker type, 193
search and seizure — see evidence
securities/investment frauds, 51
Security & Stability Advisory
Committee (SSAC) Working Group
of ICANN, 232
seizure — see evidence
sexting
child sexual abuse and, 112
defined, 273
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ShadowCrew, 273
shunning
Canadian case law and, 217
defined, 273
skimming, 77
slave — see also bot; malware; zombie
distributed denial of service attack,
200
type of malware, 167
social contract
defined, 273
regulation and, 30-31
social engineering
Advanced Persistent Threats (ATPs),
176-177
cyber-espionage, 176-177
defined, 273
email-borne malware, 172
firewalls, 191
hacking, 189-191
identity theft, 53
malware and, 163, 166-169, 172-174,
176-177
mobile code/devices, 173-174
social networking, 173
spam distribution, 209
social media
identity theft, 53-54
spam distribution, 207-208
social norms, 31, 39-40
spam / spamming
Canadian case law re, 217
Canadian legislation re, 211-217
defined, 273
distribution of, 206-210
generally, 203-220
non-legal measures, 218-219
problem, as a, 205-206, 210
significance of problem, 205-206
Spam Reporting Centre, 212
spear-phishing
defined, 273-274
generally, 55, 61
spam distribution, 208-209
spoofing
defined, 274
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spam, combating, 218
spyware — see also malware

defined, 274

generally, 168

hacking method, 188
SQL injection, 274
stalking — see cyber-stalking; harassment
steganography

defined, 274

evidence and, 249
Stuxnet

defined, 274

malware and, 177-178
subscriber information, 249-250

T

TCP/IP — see also Internet protocol,
transmission control protocol
cybercrime generally, 7, 9-10
defined, 274

Telecommunications and Information
Working Group (TEL) of APEC, 231

telecommunications fraud, 184

telemarketing restrictions, 219-220

The Onion Router (TOR)
child pornography, online, 102-104
child sexual abuse and, 102
defined 274

TOR network — see also The Onion
Router
defined, 274
organized crime and, 69
underground economy and, 69

traffic data
defined, 274
prosecution of cybercrime, 227-228
regulation of cyberspace, 227-228

transmission control protocol (TCP)
cybercrime generally, 6
defined 274

trends and concerns, emerging, 256-260

Trojan horse — see also malware
defined, 275
generally, 166
identity theft, 57-58

TrueCrypt
child sexual abuse and, 103
defined, 275

U

underground economy — see also
organized crime
bitcoin, 69
credit card information and, 72-73
cybercrime generally, 24
defined, 275
identity theft, 68-73
malware, 179
Uniform Crime Reporting Survey
(UCR)
child sexual abuse and, 95
cyber fraud and, 47
United Nations Office on Drugs and
Crime (UNODC), 234
Universal Serial Bus (USB), 275
URL shortening, 207 — see also spam /
spamming
USENET newsgroups
child sexual abuse and, 105
defined, 275

\%

Virtual Global Taskforce (VGT)

child sexual abuse and, 126

defined, 275

global/international initiatives, 234
virtual pedophile communities, 105
virus — see also malware

defined, 275

generally, 164

self-replicating, 164

W

war dialing

defined, 275

telecommunications fraud and, 184
war driving

defined, 275

hacking method, 187
watering-hole attacks

cyber fraud, 55-56



defined, 275-276

identity theft, 55-56

malware and, 171, 176, 178
web browser hijacking, 276
white hat hackers

defined, 276

hacking and, 192
willfully promote hatred, 151
wiretapping

defined, 276

evidence and, 240, 251
Wonderland Club, 89
World Summit on the Information

Society (WSIS), 232-233
World Wide Web (WWW)

cybercrime generally, 7, 9
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defined, 276

forums based on, 69
worm — see also malware

defined, 276

generally, 165

V/

“zero-day” vulnerability
cyber fraud, 56
identity theft, 56
malware and, 172, 177
zombie — see also malware
defined, 276
distributed denial of service attack,
200
generally, 167



