
Table of Contents

Foreword ............................................................................................. iii
Table of Cases .................................................................................... xiii

1. Introduction ................................................................................ 1
1:10 Introduction ......................................................................... 1
1:20 Historical and Conceptual Contexts ....................................... 3

1:20.10 Historical Common Law Approaches to Privacy ......... 3
1:20.20 The Rise and Risks of Network Security ..................... 9

1:30 Constitutional and Jurisdictional issues..................................11
1:40 Legislative Innovations ....................................................... 12
1:50 Impact of Technology......................................................... 14
1:60 Policy Objectives and Principles .......................................... 19

1:60.10 Individual Control over Information......................... 20
1:60.20 Protecting Vulnerable Groups and Sensitive

Information ........................................................... 21
1:60.30 Commercial Interests .............................................. 22
1:60.40 Custodianship ........................................................ 23
1:60.50 Public vs. Private Oversight .................................... 24
1:60.60 Keeping up with Technology ................................... 26
1:60.70 Diffusion of Responsibility ...................................... 27

1:70 Scope of this Book ............................................................ 29

2. The Evolution of Personal Information Protection Laws ............ 33
2:10 Introduction ....................................................................... 34
2:20 Privacy Legislation — a Brief Overview .............................. 36
2:30 What is Personal Information?............................................. 39

2:30.10 Statutory Definitions............................................... 39
2:30.20 Information About Property or Non-Tangible

Objects ................................................................. 42
2:30.30 Anonymous or Pseudonymized Information............... 45
2:30.40 Business Contact, Work Product, and Employee

Information ........................................................... 48
2:30.50 Publicly Available Personal Information................... 51
2:30.60 Personal Health Information ................................... 55

2:40 Jurisdictional Scope............................................................ 57
2:40.10 Constitutional Powers and Personal Information ...... 58
2:40.20 Nature of the Activity ............................................. 60
2:40.30 Which Personal Information Protection Laws

Apply? .................................................................. 64

v



2:50 Principles of Private-Sector Privacy Protections .................... 66
2:50.10 Principle 1: Accountability...................................... 68
2:50.20 Principle 2: Identifying Purpose .............................. 70
2:50.30 Principle 3: Consent .............................................. 70
2:50.40 Principles 4 and 5: Limiting Collection, Use,

Disclosure, and Retention ....................................... 74
2:50.50 Principle 6: Accuracy ............................................. 75
2:50.60 Principle 7: Safeguards .......................................... 77
2:50.70 Principle 8: Openness ............................................ 78
2:50.80 Principle 9: Individual Access ................................. 79
2:50.90 Principle 10: Challenging Compliance ..................... 80

2:60 Additional Requirements Concerning Personal Information .... 82
2:70 Conclusion ........................................................................ 88

3. Rights, Wrongs, and Remedies at Common Law........................ 91
3:10 Introduction ....................................................................... 92
3:20 Tort .................................................................................. 93

3:20.10 Intrusion Upon Seclusion ........................................ 94
3:20.10.1 Elements and Defences ............................ 97
3:20.10.2 Damages ...............................................101

3:20.20 Public Disclosure of Private Facts..........................103
3:20.20.1 Elements and Defences ...........................103
3:20.20.2 Damages ...............................................106
3:20.20.3 Privacy, Intimate Images, and

Public Policy .........................................107
3:20.30 Publicity Placing a Plaintiff in a False Light ........... 110
3:20.40 Appropriation of Personality .................................. 112
3:20.50 Negligence ........................................................... 116

3:20.50.1 Duty of Care ......................................... 117
3:20.50.2 Standard of Care ...................................121
3:20.50.3 Damages ...............................................123

3:20.60 Conversion and Bailment .......................................125
3:30 Contract ...........................................................................127

3:30.10 EULAs and Terms of Use ......................................129
3:30.20 Equity and Unconscionability .................................131
3:30.30 Damages ..............................................................132

3:40 Breach of Fiduciary Duty/Breach of Trust ...........................133
3:50 Breach of Confidence ........................................................136

3:50.10 Elements and Defences ..........................................137
3:50.20 Damages ..............................................................138

3:60 Vicarious Liability.............................................................139
3:70 Waiver of Tort ..................................................................141
3:80 Right to be Forgotten?.......................................................144

vi

Table of Contents



4. Statutory Rights, Wrongs, and Remedies ..................................149
4:10 Introduction ......................................................................149
4:20 The Legislative Context .....................................................150

4:20.10 The Changing Statutory Landscape ........................150
4:20.20 Relationship with Common Law .............................152

4:30 Privacy Acts .....................................................................157
4:30.10 Provincial Privacy Acts .........................................157
4:30.20 Intentional Acts.....................................................160
4:30.30 No Need to Prove Actual Damages.........................161
4:30.40 Range of Damages Awarded ..................................162

4:40 Intimate Image Legislation .................................................166
4:50 Personal Information Protection Legislation .........................170

4:50.10 PIPEDA ...............................................................170
4:50.10.1 Regulatory Offences ...............................171
4:50.10.2 Powers of the Privacy Commissioner .......172
4:50.10.3 Damages Under PIPEDA .......................177

4:50.20 PIPA ....................................................................182
4:50.30 PHIPA..................................................................184

4:60 Canadian Anti-Spam Legislation.........................................186
4:60.10 Relationship with Privacy and Personal Information

Statutes ................................................................186
4:60.20 Prohibited Conduct, sections 6 to 9 ........................188
4:60.30 Enforcement under CASL.......................................191
4:60.40 False or Misleading Ads Online —

Competition Act ....................................................198
4:60.50 Private Cause of Action under CASL ......................200

4:70 Consumer Protection Legislation ........................................202
4:80 Conclusion .......................................................................205

5. The Regulators — Powers and Policy .......................................207
5:10 Introduction ......................................................................207
5:20 Privacy Commissioners......................................................209

5:20.10 Enabling Statutes ..................................................209
5:20.20 Investigative Powers.............................................. 211

5:20.20.1 The Federal Privacy Commissioner and
PIPEDA ................................................ 211

5:20.20.2 The British Columbia Privacy
Commissioner ........................................215

5:20.20.3 The Alberta Privacy Commissioner ..........217
5:20.20.4 Other Privacy Commissioners .................218

5:20.30 Adjudicative/Order-Making Powers.........................220
5:20.30.1 Reviews and Inquiries — British Columbia

and Alberta ...........................................220

vii

Table of Contents



5:20.30.2 As Pre-Condition to Civil Remedies .........221
5:20.30.3 De Novo Hearings vs. Judicial Review .....223

5:20.40 Advisory and Public Interest Roles .........................225
5:30 Canadian Radio-television and Telecommunications

Commission .....................................................................227
5:40 Competition Bureau and Tribunal .......................................231
5:50 Professional and Sector-Specific Organizations ....................234

5:50.10 Medical Colleges ..................................................235
5:50.10.1 Privacy and the Protection of Health

Information Legislation...........................235
5:50.10.2 Enforcement of Practice Standards ..........236

5:50.20 Law Societies........................................................239
5:50.30 Financial Sector — Mutual Fund Dealers

Association ...........................................................241
5:50.40 Payment Card Industry Security Standards Council..241

5:60 Conclusion .......................................................................242

6. The Courts — Individual and Class Proceedings ......................245
6:10 Introduction ......................................................................246
6:20 Regulatory vs. Court Proceedings .......................................247

6:20.10 Different Policy Objectives .....................................247
6:20.20 Regulatory as Pre-Condition to Court .....................248
6:20.30 Regulatory or Court — Mutually Exclusive? ...........250

6:20.30.1 Regulatory Order Based Litigation ..........251
6:20.30.2 Invasion of Privacy ................................251
6:20.30.3 Breach of Contract.................................252
6:20.30.4 Negligence ............................................252

6:20.40 Pros and Cons of Parallel Proceedings ...................253
6:20.50 Stacking of Claims ................................................255

6:30 Forum Selection and Conflict of Laws ................................258
6:30.10 Cross-Jurisdictional Issues in Cyber Disputes ..........260
6:30.20 Forum Selection Clauses .......................................262
6:30.30 Federal vs. Provincial Courts.................................265

6:40 Arbitration and Private Dispute Resolution ..........................266
6:50 Individual Proceedings.......................................................267
6:60 Representative Proceedings ................................................269
6:70 Class Actions....................................................................271

6:70.10 Policy Objectives and Advantages of Class Actions ..271
6:70.20 Disadvantages of Class Actions ..............................273
6:70.30 Overview of Procedural Steps ................................274

6:70.30.1 Pre-Certification Matters ........................275

viii

Table of Contents



6:70.30.2 The Certification Hearing — Test for
Certification ..........................................277
6:70.30.2.1 Whether the Pleadings Disclose

a Cause of Action ................277
6:70.30.2.2 Whether There is an Identifiable

Class ..................................278
6:70.30.2.3 Whether There are Common

Issues .................................281
6:70.30.2.4 Whether a Class Action Would

be the Preferable Procedure..282
6:70.30.2.5 Whether There is a Representative

Plaintiff...............................283
6:70.40 Post-Certification Matters.......................................284

6:70.40.1 Notice to Class Members ........................284
6:70.40.2 Discovery ..............................................284
6:70.40.3 Common Issues Trial ..............................285

6:70.50 Class Action Settlements ........................................286
6:70.50.1 Considerations for Court-Approved

Settlements ............................................286
6:70.50.2 Whether Settlement is Reasonable............286
6:70.50.3 Compensation for Class Counsel and

Representative Plaintiff ...........................289
6:70.50.4 Procedure at Settlement Hearing .............290
6:70.50.5 Settlement Administration........................291

6:70.60 Comparison with Class Actions in United States ......293

7. Cybersecurity ...........................................................................295
7:10 Introduction ......................................................................295
7:20 Duty to Safeguard and Protect Personal Information.............298
7:30 Typical Cybersecurity Risks ...............................................303

7:30.10 Lack of Encryption — Open Networks ....................303
7:30.20 Inadequate Control Over Data ...............................305
7:30.30 Outdated or Compromised Software........................306
7:30.40 Intentional Misuse — Snooping, Employee Theft......307
7:30.50 Cloud Computing ..................................................308

7:40 Best Practices ...................................................................310
7:40.10 Commonly Used Standards and Guidelines.............. 311

7:40.10.1 The NIST Framework ............................. 311
7:40.10.2 ISO 27001:2018.....................................313
7:40.10.3 Other guidelines.....................................314

7:40.20 Relevance to Standard of Care ...............................319
7:40.30 Technical, Administrative, and Physical Security

Safeguards ...........................................................323

ix

Table of Contents



7:40.40 Breach Response Protocol .....................................332
7:40.50 Oversight by Directors and Officers........................332

7:40.50.1 Fiduciary Duty ......................................335
7:40.50.2 The Duty of Care ...................................336
7:40.50.3 Potential Liability for Cybersecurity

Breaches ...............................................337

8. Data Breach Response ..............................................................343
8:10 Introduction ......................................................................343
8:20 Types of Data Breaches .....................................................344
8:30 Breach Coaches and Early Responders................................346

8:30.10 Identification and Containment...............................348
8:30.20 Notification and Statutory Compliance ....................350
8:30.30 Documentation......................................................350

8:40 Data Breach Costs.............................................................352
8:50 Breach Notification ...........................................................357

8:50.10 Breach Reporting Regime in Canada ......................357
8:50.20 PIPEDA Threshold for Notification .........................364
8:50.30 Contents of Notification to OPC and Potential

Outcomes .............................................................368
8:50.40 Notice to Affected Individuals .................................370
8:50.50 Notice to Other Third Parties .................................371
8:50.60 Who Notifies and Keeps Breach Logs?....................372

8:60 Data Breach Laws in the US and EU..................................373

9. Cyber Risks and Insurance — Introduction ..............................379
9:10 Introduction ......................................................................379
9:20 Evolution of Cyber Coverage .............................................381
9:30 The Cyber Insurance Market ..............................................383
9:40 Underwriting Cyber Risks..................................................386
9:50 Cyber Risks Under Traditional Forms of Insurance ..............388

9:50.10 Property Insurance................................................388
9:50.20 Commercial General Liability Insurance .................393

9:50.20.1 Coverage A — Property Damage ............393
9:50.20.2 Coverage A — Bodily Injury...................397
9:50.20.3 Coverage A — Exclusions and other barriers

to coverage ...........................................398
9:50.20.4 Coverage B — Personal and Advertising

Injury ...................................................401
9:50.30 Professional Liability Insurance .............................404
9:50.40 Directors and Officers Liability Insurance ...............407

9:60 Conclusion .......................................................................410

x

Table of Contents



10. Insurance — First Party Coverages ..........................................413
10:10 Introduction ......................................................................413
10:20 Insurance Legislation and Cyber Insurance ..........................416
10:30 Insuring Agreements .........................................................421

10:30.10 Forensic Support ................................................421
10:30.20 Breach Response.................................................424
10:30.30 Network Interruption and Data Restoration ...........431

10:30.30.1 Network Interruption ..........................431
10:30.30.2 Data Restoration ................................436

10:30.40 Cyber Extortion ..................................................443
10:30.50 Fraud ................................................................448
10:30.60 Crisis Management and Reputational Losses .........458
10:30.70 Business Interruption...........................................462
10:30.80 Cyber Terrorism .................................................474

10:40 Exclusions........................................................................476
10:50 Notice and Consent ...........................................................481
10:60 Indemnity Limits, Deductibles, Retentions, and

Aggregation......................................................................484

11. Third Party Liability Cyber Insurance (Part 1) ........................487
11:10 The Cyber Liability Insurance Market in Canada .................487
11:20 Common Attributes of Canadian Cyber Liability Policies......489

11:20.10 Claims Made and Reported..................................489
11:20.20 Types of ‘‘Claims” Under Cyber Liability

Policies ..............................................................492
11:20.30 Wrongful Acts .....................................................496
11:20.40 Retroactive Dates and Pre-Policy ‘‘Wrongful

Acts” .................................................................498
11:20.50 Notice of a ‘‘Claim” to Insurer During Policy

Period................................................................501
11:20.60 Notice of ‘‘Facts or Circumstances” During the

Policy Period .....................................................504
11:20.70 Aggregation Clauses ........................................... 511

11:30 The Cyber Liability Insuring Clauses ..................................514
11:30.10 Trends in Cyber Liability Coverage ......................514
11:30.20 Network Security Liability....................................517
11:30.30 Privacy Wrongful Acts .........................................520
11:30.40 Confidential Information Not Protected by Statute..527
11:30.50 Multimedia Liability and the Cyber Liability

Policy ................................................................530
11:30.60 Coverage for Contractual Liability .......................532

xi

Table of Contents



12. Third Party Liability Cyber Insurance (Part 2) ........................535
12:10 Common Exclusions in Cyber Liability Policies...................536

12:10.10 Bodily Injury and Property Damage .....................537
12:10.10.1 ‘‘Bodily Injury” ..................................537
12:10.10.2 ‘‘Property Damage” ...........................539

12:10.20 Assumption of Contractual Obligations .................540
12:10.30 The ‘‘Conduct Exclusions”...................................546
12:10.40 Prior Knowledge ................................................549
12:10.50 Prior or Pending Litigation .................................551
12:10.60 ‘‘Insured v. Insured” ...........................................554
12:10.70 Non-Consensual Communications.........................557
12:10.80 Non-Monetary Relief and ‘‘Uninsurable” Matters ..558
12:10.90 Matters Covered Under More Traditional Policies .562

12:10.90.1 Professional Services ..........................563
12:10.90.2 Employment Practices Liability............564
12:10.90.3 Securities Claims................................567
12:10.90.4 Intellectual Property Infringement ........568
12:10.90.5 Pension Fiduciary ..............................570
12:10.90.6 Anti-Competitive Behaviour .................572

12:10.100 Internet Infrastructure Failure ............................575
12:10.200 Mechanical or Electronic Failure .......................577
12:10.300 War, Invasion, Terrorism and Insurrection ...........578

12:20 Right and Duty to Defend..................................................580
12:30 Innocent Co-Insured Provisions in the Cyber Policy .............587

12:30.10 Misrepresentation and Material Non-Disclosure.....587
12:30.20 Application of Policy Exclusions ..........................589
12:30.30 ‘‘Continuous Cover” Clauses ...............................590

Bibliography.......................................................................................593
Table of Statutes .................................................................................607
Biography ..........................................................................................613
Index ................................................................................................617

xii

Table of Contents


