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ACCESS CONTROL. See
CYBERSECURITY; DATA
BREACH; DATA STORAGE

ALTERNATIVE DISPUTE
RESOLUTION
® arbitration, 266
* mediation, 266

BREACH

e confidence. See TORT

® contract. See CONTRACT

¢ data. See DATA BREACH

e fiduciary duty. See COMMON
LAW

¢ notification of. See BREACH NO-
TIFICATION

* privacy, vicarious liability for. See
VICARIOUS LIABILITY

® response. See DATA BREACH
RESPONSE

* trust. See COMMON LAW

BREACH NOTIFICATION. See
also DATA BREACH; DATA
BREACH RESPONSE;
INSURANCE
e affected individuals, to, 370
® breach coach, role of, 350
* breach logs, 372
® insurers, to, 346
e jurisdictions, in other
European Union/United King-
dom, 373
United States, 373, 383, 424
* legislative history, 357
* mandatory, 38, 57, 59, 64, 221, 226,
242, 356-363, 373, 375, 382-386,
424, 492
® mechanics, 577

e personal health information legisla-
tion, 55
* Privacy Commissioner, 211, 368
contents, 368
real risk of significant harm, 211,
364
failure to notify, 211
e regulatory and professional bodies,
to, 371

CANADIAN ANTI-SPAM
LEGISLATION. See also
PRIVACY LEGISLATION;
PRIVACY COMMISSIONER;
REGULATORS; VICARIOUS
LIABILITY
* administrative monetary penalties,
191
factors, 191
proportionality, 191
* advertisements, false or misleading,
198, 231
e commercial electronic messages,
186
alteration of, unauthorized, 188
lack of consent, 188
“unsubscribe” mechanism, 191
® competition law, 198
* compliance, as legislative purpose,
191
* data alteration, unauthorized, 188-
189, 192, 228-229
e directors and officers, liability of,
191
* due diligence. See DEFENCES
* insurance, 557
* intermediaries, 188
* interpretation, 186
® jurisdiction, 186
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* notice of violation, 191

¢ offences, 198

* private right of action, 200, 231
* software, unauthorized, 188

¢ undertakings, voluntary, 191

CASL. See CANADIAN ANTI-
SPAM LEGISLATION

CLASS ACTIONS. See COURT
PROCEEDINGS

COMMON LAW. See also
CONTRACT,; TORT; VICARIOUS
LIABILITY

¢ fiduciary duty, breach of, 133, 335
¢ forgotten, right to be, 144

* |egislation, relationship to, 152, 255
* privacy, historical approaches to, 3
* waiver of tort, 141

CONSENT. See CANADIAN ANTI-
SPAM LEGISLATION; DEFENCES;
PERSONAL INFORMATION;
PIPEDA

CONTRACT. See also
INSURANCE

* breach of, 250

* cybersecurity obligations, 323

* damages, for breach of, 132

* end-user license agreements, 129
® equity and unconscionability, 131
e forum selection clauses, 262

* indemnity clauses, 541

* privacy policies, 127

e terms of use, 129-131

COURT PROCEEDINGS. See also
ALTERNATIVE DISPUTE
RESOLUTION
* class actions

advantages, 271

carriage motions, 274

certification, 274

class, definition of, 274

common issues, 274, 284
preferable procedure, 274
suitability, 274
representative plaintiff, 274
suitability of compensation
of, 286
consumer protection legislation,
202
costs, 273-274, 289
disadvantages, 273
discovery, 284
intrusion upon seclusion, 94
notice to class
certification, 284
settlement, 286
personal health information, 184
policy objectives, 271
pre-trial discovery, 274, 284
procedural steps, 274
settlements, 286
administration, 286
compensation for counsel
court approval, 286
notice to class, 286
United States, 293, 332
e forum selection, 258
clauses, 262
cross-jurisdictional issues, 260
federal vs provincial courts, 265
real and substantial connection,
258
* individual proceedings, 267
e parallel proceedings, pros and cons
of, 250, 253
* regulatory proceedings, 247
generally, 246
policy objectives, serving differ-
ent, 247
pre-condition to court proceed-
ings, as, 248
* representative proceedings, 269
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CYBER LIABILITY
INSURANCE. See also
INSURANCE
® aggregation clauses, 511
* applications for, 589
¢ Canadian market, nature of, 487
e claims made vs. occurrence, 489
e commercial general liability, cov-
ered under, 562
e confidential information, 527
* continuous cover clauses, 590
e contractual liability, coverage for,
532
* defence
association with defence, in-
surer’s, 583
control of defence, 580
defence costs, allocation of, 584
duty to defend, insurer’s, 580
reimbursement policies, 491, 581-
583
selection of counsel, 580
voluntary obligations, 540
e directors and officers liability in-
surance, covered under, 562
® errors and omissions liability in-
surance, covered under, 562
* exclusions, 536
anti-competitive behaviour, 562
bodily injury, 537
psychological injury, excep-
tion for, 537
unintentional, exception for,
537
conduct, 546
CGL, based on, 546
D&O, based on, 546-547
final adjudication, 548
improper profit or advantage,
548
innocent co-insured, exception
for, 589
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intentionally dishonest or
fraudulent acts, 547
severability, 589
willful, criminal, malicious or
dishonest acts, 546
contractual liability, 540
absolute exclusion, 541
concurrent tort liability, ex-
ception for, 542
indemnity agreements, excep-
tion for, 545
liability absent agreement, ex-
ception for, 542
payment card industry fines
and penalties, exception for,
543
personal information breach,
exception for, 543
unintentional breach, excep-
tion for, 544
employment practices liability,
562
personal information, excep-
tion for, 565
network security violation,
exception for, 566
“insured v. insured” , 554
cross-claims, mandatory, ex-
ception for, 556
employee claims, exception
for, 554
related entity claims, excep-
tion for, 555
intellectual property infringement,
562
mechanical failure, 577
non-consensual communications,
557
non-monetary relief, 558
pension fiduciary, 562
prior knowledge, 549
continuity date, 550
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designated persons, 550
facts or circumstances, 550-
551
first party cyber losses, 551
prior notice to other insurer, 549
prior or pending litigation, 551
continuous cover, exception
for, 552
property damage, 537
data, exception for, 539-540
insured’s data, exception for,
537
intangible property, exception
for, 540
professional services, 562
retroactive date, 498
securities claims, 562
uninsurable matters, 558
utilities failure, 575
outside operational control,
exception for, 576
war and terrorism, 578
cyber terrorism, exception for,
578
* history, 487
* innocent co-insureds, 546, 587
® insuring agreements, 514
* “loss”, definition of, 558
® L ondon market, 546
* misrepresentation and non-dis-
closure, 587
e multimedia liability, 530
* network security liability, 517
® notice to insurer, 501
circumstances, 499
condition precedent to coverage,
502
timely, 503
® phishing. See also FRAUD
® policies, common attributes, 489
* privacy wrongful acts, 520
e technology, impact of, 12

* underwriting considerations, 386-
388

* United Kingdom, typical policy
wordings, 590

* United States, typical policy word-
ing, 546, 562

e “Wrongful Acts”, 496

CYBERSECURITY. See also
DATA BREACH RESPONSE;
DATA STORAGE; TECHNOLOGY
® access control
cybersecurity risk, as a, 303
inadequate, as, 305
passwords, 311
physical safeguards, 305, 323
* audits, 323
® best practices
standard of care, relevance to, 319
standards, commonly used, 311
® blockchain, 3
e cloud computing, 308
* cryptocurrencies, 3
e directors and officers, oversight by,
332
® definition, 295
® encryption, 26, 303, 323
¢ firewalls, 323
¢ information audits, 68, 313-314,
332
* insurance, 297
* network security, 9, 303, 323
* obligations, 295
® privacy legislation, 298
* Privacy Commissioner, role in sa-
tisfying, 298
* reasonableness, 298
® security protocols and policies, 323
* software, outdated or compromised,
306, 311, 323
e standards and guidelines, com-
monly used
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Australian Signals Directorate
Strategies, 311
ISO 270001:2018, 311
NIST Framework, 311
OECD Guidelines, 66
other guidelines, 311

e third parties, responsibility for

compliance of, 319, 323
* training, 298, 311, 323

DAMAGES. See also CONTRACT;

TORT

* PIPEDA, 170, 200

® privacy acts, provincial, 157

* regulatory v. court proceedings, in.
See COURT PROCEEDINGS

e statutory, 162, 170. See also CA-
NADIAN ANTI-SPAM LEGIS-
LATION

DATA BREACH. See also
BREACH NOTIFICATION; COURT
PROCEEDINGS; CYBER
LIABILITY INSURANCE;
CYBERSECURITY; DATA
BREACH RESPONSE; FIRST
PARTY CYBER INSURANCE;
INSURANCE; TECHNOLOGY
* categories
employee negligence, 307
hacking, 344
loss of network security, 344
phishing, 189, 345, 365, 414, 446,
448, 451, 519
ransomware, 10, 240, 353, 386,
443, 499, 519
snooping, 307, 344
theft of devices, 307, 329, 344,
346
vendor negligence, 330
® costs, 352
call centres, 428-432,
credit monitoring, 356, 371, 424,
428-430

forensics, 352

legal, 352

mailing/emailing notices, 370
public relations, 353, 415
ransomware, 353, 415
restoration, 385

DATA BREACH RESPONSE. See
also BREACH NOTIFICATION;
CYBERSECURITY; DATA
BREACH; FIRST PARTY CYBER
INSURANCE; INSURANCE

® breach coaches, 346, 424

e containment, 348

¢ documentation, 350

¢ identification, 348

* losses, recouping, 351

* protocol, 332

DATA STORAGE. See also

CYBERSECURITY; INSURANCE

® access control, 304-306

® back-ups, 311

* cloud services, 308, 383, 387, 433,
514, 519, 543

® cross-jurisdictional issues, 87, 260

DEFENCES. See also CONTRACT;

TORT

* consent to disclosure, implied, 94,
157

* due diligence, under CASL, 191

* public interest, 94

e statutory authority, 94

DIRECTORS AND OFFICERS.

See also TORT

® “business judgment” rule, 332

* cybersecurity, responsibility for.
See CYBERSECURITY

* insurance, liability. See CYBER
LIABILITY INSURANCE

DUTY OF CARE. See also
STANDARD OF CARE; TORT
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e directors and officers, owed by,
336-337

* policy reasons against, 119

e statutory. See CANADIAN ANTI-
SPAM LEGISLATION; PRIVACY
LEGISLATION

E&O LIABILITY INSURANCE.
See CYBER LIABILITY
INSURANCE

EMPLOYEE. See
CYBERSECURITY; INSURANCE;
TORT; VICARIOUS LIABILITY

EMPLOYER. See
CYBERSECURITY; INSURANCE;
TORT; VICARIOUS LIABILITY

ERRORS AND OMISSIONS
LIABILITY INSURANCE. See
CYBER LIABILITY INSURANCE

EUROPEAN UNION. See also

BREACH NOTIFICATION;

UNITED KINGDOM

e forgotten, right to be, 144

* General Data Protection Regulation,
373

* personal data, 45

EXTORTION. See FIRST PARTY
CYBER INSURANCE;
INSURANCE; TORT

FIDUCIARY. See CYBER
LIABILITY INSURANCE;
INSURANCE; TORT

FIRST PARTY CYBER
INSURANCE. See also
INSURANCE
® aggregation of claims, 484
* breach response, 424
breach coach, 424
costs covered, 424
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Privacy Commissioner, dealing
with, 424
voluntary notification, 424
® business interruption, 383, 462
calculation of loss, 468
costs covered, 462
dependent business interruption
loss, 469
direct losses, 385
discoverability, 481, 482
duration, 472, 473
impairment, degree of, 464
moral hazard, 471, 477, 479
proof of loss, 470, 471, 484
scope of coverage, 462, 483
voluntary shutdown, 466
® computers and networks, coverage
of, 296, 431, 436, 464, 477
e consent, of insurer to incur costs,
443, 481
* crisis management and reputational
losses, 448, 458
brand, lost value of, 415, 446,
452, 458, 461, 464
contingent nature of coverage,
380, 458, 462
crisis management expenses, 459
media reports, as condition pre-
cedent to coverage, 461, 462
public relations, 353, 415, 458,
459, 467
reputational losses, 458
® deductibles and retentions, 484
*® development of, 413
* exclusions, 476
added value of data, 431
betterment, 421, 431, 462
final adjudication clause, 476
fines and penalties, 462
insured’s employee costs, 424,
431
intentional acts, 448, 476
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maintenance, failure of, 476
physical loss or peril, 462, 476
software, unlicensed, 431
utilities, failure of, 476
war and terrorism, 474, 480, 578

e extortion, 383, 443
cryptocurrency, as ransom, 443
law enforcement, 445
SME vulnerability, 443
underwriting, challenges in, 445,
474

e forensics and investigation, 421

e fraud, 448
anonymity, 448
computer fraud, 448
direct vs. indirect loss, 448
financial transfer fraud, 449, 450
moral hazard, 453
social engineering fraud, 451
telecommunications fraud, 451
verification, as condition pre-
cedent, 450

® indemnity limits, 484

® insurer’s consent, 481

* insuring agreements, 421

¢ intentional misconduct, 424, 476

* network and data restoration, 383,

431

costs covered, 462
data and data assets, restoration
of, 431
denial of service, 431, 434, 474
equipment failure, 434
hackers, 437, 438, 457, 466
hardware upgrades, 437
network interruption, 431
reimbursement vs. payment, 441
waiting period, 435

* notice to insurer, 481
condition precedent to coverage,
483
examination under oath, 483
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® payment card industry security
standards, 421. See also REG-
ULATORS
* personal information, defining, 424.
See PERSONAL INFORMATION
* risk aggregation, 484, 511
e self-insured retention. See subhead
deductibles and retentions
® service providers
insured’s responsibility for, 424,
431
pre-approved by insurer, 424
e terrorism, 474
insuring agreement for, 421, 475,
476
exception, as, 475, 476, 480
* timing of event, 424

FORUM SELECTION. See
COURT PROCEEDINGS

FRAUD. See BREACH
RESPONSE; CYBERSECURITY;
CYBER LIABILITY INSURANCE;
FIRST PARTY CYBER
INSURANCE; INSURANCE;
TECHNOLOGY; TORT

IDENTITY THEFT. See
PERSONAL INFORMATION;
TORT

INSURANCE. See also BREACH

NOTIFICATION; CYBER

LIABILITY INSURANCE; DATA

BREACH; DATA BREACH

RESPONSE; FIRST PARTY

CYBER INSURANCE

e applications for, 587

* beneficiaries, 133, 134, 337

* brokers, 383

e commercial general liability in-

surance, and cyber risks, 393

bodily injury, 397
compensatory damages, 393, 399
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cyber claims endorsement, 405
duty to defend, 394, 395
exclusions, 394, 395, 399, 400,
401
personal and advertising in-
jury, 401
electronic data, 393, 394, 396,
400
impaired property, 395
occurrence, 393, 399
personal and advertising injury,
401
breach of privacy, 401
data breach, 401, 405
defamation, 401
exclusions, 401
publication, 401, 402, 403
property damage, 393
loss of use, 393
physical injury, 393
tangible property, 393
e conditions precedent, 501
® covenant to insure, 517
* cybersecurity, 295
* data, as intangible asset, 388
e directors and officers liability in-
surance, and cyber risks, 407
capacity, 407
cyber risks endorsements, 405,
408
insuring clauses, 408
securities claims, 407, 408
® errors and omissions liability in-
surance, and cyber risks, 404
claims made and reported, 404,
489
cyber risk endorsements, 404, 408
exclusions, 401, 417
professional services, 405, 406,
408, 489, 563
technology services, 432, 562
* evolution, cyber insurance, 381

* Insurance Bureau of Canada, 381
® jurisdiction, 416
* |egislation, 416
criminal and intentional acts, in-
surability of, 558
forfeiture of coverage, relief from,
416, 481
innocent co-insureds, 587
limitation periods, 200, 494, 495,
504
proof of loss, 419, 420, 470, 484
statutory conditions, 413, 416,
487
unjust and unreasonable policy
provisions, 417
waiver and estoppel, 416
® property insurance, and cyber risks,
388
data restoration, 388, 462
direct physical loss or damage,
388
* scope of market, 383
® underwriting, 381, 383, 386, 431,
443
¢ United Kingdom
evolution of wordings, 381
typical policy wordings, 562, 590
® United States
comparison with Canada, 381,
424
evolution of wordings, 381
fraud, first party cyber coverage
for, 448
market, cyber insurance, 424
securities legislation, 562
terrorism coverage, 474
trends, 580
typical policy wordings, 447

* waiver and estoppel, 416

INTRUSION UPON SECLUSION.

See TORT
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INVASION OF PRIVACY. See
PRIVACY; PRIVACY
LEGISLATION; TORT

LIABILITY INSURANCE. See
CYBER LIABILITY INSURANCE;
INSURANCE

NEGLIGENCE. See TORT

NETWORK SECURITY. See
CYBERSECURITY; CYBER
LIABILITY INSURANCE; FIRST
PARTY CYBER INSURANCE;
INSURANCE

NOTIFICATION OF BREACH.
See BREACH NOTIFICATION

PERSONAL HEALTH
INFORMATION. See also
PERSONAL INFORMATION;
PIPEDA; PRIVACY; PRIVACY
COMMISSIONER; PRIVACY
LEGISLATION; REGULATORS
* generally, 55

* definition, 55

* hospitals, 55, 118

* special considerations, 55

PERSONAL INFORMATION. See
also PERSONAL HEALTH
INFORMATION; PIPEDA,;
PRIVACY; PRIVACY
LEGISLATION
® anonymization and pseudonymiza-
tion, 45
* behaviour, information about, 42
® business contacts, 48
¢ collection of, reasonable, 82
e commercial activity, in the context
of, 22, 157
® consent, 70
defence, as a, 72, 97
implied, 71

625

intimate images, 107
withdrawal of, 71
® correct, right to, 75, 76
® cross border transfer, 82
e custodianship, concept of, 23
* definition, 39
e disclosure of, 74
* employees
about employees, 48
improper access or use of, 141
¢ exclusions, 42, 74
e first party cyber insurance, defini-
tions, 416
¢ forgotten, right to be, 144
* history, 36
* identifiable, what is, 39, 42
* identity theft, 77
¢ individual control over, 20
¢ information, what is, 39
* intimate images, 166
* jurisdictional scope, 57
* license plates, 42
* limits on, 74
® objects, things, and property, in-
formation about, 42
* personal use, 60
* private organizations, held by, 38
* public bodies, held by, 60
* publicly available, as, 51
* reasons for protecting, 7
* residential tenancy, 82
* retention of, 74
* social media, on, 84
* special categories, 55
¢ United Kingdom, as defined in, 45
® United States, as defined in, 39

PIPEDA. See also DAMAGES;

PRIVACY LEGISLATION;

PRIVACY COMMISSIONER

* charities and non-profit organiza-
tions, 60

e commercial activities, 60
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e complaint process, 65

* history, 36

* illegal access, 79, 80, 81, 82, 83

® jurisdiction, 57

* litigation, application to, 60

* offences, regulatory, 170

* principles, guiding, 66, 200
access, 79
accountability, 68
challenging compliance, 80
consent, 70
limits on collection, use, dis-
closure, retention, 74
openness, 78
purpose, 70
safeguards, 77

e “substantially similar” legislation,

58
* web harvesting, 171, 200

PRIVACY. See also PRIVACY

LEGISLATION

* generally, 3

® autonomy, personal, value of, 20

e commercial activity, as barrier to, 22

* common law, under. See COM-
MON LAW

e constitutional responsibility for, 11

* constitutional privacy, 3

e custodianship, concept of, 23

® ethics, 238

® expectations, in public settings, 103

¢ individualism, 3, 20

* mobile devices, 103

* public policy, 19

e regulation of, public vs. private, 24

* self-regulation, advantages, 24

* self-regulation, disadvantages, 24

* social media, 6, 17

* technology, impact of, 9, 12, 14

* tort privacy, 3

* vulnerable groups, protection of, 21

PRIVACY COMMISSIONERS.

See also BREACH NOTIFICATION;

DATA BREACH RESPONSE;

PIPEDA; REGULATORS

* adjudicative/order-making powers,
182, 220

* advisory and public interest roles,
225

* audit, power to, 170, 211

e civil remedies, as pre-condition to,
220, 248

* complaints process, 209, 211

* compliance agreements, 170, 211

* cybersecurity. See CYBERSE-
CURITY

* de novo hearings vs judicial review,
170, 220

e disclosure, in public interest, 211

¢ independent officers of legislatures,
209

® inquiry, power to initiate, 182

® insurance, costs of response. See
INSURANCE

* investigation powers, 170, 211

* judicial review, 170

* ombudsman, 182, 209, 211

* personal health information, 184,
211

* public policy, advocacy for, 211,
225

PRIVACY LEGISLATION. See
also DAMAGES; CANADIAN
ANTI-SPAM LEGISLATION;
PERSONAL HEALTH
INFORMATION; PIPEDA,;
PRIVACY

® access to information statutes, 12
¢ codification of common law, 12
e constitutional status, 37

® consumer protection legislation, 202
¢ fines and penalties, 182

* FOIPPA, 12



Index

® Freedom of Information and Pro-
tection of Privacy Act. See subhead
FOIPPA
e future of, 149
* history, 3, 33
* intimate image legislation, 166
* jurisdiction, federal versus pro-
vincial, 11, 64, 150
* objectives and principles, 19
e offences, 182
* personal health information legisla-
tion, 55, 184
breach notification, mandatory,
55, 64
custodians and trustees, 23, 65
enforcement. See PRIVACY
COMMISSIONERS
fines and penalties, 184
offences, 184
* Privacy Acts, provincial/territorial,
157, 182
statutory cause of action, 157,
248, 250
intentional acts, 160
e standard of care, relevance to, 121,
319
e technology, as driven by, 2, 4, 6, 12,
14
® United States
Privacy Act of 1974, 3

QUEBEC
e Civil Code
“economic activity”, 60

* private sector use of personal in-
formation, regulation of, 209, 298

* Privacy Commissioner, power to
grant damages, 248

* public bodies and personal in-
formation, 82

REGULATORS. See also
PRIVACY COMMISSIONERS

* Canadian Radio-television and Tel-
ecommunications Commission
(CRTC)
administrative monetary penalties,
191, 227
Canadian Anti-Spam Law, en-
forcement of, 186, 227
investigative powers, 227
notice of violation, 191, 227
public interest advocacy, 227
unsolicited telecommunications,
227
voluntary undertakings, 227
* Competition Bureau
administrative monetary penalties,
198, 231
CASL, enforcement of, 198, 231
complaints to, 198
investigations, 198

® Competition Tribunal, 198, 231

* professional associations
financial authorities, 241
law societies, 239
medical colleges, 235
payment card industry, 241, 421,
540

* sector-specific authorities, 234

STANDARD OF CARE. See also

PRIVACY LEGISLATION; TORT

e generally, 121, 319

* cybersecurity best practices, re-
levance to. See CYBERSECURITY

* |egislation, as evidence of, 116

TECHNOLOGY. See also
CYBERSECURITY; INSURANCE
e artificial intelligence, 14

® biometrics, 51

* control over, 26

e cyberbullying, 166

* data and data assets, defining, 413
e disruptive effect, 2

® drones, 51
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® encryption, 26
¢ facial recognition, 51
* firewalls, 304, 317, 331
® genetic testing, 225
* government surveillance, 3, 82
* hacking, 344
e information technology, 10, 15, 19,
340, 345, 406, 422, 424, 430, 498,
580
* internet
history, 14
Internet of Things, 14, 17, 18, 19,
381
* malware, 386
* mass data, 14
* mobile devices, 17, 18
* ransomware, 10, 240, 353, 386,
443, 499, 519
® privacy, shaping attitudes towards.
See PRIVACY
* privacy legislation, as driver of, 14.
See also PRIVACY LEGISLATION
® “sexting”, 103
* social media, 14, 51
® software
installation of, unauthorized, 188
outdated or compromised, 306,
311, 323
* surveillance cameras, 319

TERRORISM. See CYBER
LIABILITY INSURANCE; FIRST
PARTY CYBER INSURANCE;
INSURANCE

TORT. See also COMMON LAW;
CONTRACT,; DUTY OF CARE;
STANDARD OF CARE;
VICARIOUS LIABILITY
e appropriation of personality, 112
* bailment, 125
* breach of privacy, 94

concept of, 94

nominate tort, 152

¢ confidence, breach of, 136
damages, 138
defences, 137
elements, 137
e conversion, 125
* damages, 101
® defences, 97
* derivative actions, 332
e directors and officers liability, 332
e fiduciary duty
breach of, 133
directors and officers, 332
* intrusion upon seclusion
class action, 94
defences, 97
elements, 97
intentional or reckless, 94
* negligence, 116, 250
apportionment of fault, 116
damages, 123
defences, 118
duty of care, 117
employee, 307, 344
forum selection, 258, 262
pure economic loss, 116
standard of care, 121
vendor, 330, 372
* public disclosure of private facts,
103
damages, 106
defences, 103
elements, 103
* waiver of, 141

UNITED KINGDOM. See
BREACH NOTIFICATION; CYBER
LIABILITY INSURANCE;
EUROPEAN UNION; FIRST
PARTY CYBER INSURANCE;
INSURANCE
¢ Information Commissioner’s Office,
45
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UNITED STATES. See BREACH
NOTIFICATION; COURT
PROCEEDINGS; CYBER
LIABILITY INSURANCE; FIRST
PARTY CYBER INSURANCE;
INSURANCE; PERSONAL
INFORMATION; PRIVACY
LEGISLATION

® government surveillance, 82

® securities legislation, 562

VICARIOUS LIABILITY. See also
TORT

* apportionment of fault, 139

* breach of privacy, for, 152, 153, 165

* employers, for employees, 139,
162, 191

e intermediaries, under CASL, 188

* intentional misconduct, 141
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