
Index

ACCESS
Internet access, ‘‘Net Neutrality’’

debate, 1:6

ACCESSIBILITY
Websites, 3:55

ADDRESSES
Domain Names (this index)
IP Addresses (this index)

ADMISSIBILITY OF EVIDENCE
Jurisdiction, social media evidence,

9:40

ADULT SITES
Infringement, App 3-S
Privacy policy, App 4-D

ADVERTISING
Generally, 5:1 to 5:62
See also Marketing (this index)
Banner ads

generally, 5:4
effectiveness, 5:5

Broadband ads, 5:12
Child-directed

generally, 5:40
FTC regulation, 5:43
self-regulation, 5:41, 5:42

Click fraud, 5:13
Contests, 5:9, 5:37 et seq.
Counterfeit products, letter to

Amazon.com requesting
takedown of advertising of, App
3-JJ

Deceptive practices regulation, 5:21,
5:23, 7:14

Delivery rules, 5:26
Display ads

generally, 5:4
effectiveness, 5:5

E-mail advertising
generally, 5:8
see also Spam (this index)

ADVERTISING—Cont’d
Employment recruiting firm, sourcing

of clients and candidates using
online media, App 5-P

False advertising, 7:14
Federal regulation, 5:31
Free speech and regulation, 5:17
FTC regulation

generally, 5:18, 5:24 et seq.
children, 5:43

International regulation, 5:36
Interstitial ads, 5:7
Keyword, 5:11
Linking

generally, 3:37 et seq.
see also Websites (this index)

Lotteries, 5:38
Online methods, 5:3
Overview, 5:2
Paid links, 5:10
Passing off, 7:15
Pop-up ads, 5:7
Pricing models for online advertising,

5:13
Regulation, 5:14 et seq.
Rich media ads, 5:12
Search engine placement, 5:11
Self-regulation

generally, 5:33 et seq.
children’s ads, 5:41, 5:42

Slotting fees, 5:10
Spam (this index)
Sponsorships of sites, 5:6
State regulation, 5:32
Substantiation, 5:22
Sweeps, FTC, 5:29
Sweepstakes, 5:9, 5:37 et seq.
Traditional advertising rules, 5:16
Unauthorized or counterfeit products,

letter to Amazon.com requesting
takedown of advertising of, App
3-JJ
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ADVERTISING—Cont’d
Unfair competition law, 5:20, 7:14
Website advertising services, 3:24

ADVERTISING AND MARKETING
Agreement between production

company and independent pro-
ducer for short film, App 5-Y

Clause for IT consulting agreement,
disclaimer of warranty for
deliverable created

artificial intelligence (AI), App
5-Z

AI
Advertising/Marketing Law, 5:62
Agreement, two companies

share data generated by artificial
intelligence, App 5-X

Clause for IT consulting agreement,
disclaimer of warranty for
deliverable created

artificial intelligence, App 5-Z
Clause for software-as-a-service

(SaaS)
license or subscription agreement

restrictions on use of artificial
intelligence (AI) product,
App 3-CCC

Consulting agreement between
corporate client

artificial intelligence services
provider (clickwrap form),
App 3-DDD

Contract law, 8:24
Copyright law, 3:88
Cybercrime, 11:16
Defamation., 6:54
Patent law, 7:51
Personal jurisdiction, 9:43
Potential impact on

trademark law, 2:78
Revolution., 1:11

ALEXA
Websites, privacy issues, 4:16

AMAZON
Promissory note, Ebusiness sale, App

2-Q
Selling or buying a business, 2:77

ANTI-CYBERSQUATTING
CONSUMER PROTECTION
ACT (ACPA)

Generally, 2:53
Choice of dispute resolution options,

2:57
Litigation, 2:54

APP (MOBILE SMARTPHONE
APPLICATION)

Marketing strategy, 5:61
Online video-based shopping website

with mobile smartphone app,
App 3-GG

Short-form license, App 3-BB
Video streaming at conference or

public event via Periscope®
mobile app, App 6-E

ARTIFICIAL INTELLIGENCE
Advertising/Marketing Law., 5:62
Agreement, two companies

share data generated by artificial
intelligence, App 5-X

Clause for IT consulting agreement,
disclaimer of warranty for
deliverable created

(AI), App 5-Z
Consulting agreement, corporate and

client
artificial intelligence services

provider (clickwrap form),
App 3-DDD

Contract law, 8:24
Copyright law, 3:88
Cybercrime

Online Commerce, 11:16
Defamation., 6:54
Patent law, 7:51
Personal jurisdiction, 9:43
Potential impact

trademark law, 2:78
Revolution., 1:11
Software-as-a-service (SaaS), license

or subscription agreement
restrictions on use of artificial

intelligence (AI) product,
App 3-CCC
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ASSET PURCHASE AGREEMENT
Trademark law, purchase of website,

App 2-G

ASSIGNMENT OF ELECTRONIC
MARKETING ACCOUNTS

Domain names, App 2-J

ASSIGNMENT OF
INTELLECTUAL PROPERTY
RIGHTS

Generally, App 2-I
Joint assignment of trademark and

trademark application, App 2-E
Trademark, generally, App 2-B

ASSIGNMENT OF INTERNET
PROPERTIES

Closely-held business sale of assets,
App 2-M

ASSIGNMENT OF TRADEMARKS
AND TRADENAMES

Closely-held sale of business assets,
App 2-N

AUCTION PAGES
Sample terms and conditions, App

5-H

BERNE TREATY
Generally, 3:64

BETA TEST AGREEMENT
New SaaS software product, App

3-MM
Trial license agreement, App 3-MM

BETTER BUSINESS BUREAU
BBBOnline program, 4:67

BLOGGING SITE
Privacy policy, App 4-E

BREXIT
General Data Protection Regulation

(GDPR), 4:58
Online privacy rights, 4:58

CALIFORNIA CONSUMER
PRIVACY ACT OF 2018

Privacy rights, 4:50

CALIFORNIAS AGE
APPROPRIATE DESIGN
CODE ACT (AADC)

COPPA at the state level, 4:52

CANADA
Online privacy rights, 4:61

CEASE AND DESIST
Trademark infringement, false or

misleading product reviews,
App 6-F

CHILDREN
Children’s Online Privacy Protection

Act (COPPA)
compliance tips, App 5-A
parental consent form, App 5-D
privacy policy, App 5-B, App 5-C

Advertising
generally, 5:40
FTC regulation, 5:43
self-regulation, 5:41, 5:42

Privacy issues, 4:46

CHILDREN’S ONLINE PRIVACY
PROTECTION ACT OF 1998
(COPPA)

Online privacy
Californias Age- Appropriate

Design Code Act (AADC),
4:52

CHINA
Online privacy rights, 4:61

CLICK FRAUD
Generally, 5:13

CLICKSTREAM DATA
Privacy issues, 4:13, 4:14

CLICKWRAP CONTRACTS
Consumer sales websites, 3:52, 8:6

CLOSELY-HELD BUSINESS
Internet properties assignment, App

2-M
Trademarks and tradenames assign-

ment, App 2-N
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CLOUD
Agreement for ‘‘cloud based’’

consulting service (clickwrap
form), App 3-HH

Services to offer online, 3:29

CO-BRANDED PRODUCTS
Agreement between companies to

market on websites, App 5-K

CO-EXISTENCE AGREEMENT
Trademark law, App 2-D

COMMUNICATIONS DECENCY
ACT

Generally, 6:23 et seq.

COMPUTER FRAUD AND ABUSE
ACT

Privacy rights of employees, 4:78

CONCEPTUALIZING E-BUSINESS
Generally, 1:1 to 1:11
Artificial Intelligence (AI) revolu-

tion., 1:11
Physicians and other professional

service providers as eBusi-
nesses, 1:10

Regulating activity, 1:7

CONFIDENTIALITY
See also Trade Secret Law (this

index)
Agreements, protective

form, App 3-B, App 7-A
Internet activities, 7:30

Establishing confidential relation-
ships, 7:29

Internet communications, 7:31
Nondisclosure agreement form, App

7-A
Patent law, E-mail ‘‘signature’’ with

confidentiality/nondisclosure
language, App 7-F

CONFLICTS OF LAWS
Contract law online, 8:11

CONSIGNMENT AGREEMENT
Online sales, App 8-G

CONSTITUTIONAL LAW
Advertising regulation, 5:17

CONSTITUTIONAL LAW—Cont’d
Commerce Clause limits on imposi-

tion of use tax collection respon-
sibilities, 10:14

Dormant commerce clause limits on
imposition of use tax collection
responsibilities, 10:16, 10:17

Due process
personal jurisdiction impositions,

9:14
use tax collection responsibilities,

10:12, 10:13
First Amendment

advertising regulation, 5:17
defamation claims, 6:6

Jurisdiction
all or nothing test of Internet juris-

diction, 9:31
due process, 9:14
long-arm statutes, 9:13
minimum contacts, 9:15

Long-arm statutes, 9:13

CONSULTANTS
Cloud, agreement (clickwrap form),

App 3-HH
Defend Trade Secrets Act notice,

App 7-G
GDPR data processing addendum to

software license terms or ser-
vice, App 4-L

Social media agreement, clickwrap
form, App 5-O

CONSUMERS
Customer relations websites, 3:36
Privacy expectations online, 4:5
Retail Sales (this index)

CONTENT MODERATION
Defamation law, 6:27

CONTESTS, ONLINE
Generally, 5:9, 5:37 et seq.

CONTRACT LAW ONLINE
Generally, 8:1 to 8:24
See also Retail Sales (this index)
Amendment of online contracts, 8:23
Artificial intelligence, 8:24
Binding contracts, creating, 8:22
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CONTRACT LAW ONLINE
—Cont’d

Browse-wrap agreements, 8:6
Clause for contract authorizing exe-

cution
delivery via DocuSign.com

electronic signature service,
App 8-H

Computer Fraud and Abuse Act, 11:7
Conflicts of laws, 8:11
Consignment agreement for online

sales, App 8-G
Domain name escrow, asset purchase

agreement, App 2-G
Forming contracts online, 8:2, 8:4
International regulation, 8:14
Jurisdictional questions

generally, 9:1 to 9:43
see also Jurisdiction (this index)

Modification of online contracts, 8:23
Offers, 8:5
Payment for online purchases, 8:12
Shrinkwrap and clickwrap contracts,

3:52, 8:6
Signatures on contracts

generally, 8:8
see also Digital Signatures (this

index)
Social media consulting service,

online consulting agreement,
clickwrap form, App 5-O

State laws, 8:13
Statute of frauds, 8:7
Terms of contracts, 8:9
Uniform Commercial Code, 8:3
Uniform Electronic Transactions Act

(UETA), App 8-B
Useful contracts, creating, 8:22
Warranties, 8:10
Website acquisition, asset purchase

agreement, App 2-G

CONTRIBUTORY AND
VICARIOUS LIABILITY

Trademark infringement, 6:50 to
6:54

Artificial Intelligence and Defama-
tion., 6:54

COOKIES
Privacy issues, 4:8 et seq.
Website cookies policy, App 3-V

COPYRIGHT ALTERNATIVE IN
SMALL-CLAIMS
ENFORCEMENT ACT
(C.A.S.E. ACT)

Websites, 3:87

COPYRIGHT LAW
Generally, 3:1 to 3:88
Access to copyright infringing

materials, removal of, 6:47
Agent, designation to receive

notification of claimed infringe-
ment, App 6-A1, App 6-A2

Artificial intelligence, 3:88
Attachment of protection, 3:58
Berne Treaty, 3:64
Contributory infringement, 6:36,

6:37
Deceptive trade practices, violations

as, 7:13
De minimis copying, 3:82
Digital Millennium Copyright Act

(DMCA), 3:77, 6:41 et seq.
DMCA-compliant policy for website,

App 6-B
Express licenses of copyrighted

material, 3:72
Fair use, 3:80, 3:81
First sale doctrine, 3:83
Implied licenses of copyrighted mate-

rial, 3:73
Infringement

generally, 3:75 et seq.
adult sites, App 3-S
blogging, App 3-T
content contributor, agreement

with website owner, App 3-O
contributory infringement, 6:36,

6:37
defenses to infringement claims,

3:78
de minimis copying, 3:82
Digital Millennium Copyright Act

(DMCA), 3:77, 6:41 et seq.
direct and secondary liability, 6:31,

6:34
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COPYRIGHT LAW—Cont’d
Infringement—Cont’d

fair use, 3:80, 3:81
first sale doctrine, 3:83
linking, reprints and permissions

policy for content website,
App 3-M

linking agreement between two
websites, App 3-N

mobile application license agree-
ment, App 3-P

podcast terms and conditions of
use, App 3-Q

remedies, 3:85
Secondary liability, below
terms and conditions of use for

website, App 3-K, App 3-L
third parties and direct infringe-

ment, 6:35
trolling for copyrights, 3:86
types of infringement, 3:76
vicarious liability, 6:38, 6:39
webinar terms and conditions, App

3-R
Intellectual property law generally,

7:26
International protection

generally, 3:63
Berne Treaty, 3:64
secondary liability, 6:48

Internet and copyright law, 3:56
Licenses of copyrighted material

generally, 3:70 et seq.
data license agreement, App 3-CC
express, 3:72
implied, 3:73
license and release agreement,

App 3-FF
website content, App 3-CC, App

3-FF
Mobile smartphone App, online vid-

eo-based shopping website, App
3-GG

Obtaining website rights, 3:65
Online video-based shopping

website, terms of service, App
3-GG

Ownership, 3:61

COPYRIGHT LAW—Cont’d
Protections

generally, 3:62
attachment of, 3:58
Berne Treaty, 3:64
international, 3:63
remedies, 3:85
scope of, 3:60
term of, 3:79
waivers of protections, 3:66
website content, 3:65

Publication, 3:58
Purchases of copyrighted material

generally, 3:69
issues to watch for, 3:74
recordation of transfers, App 3-H
transfer agreement, App 3-F

Registration, 3:59, App 3-G
Remedies, 3:62, 3:85
Removal of access to infringing

material, 6:47
Rights of holder, 3:60
Scope of protection, 3:60
Secondary liability

generally, 6:31 et seq.
see also Third Party Liability

For Internet Content (this
index)

access to copyright infringing
materials, removal of, 6:47

agent, designation to receive
notification of claimed
infringement, App 6-A1, App
6-A2

avoiding third-party liability
online, 6:49

contributory infringement, 6:36,
6:37

Digital Millennium Copyright Act,
6:41 et seq.

direct infringement compared,
6:31, 6:34

forms of third party liability, 6:33
information locating tools to

materials that infringe, 6:46
international copyright issues, 6:48
removal of access to infringing

material, 6:47
system caching, 6:44

ADVISING EBUSINESSES
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COPYRIGHT LAW—Cont’d
Secondary liability—Cont’d

tools, infringement, information
locating, 6:46

transitory communications, 6:43
treatment of online violations, 6:40
user controlled information, 6:45
vicarious liability, 6:38, 6:39

Social media content, use by
corporation’s website, App
3-EE

Sovereign immunity, state or local
governments, 3:84

System caching, 6:44
Term of protection, 3:79
Third Party Liability For Internet

Content (this index)
Tools, infringement, information

locating, 6:46
Transitory communications, 6:43
Unfair competition law, violations as,

7:13
Vicarious infringement liability, 6:38,

6:39
Website content

generally, 3:56-3:74
cookies policy, App 3-V
data license agreement, published

book, App 3-CC
defenses to infringement claims,

3:78
de minimis copying, 3:82
Digital Millennium Copyright Act

(DMCA), 3:77, 6:41 et seq.
disclaimer statement, App 3-D
fair use, 3:80, 3:81
Infringement, above
issues to watch when licensing or

purchasing, 3:74
license and release agreement,

App 3-FF
licensed rights, 3:70 et seq.
link disclaimer statement, App 3-C
linking, reprints and permissions

policy for content website,
App 3-M

obtaining rights, 3:65
online video-based shopping

website, App 3-GG

COPYRIGHT LAW—Cont’d
Website content—Cont’d

proper use of copyrighted materi-
als, 3:67

purchased rights
generally, 3:69
issues to watch for, 3:74
recordation of transfers, App

3-H
transfer agreement, App 3-F

registration of online works, App
3-G

social media content, use by
corporation’s website, App
3-EE

software development services,
project management, App
3-DD

waivers of protections, 3:66

CORONAVIRUS
Impact on eBusiness, 1:9

COVID-19
Impact on eBusiness, 1:9

CRIMES, INTERNET
Generally, 11:1 to 11:16
Artificial Intelligence and

Cybercrime, 11:16
Common forms of online activity,

11:14
Companies

criminal liability of, 11:3, 11:13
protection from criminal acts,

11:15
Computer Fraud and Abuse Act, 11:7
Convention on cyber crime, App

11-C
Convention on Cybercrime, App

11-C
Enforcement of federal law, 11:10
Federal law, 11:6 et seq.
Identity theft, 11:8
International cybercrime fighting,

11:12
International regulation, App 11-C
‘‘Internet gambling’’ disclaimer for

social gaming website, App
11-D
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CRIMES, INTERNET—Cont’d
Protecting against criminal liability

by the company, 11:13
Protecting against online criminal

activity, 11:4
‘‘Responsible gaming’’ disclaimer for

social gaming website, App
11-E

Sources of law
generally, 11:5 et seq.
Computer Fraud and Abuse Act,

11:7
federal law, 11:6 et seq.

State laws, 11:11
U.S. Computer Fraud and Abuse Act,

App 11-A
Varieties of online crime, 11:2

CRYPTOCURRENCY
Education, terms of service, websites,

App 3-ZZ
Instructional programs, terms of ser-

vice, websites, App 3-ZZ

CUSTOMER LOYALTY
PROGRAM

SaaS vendor, App 5-R

CUSTOMER RELATIONS
Website support of, 3:36

CYBER INCIDENT RESPONSE
PLAN

Data controller, App 4-W

CYBERSQUATTERS
Generally, 2:48
Anti-Cybersquatting Consumer

Protection Act (ACPA), 2:53,
2:54, 2:57

Domain Names (this index)
Infringement, contributory

cybersquatting, 6:52
Legal options, 2:52
Trademark Law (this index)
Uniform Dispute Resolution Policy,

2:56

DECEPTIVE TRADE PRACTICES
Generally, 7:5
Advertising, 5:21, 5:23, 7:14
Copyright violations, 7:13

DECEPTIVE TRADE PRACTICES
—Cont’d

False advertising, 7:14
False designations of origin, 7:11
Lanham Act, 7:7, 7:8
Links, 7:12
Misappropriation, 7:16
Origin, false designations of, 7:11
Passing off, 7:15
State laws, 7:17
Uniform Deceptive Trade Practices

Act, 7:18

DEFAMATION LAW
Generally, 6:1 to 6:54
Artificial Intelligence, 6:54
Communication element, 6:8
Content moderation, 6:27
Damages, 6:15
Defenses, 6:14
Elements of defamation, 6:7 et seq.
False communication element, 6:8
Fault element, 6:11
First Amendment rights, 6:6
Forms of, 6:4
Identification of plaintiff, 6:9
Injury element, 6:12
International defamation issues, 6:30
Internet and primary publisher

liability, 6:18
Libel, 6:4
Online marketplaces, 6:28
Plaintiff, communication concerning,

6:9
Primary publisher liability

internet issues, 6:18
traditional rules, 6:17

Privacy rights, 4:35
Publication element, 6:10
Republication, 6:13
Secondary publishers of defamatory

materials, 6:19 et seq.
Second-party liability, 6:13
Section 230

generally, 6:27, 6:28
content moderation, 6:27
online marketplaces, 6:28

Slander, 6:4

ADVISING EBUSINESSES
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DEFAMATION LAW—Cont’d
State laws, 6:5
Third party internet publication

generally, 6:16 et seq.
see also Third Party Liability

For Internet Content (this
index)

Communications Decency Act,
6:23 et seq.

international defamation issues,
6:30

legislative response to early defa-
mation cases, 6:22 et seq.

secondary publishers of defama-
tory materials, 6:19 et seq.

DEFEND TRADE SECRETS ACT
LLC operating agreement, App 7-H
Notice to consultant, App 7-G

DIGITAL ASSETS
Exhibit to asset purchase agreement

sale of a Web-based business
transfer checklist and require-

ments, App 3-BBB
Websites (this index)

DIGITAL MARKETS ACT
European Parliament and of the

Council
Single Market For Digital Services

and amending Directive, App
4-NN

Privacy rights
contestable and fair markets,

digital sector
amending Directives, App

4-OO

DIGITAL MILLENNIUM
COPYRIGHT ACT (DMCA)

Generally, 3:77, 6:41 et seq.

DIGITAL PERSONAL ASSISTANTS
Websites, privacy issues, 4:16

DIGITAL SIGNATURES
Generally, 8:15 et seq.
See also Contract Law Online (this

index)
Computer Fraud and Abuse Act, 11:7
Conflicts of laws, 8:11

DIGITAL SIGNATURES—Cont’d
Contract clause permitting, App 8-C
Definition, 8:16
E-commerce website selling products

returns and exchanges, App 8-F
terms of service, App 8-E

Electronic Signatures in Global and
National Commerce Act, App
8-A

Forming contracts online, 8:2, 8:4
International regulation, 8:21
Legal effects, 8:18
Non-exclusive internet sales distribu-

tion agreement, clickwrap form,
App 8-D

Operation, 8:17
Patent law, E-mail ‘‘signature’’ with

confidentiality/nondisclosure
language, App 7-F

Payment for online purchases, 8:12
State law, 8:20
Statute of frauds, 8:7
Technology, 8:19
Uniform Electronic Transactions Act

(UETA), App 8-B
Validity, 8:18

DILUTION
Trademark Law (this index)

DISCLAIMERS
Websites (this index)

DISCOVERY
Jurisdiction, 9:40
Personal Jurisdiction

Artificial Intelligence, 9:43

DOCUSIGN.COM
Delivery, electronic signature service

Clause for contract authorizing
execution, App 8-H

DOMAIN NAMES
Generally, 2:1 to 2:77
Amazon, selling or buying a busi-

ness, 2:77
Amendments of registrations, 2:20
Asset sale, sale of LLC membership

interest, App 2-P, App 2-Q
Assignment agreement, App 2-S

INDEX
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DOMAIN NAMES—Cont’d
Availability of domain names, 2:17
Available TLDs, 2:5
Buying names, 2:25, 2:75, 2:76, App

2-H, App 2-J
Changes of registered domain names,

2:20
Country-code top-level domains

(ccTLD), 2:6
Covenant not to compete agreement,

App 2-O
Cybersquatters

generally, 2:48
Anti-Cybersquatting Consumer

Protection Act (ACPA), 2:53,
2:54

legal options, 2:52
Uniform Dispute Resolution

Policy, 2:56
Disputed names

generally, 2:23
legal issues, 2:26
Trademarks and domain names,

below
Dissecting domain names, 2:3
eBay, selling or buying a business,

2:77
Electronic marketing accounts,

assignment and assumption of,
App 2-J

Escrow agreement, App 2-G, App
2-K

Escrow agreement for sale
purchase of assets of a Web-based

business, App 3-AAA
Future of registration companies,

2:18
Global TLDs, 2:7
Hardware requirements for registra-

tion, 2:21
Host names, 2:13
Import of second-level domain

names, 2:8
IP addresses

generally, 2:1 et seq.
machine/host names, 2:13
Root-zone WHOIS information,

App 2-A

DOMAIN NAMES—Cont’d
Linking

generally, 3:37 et seq.
see also Websites (this index)

Machine/host names, 2:13
Marketing considerations, second-

level domain names, 2:10
Organization of domain name

system, 2:2, 2:3
Outside vendor registration services,

3:23
Parsing domain names, 2:3
Priorities

competitor’s registration of marks,
2:61

competitor’s registrations of
marks, 2:62

disputes, 2:23
first-come, first-served rule, 2:14,

2:59
preemptive steps, 2:60
race to register, 2:11, 2:14, 2:59
reserving names, 2:22
timing registration decisions, 2:24

Promissory note, Ebusiness sale,
Ebay, Amazon, or Etsy, App
2-Q

Registering domain names
generally, 2:14 et seq.
amendments, 2:20
availability of domain names, 2:17
changes in information, 2:20
competitor’s registration of marks,

2:61
competitor’s registrations of

marks, 2:62
disputes, 2:23
future of registration companies,

2:18
hardware requirements, 2:21
legal issues, 2:26
outside vendor construction and

maintenance, 3:23
preemptive steps, 2:60
race to register, 2:11, 2:14, 2:59
registrars and registries, 2:15, 2:16
required information, 2:19, 2:20
reserving names, 2:22
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DOMAIN NAMES—Cont’d
Registering domain names—Cont’d

second-level domain names, 2:11
timing registration decisions, 2:24
transferring names, 2:25
unaccredited registrars, 2:16

Retail account, selling or buying a
business, 2:77

Sale of membership interest, E-Com-
merce LLC, asset sale, App 2-P,
App 2-Q

Second-level domain names
generally, 2:8 et seq.
customer tendencies, 2:10
host names, 2:13
import of, 2:8
machine/host names, 2:13
registering, 2:11
selecting, 2:9, 2:12
subdomain names, 2:13

Selling names, 2:25, 2:75, 2:76, App
2-H, App 2-J

Subdomain names, 2:13
Timing registration decisions, 2:24
Top level (TLD) domains

generally, 2:4, 2:5
available TLDs, 2:5
global TLDs, 2:7

Trademarks and domain names
generally, 2:28
see also Trademark Law (this

index)
legitimate conflicting claims to

domain names, 2:58
new legal issues, 2:27
registration matters, 2:37
remedy choices, 2:57
Uniform Dispute Resolution

Policy, 2:56
Transferring names, 2:25, 2:75, 2:76,

App 2-H, App 2-J
Typosquatters, 2:48
Unaccredited domain name

registrars, 2:16

DUE PROCESS
Personal jurisdiction impositions,

9:14

DUE PROCESS—Cont’d
Use tax collection responsibilities,

10:12, 10:13

eBAY
Promissory note, Ebusiness sale, App

2-Q
Selling or buying a business, 2:77

E-COMMERCE
Collection of use taxes, 10:15

ELECTRONIC SIGNATURES IN
GLOBAL AND NATIONAL
COMMERCE ACT

Generally, App 8-A
See also Digital Signatures (this

index)

ELECTRONIC SIGNATURES
SERVICE

Clause for contract authorizing exe-
cution

delivery via DocuSign.com, App
8-H

E-MAIL
Addresses, 5:45
Advertising

generally, 5:8
see also Spam (this index)

Privacy Rights (this index)
Transitory communications, copy-

right liability, 6:43
User controlled information, copy-

right liability, 6:45

EMOJIS
Copyrights and site content, 3:68
Trademark law, 2:65

EMOTICONS
Copyrights and site content, 3:68
Trademark law, 2:65

EMPLOYMENT
Acceptable use of employer’s infor-

mation technology, App 4-K
Employment recruiting firm, sourcing

of clients and candidates using
online media, App 5-P

Privacy rights and employment law,
4:75 to 4:78
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EMPLOYMENT—Cont’d
Social media policy for employees,

App 4-F, App 4-H, App 4-I
Websites for employee recruitment,

3:34

ENDORSEMENTS
Advertising, FTC regulation, 5:28

ESCROW
Domain name, escrow agreement,

App 2-G, App 2-K
Web-based business, App 3-AAA

ETSY
Promissory note, Ebusiness sale, App

2-Q

EUROPEAN UNION
Data security regulations, consulting

agreement compliance, App 4-Z
Privacy policy, software developer,

App 4-X

EUROPEAN UNION (EU)
International action on privacy, 4:54

FALSE LIGHT
Privacy Rights (this index)

FEDERAL COMMUNICATIONS
COMMISSION (FCC) RULES

‘‘Net Neutrality’’ debate, 1:6

FEDERAL TRADE COMMISSION
(FTC) REGULATION

Generally, 5:18
Advertising

generally, 5:18, 5:19, 5:24 et seq.
children, 5:43

Avoiding FTC enforcement, 4:47
CAN-SPAM Act, 5:50
Child-directed advertising, 5:43
Federal policy, online privacy rights,

4:42
Future of internet business regulation,

5:30
Online privacy rights

generally, 4:43, 4:45
avoiding FTC enforcement, 4:47
Federal policy, 4:42

FEDERAL TRADE COMMISSION
(FTC) REGULATION—Cont’d

Online privacy rights—Cont’d
privacy policy, FTC compliant,

4:72
Privacy policy, FTC compliant, 4:72
Spam, 5:50, 5:51
Sweeps, FTC, 5:29

FOREIGN REGULATION
International Regulation (this

index)

FORMS
Agent, designation to receive

notification of claimed copyright
infringement, App 6-A1, App
6-A2

Assignment of patent, App 7-B
Assignment of patent application,

App 7-C
Confidentiality provision, App 3-B,

App 7-A
Copyright infringement, designation

of agent to receive notice of
claim, App 6-A1, App 6-A2

Copyright transfer agreement, App
3-F

Noncompetition provision, App 3-B
Nondisclosure provision, App 7-A
Privacy policy, website notice, App

3-E
Websites

affiliate marketing agreement, App
5-F

‘‘cookies’’ policy for website, App
3-V

copyright transfer agreement, App
3-F

design and development services,
App 3-I

digital content license agreement,
App 6-C

disclaimer statement, App 3-D
DMCA-compliant copyright and

intellectual property policy
for website, App 6-B

e-commerce business selling
goods/products, App 3-L
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FORMS—Cont’d
Websites—Cont’d

‘‘export control’’ provision for
website terms and conditions,
App 3-W

generic form, terms and conditions
of use for website, App 3-K

hosting, storage and services
agreement, App 3-J

link disclaimer statement, App 3-C
outside vendor construction and

maintenance, App 3-A, App
3-B

patent license agreement, App 7-E
privacy policy, App 3-E
streaming video content producer,

agreement with website
owner, App 3-X

terms and conditions of use for
website, App 3-K, App 3-L,
App 3-U

trademark and logo usage policy,
App 7-D

video streaming at conference or
public event via Periscope®
mobile app, App 6-E

FRAUD
Advertising, 7:14
Click fraud, 5:13
Computer Fraud and Abuse Act, 11:7
Deceptive Trade Practices (this

index)
Digital Signatures (this index)
Identity theft, 11:8
Statute of frauds, 8:7

FREE SPEECH RIGHTS
Advertising regulation, 5:16, 5:17
Defamation claims, 6:6

FUTURE OF INTERNET
BUSINESS

Direct taxation of e-commerce, 10:24
et seq.

FTC enforcement, 5:30
Jurisdiction determinations, 9:32
Privacy protection trends

generally, 4:4
state legislation, 4:49

FUTURE OF INTERNET
BUSINESS—Cont’d

Registration companies, 2:18
Trademarks

generally, 2:72
federal laws, 2:73
international organizations, 2:74

GENERAL DATA PROTECTION
REGULATION (GDPR)

Brexit, 4:58
Comprehensive information security

policy, App 4-U
Comprehensive written information

security program, App 4-T
Consulting agreement, exhibit or

addendum, App 4-Y
Cookies and related technologies,

website policy for, App 4-S
Data privacy regulations

European commission, 4:59
Data processing agreement, standard

contractual clauses, App 4-II
Data security paragraph for website

terms of service, App 4-P
Data security regulations, consulting

agreement compliance, App 4-Z
E-mail response to inquiry from

European company as to
compliance, App 4-O

European commission
data privacy regulations, 4:59

European Parliament and of council,
rules on artificial intelligence
and amending Regulations (EC),
App 4-PP

Exhibit, consulting agreement, App
4-Y

FAQ section of privacy policy, App
4-R

Privacy issues, 4:55, 4:60
Standard contractual clauses, App

4-HH
‘‘Standard Contractual Clauses,’’

4:57
United Kingdom, 4:58
Vendor agreement with provisions

requiring compliance with,
addendum, App 4-N

Website privacy policy, App 4-Q
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GLOBAL INTERNET
International Regulation (this

index)

GOOGLE ASSISTANT
Websites, privacy issues, 4:16

GOVERNMENTS
Sovereign immunity, copyright law,

3:84

‘‘HASHTAGS’’
Trademarks, Twitter ‘‘hashtags’’ as,

2:64

HISTORY OF INTERNET
Personal jurisdiction based on online

contracts, 9:23 et seq.
Publication liabilities, 6:20 et seq.
Taxation, economic nexus issues,

10:23
Web 2.0, 1:2

INFORMATION TECHNOLOGY
Employment, acceptable use, App

4-K

INFRINGEMENT
Copyright

generally, 3:75 et seq.
see also Copyright Law (this

index)
Dilution of trademark. Trademark

Law (this index)
Patents

generally, 7:41
secondary liability, 7:49

‘‘Trade dress’’ infringement, 7:9
Trademarks

generally, 2:38 et seq., 7:9
see also Trademark Law (this

index)
‘‘trade dress’’ infringement, 7:9

INSURANCE
Web site maintenance, 3:53

INTERNATIONAL REGULATION
Generally, 2:66
Advertising, 5:36
Berne Treaty, 3:64

INTERNATIONAL REGULATION
—Cont’d

Canada law, website privacy issues,
4:61

Contract law online, 8:14
Convention on Cybercrime, App

11-C
Copyright

generally, 3:63
Berne Treaty, 3:64
secondary liability, 6:48

Crimes, internet, 11:12
Defamation issues, 6:30
Digital signatures, 8:21
Domain names, country-code top-

level domains (ccTLD), 2:6
European Union (EU) and

international action on privacy,
4:54

Foreign court actions against US
companies

generally, 9:35
enforcement of judgments, 9:37
judgments, 9:36

Globalization of internet law, 1:8
Global top-level domains, 2:7
Jurisdiction

generally, 9:34 et seq.
foreign court actions against US

companies
generally, 9:35
enforcement of judgments, 9:37
judgments, 9:36

trademarks, 2:67
US court actions against foreign

companies, 9:38
Linking, website, 3:40
Madrid Protocol, 2:71
Patents, foreign protection, 7:42
Privacy issues

generally, 4:53-4:61
Brexit, 4:58
Canadian law, 4:61
Chinese law, 4:61
English law, 4:58
European Union (EU) privacy

laws, 4:54
Mexican law, 4:61
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INTERNATIONAL REGULATION
—Cont’d

Regulatory organizations,
trademarks, 2:68, 2:74

Spam, 5:55
Taxation of e-commerce,

international implications, 10:34
et seq.

Trademarks
generally, 2:66-2:70
jurisdiction, 2:67
Madrid Protocol, 2:71
overseas trademark laws, 2:70
protecting trademarks overseas,

2:69
registration, 2:34
regulatory organizations, 2:68,

2:74
Trade secret law, 7:27
Unfair competition law, 7:19
US court actions against foreign

companies, 9:38
Website linking, 3:40

‘‘INTERNET GAMBLING’’
DISCLAIMER

Social gaming website, App 11-D

INTERNET SERVICE PROVIDERS
(ISP)

Service Providers (this index)

INTERNET TAX FREEDOM ACT
Generally, 10:31, App 10-A

INTERNET TAX
NON-DISCRIMINATION ACT

Generally, App 10-B

INTRUSIONS UPON SECLUSION
Privacy Rights (this index)

INVESTMENTS
Informational websites

generally, 3:31 et seq.
dangers of providing information

online, 3:32
securities regulation, 3:33

IP ADDRESSES
Generally, 2:1 et seq.
See also Domain Names (this index)

IP ADDRESSES—Cont’d
Machine/host names, 2:13
Root-zone WHOIS information, App

2-A

JURISDICTION
Generally, 9:1 to 9:43
All or nothing test of internet juris-

diction
generally, 9:29
constitutional limits, 9:31

Analyses of jurisdiction
generally, 9:2
internet activities, 9:22, 9:23

Basics of jurisdiction, 9:4
Commerce Clause limits on imposi-

tion of use tax collection respon-
sibilities, 10:14

Conflicts of laws, 8:11
Constitutional limits

all or nothing test of internet juris-
diction, 9:31

due process, 9:14
long-arm statutes, 9:13
minimum contacts, 9:15
personal jurisdiction, 9:10

Discovery, 9:40
Dormant commerce clause limits on

imposition of use tax collection
responsibilities, 10:16, 10:17

Due process
long-arm statutes, 9:14
use tax collection responsibilities,

10:12, 10:13
Economic nexus

income from e-businesses, 10:23
sales and use taxation, 10:10

Fair play, 9:19
Foreign court actions against US

companies
generally, 9:35
enforcement of judgments, 9:37
judgments, 9:36

Future trends in online jurisdiction,
9:32

General jurisdiction, 9:18
International jurisdictional issues

generally, 9:34 et seq.
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JURISDICTION—Cont’d
International jurisdictional issues

—Cont’d
foreign court actions against US

companies
generally, 9:35
enforcement of judgments, 9:37
judgments, 9:36

trademarks, 2:67
US court actions against foreign

companies, 9:38
Internet activities

all or nothing test, 9:29 et seq.
analyses of jurisdiction, 9:22, 9:23
factors affecting jurisdictional

decisions, 9:32, 9:33
International jurisdictional issues,

above
judicial approaches, 9:24
majority view, sliding scale test,

9:25
minority view, 9:29 et seq.
service of process, 9:42
sliding scale test, 9:25 et seq.
trends in online jurisdiction, 9:32

Internet and personal jurisdiction
generally, 9:20 et seq.
why jurisdiction matters, 9:21

Judicial approaches to internet
jurisdictional questions, 9:24

Long-arm statutes
generally, 9:12
constitutional limits, 9:13
due process, 9:14

Minimum contacts, 9:15
Nonresidents, personal jurisdiction,

9:9
Personal, Artificial Intelligence, 9:43
Personal jurisdiction

constitutional limits, 9:10
distinctions, 9:6
Internet and personal jurisdiction,

above
nonresidents, 9:9
requirements for, 9:11
residents, 9:7
sliding scale test, 9:25 et seq.
sufficiency of residence alone, 9:8

JURISDICTION—Cont’d
Power of court, 9:5
Residents

personal jurisdiction over, 9:7
sufficiency of residence alone, 9:8

Service of process, internet activities,
9:42

SLAPP and anti-SLAPP legislation,
9:41

Sliding scale test, 9:25 et seq.
Social media evidence, 9:40
Specific jurisdiction, 9:16, 9:17
Substantial justice, 9:19
US court actions against foreign

companies, 9:38
Venue, 9:39
Why jurisdictional analysis matters

generally, 9:1
internet activities, 9:21

Zippo test
generally, 9:25 et seq.
case opinion, App 9-A

KEYWORD ADVERTISING
Generally, 5:11

LANHAM ACT
Generally, 7:7, 7:8

LIBEL
Defamation law, 6:4

LICENSING
Clause for software-as-a-service

(SaaS)
license or subscription agreement

restrictions on use of artificial
intelligence (AI) product,
App 3-CCC

IP license Agreement, licensing
technology in lieu of capital,
App 3-OO

License of celebritys name, image
likeness (NIL) to start-up corpora-

tion, App 3-EEE
Mobile smartphone application

(App), short-form license, App
3-BB

Patent license agreement, App 7-E
Software license agreement clauses,

App 3-II, App 4-M
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LICENSING—Cont’d
Sourcing licenses of corporation’s

products, agreement, App 5-Q
Trademark license agreement, App

2-C

LIMITED LIABILITY COMPANY
OPERATING AGREEMENT

Defend Trade Secrets Act, App 7-H

LINKS AND LINKING
Websites (this index)

LITIGATION
Jurisdiction, SLAPP and anti-SLAPP

legislation, 9:41
Spam, private litigation, 5:53, 5:54
Trademark dilution, options, 2:55

LOTTERIES, ONLINE
Generally, 5:38

MADRID PROTOCOL
Trademark protections, 2:71

MARKETING
Generally, 5:1 to 5:62
See also Advertising (this index)
Artificial Intelligence

Advertising and Marketing Law,
5:62

Co-branded product, agreement to
market on both websites, App
5-K

Contests, 5:9, 5:37 et seq.
Domain names, second-level, 2:10
Keyword advertising, 5:11
Linking

generally, 3:37 et seq.
see also Websites (this index)

Lotteries, 5:38
Online methods, 5:3
Paid links, 5:10
Pricing models for online advertising,

5:13
Public relations, websites support,

3:35
Regulation, 5:14 et seq.
Search engine placement, 5:11
Second-level domain names, 2:10
Slotting fees, 5:10

MARKETING—Cont’d
Sponsorships of sites, 5:6
Strategies, 5:56 et seq.
Sweepstakes, 5:9, 5:37 et seq.

MEXICO
Online privacy rights, 4:61

MISAPPROPRIATION OF NAME
OR LIKENESS

Generally, 4:30, 4:31
See also Privacy Rights (this index)

MOBILE APPLICATIONS
Infringement, App 3-P

MOBILE DEVICES
Marketing strategy, 5:61

MOBILE SMARTPHONE
APPLICATION (APP)

Marketing strategy, 5:61
Online video-based shopping website

with mobile smartphone app,
App 3-GG

Short-form license, App 3-BB
Video streaming at conference or

public event via Periscope®
mobile app, App 6-E

‘‘NET NEUTRALITY’’ DEBATE
Federal Communications Commis-

sion (FCC) rules, 1:6

NONCOMPETITION PROVISIONS
Corporate asset purchase agreement,

App 2-O
Domain names, App 2-L
Privacy rights violations via job post-

ings, 4:77
Websites, App 3-B

NOTICES
Websites (this index)

OFFSHORE REGULATION
International Regulation (this

index)

ONLINE ADVERTISING
SERVICES

Terms of use, websites, App 3-YY
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ONLINE CLASSIFIED SERVICES
Terms of use, websites, App 3-YY

ONLINE EDUCATIONAL
COURSES

Terms and conditions, websites, App
3-WW

ONLINE MARKETPLACES
Defamation law, 6:28

PANDEMIC
Impact on eBusiness, 1:9

PARODY SITES
Trademark claims, 2:63

PASSING OFF
Generally, 7:15

PATENT LAW
Generally, 7:33 et seq.
Artificial intelligence, 7:51
Assignment of multiple U.S. patents,

App 7-I
Assignment of patent, App 7-B
Assignment of patent application,

App 7-C
Assignment of rights, 7:39
Business method patents

generally, 7:44
software and business methods,

7:47
Companies operating online, protec-

tions for, 7:50
Computers, prior art and, 7:45
Defend Trade Secrets Act notice,

App 7-G
Definition of patent, 7:34
E-mail ‘‘signature’’ with

confidentiality/nondisclosure
language, App 7-F

Foreign patent protection, 7:42
Infringement

generally, 7:41
secondary liability, 7:49

Intellectual property law generally,
7:26

Internet
Artificial intelligence, 7:51

PATENT LAW—Cont’d
Internet and

generally, 7:43 et seq.
business method patents

generally, 7:44
software and business methods,

7:47
companies operating online,

protections for, 7:50
computers, prior art and, 7:45
patent rights online, 7:46
prior art and computers, 7:45
protecting inventions online, 7:48
protections for companies operat-

ing online, 7:50
secondary liability, 7:49
software and business methods,

7:47
License agreement, App 7-E
Ownership of rights, 7:38
Patentability, 7:36
Prior art and computers, 7:45
Process, patent, 7:40
Protections for companies operating

online, 7:50
Secondary liability, 7:49
Software and business methods, 7:47
Types of patents, 7:35, 7:36
United States Patent and Trade

Office, 7:37

PAYMENT FOR INTERNET
ACCESS

‘‘Net Neutrality’’ debate, 1:6

PAYMENT ONLINE
Generally, 8:12
See also Retail Sales (this index)
Computer Fraud and Abuse Act, 11:7
Identity theft, 11:8

PHYSICIANS
Physicians and other professional

service providers as eBusi-
nesses, 1:10

PODCASTS
Infringement, App 3-Q
Marketing strategy, 5:60
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PODCASTS—Cont’d
Terms and conditions, websites, App

3-WW

PORTABILITY
Websites, 3:54

PRIORITIES
Domain Names (this index)
Trademark law, 2:58

PRIVACY POLICY
Software developer, European Union,

App 4-X

PRIVACY RIGHTS
Generally, 4:1 to 4:79
Addendum to agreement

service provider, App 4-JJ
supplier, App 4-JJ
vendor, App 4-JJ

Addendum to vendor agreement with
provisions requiring compliance
with GDPR, App 4-N

Addendum to website privacy policy
residents of California, Colorado,

Connecticut, Utah, and Vir-
ginia

compliance with state data
privacy laws, App 4-KK

Automatic data gathering, 4:11
BBBOnline program, 4:67
California Consumer Privacy Act,

compliance, App 4-BB
California Consumer Privacy Act of

2018, 4:50
Californias Age- Appropriate Design

Code Act (AADC)
COPPA at the state level, 4:52

Children, 4:46
Clauses for consulting agreement

Data security, App 4-LL
Clickstream data, 4:13, 4:14
Communications privacy, 4:38
Computer Fraud and Abuse Act, post-

termination conduct of
employee, 4:78

Constitutional rights, 4:20
Consumers’ expectations of privacy,

4:5

PRIVACY RIGHTS—Cont’d
Contestable and fair markets, digital

sector
amending Directives, App 4-OO

Cookies, 4:8 et seq.
Defamation and privacy, 4:35
Discipline of employee for online

activities, 4:76
Drafting privacy policy, FTC regula-

tion, 4:71
Electronic communications privacy,

4:39
Employees’ rights

Artificial Intelligence, 4:79
blogging site, App 4-E
Computer Fraud and Abuse Act,

4:78
disciplining for online activities,

4:76
job postings online, 4:77
law firm employees social media

policy, App 4-H
monitoring online activities, 4:75
post-termination conduct of

employee, 4:78
social media, impact on employ-

ment law, 4:75 to 4:78
social media policy, App 4-F to

App 4-H
social networking (Web 2.0)

website, App 4-C
solicitation via job postings, 4:77
termination for online activities,

4:76
Twitter addendum to social media

policy, App 4-G
EU-U.S. Privacy Shield Framework

Principles Issued by the U.S.
Department of Commerce,
App 4-MM

False light violations
generally, 4:23
online, 4:24

Federal invasions, 4:19
Federal privacy laws

generally, 4:18
Federal protections

generally, 4:17
individual data protections, 4:37
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PRIVACY RIGHTS—Cont’d
Federal protections—Cont’d

online privacy, 4:41 et seq.
FTC regulation

generally, 4:43, 4:45
avoiding FTC enforcement, 4:47
drafting privacy policy, 4:71
privacy policy, FTC compliant,

4:72
General Data Protection Regulation

(GDPR)
agreement clauses, App 4-N et

seq.
United States Companies, 4:60

Individual data protections
generally, 4:36
federal, 4:37

Individual persona privacy, 4:22
Industry specific self-regulatory poli-

cies, 4:63
International regulation

generally, 4:53-4:61
Canada law, 4:61
European Union General Data

Protection Regulation,
disclaimer, App 4-AA

European Union (EU) privacy
laws, 4:54

General Data Protection Regula-
tion (GDPR), 4:55

Intrusions upon seclusion
generally, 4:27
case law, 4:29
online, 4:28

Job postings online, 4:77
Laws protecting privacy, 4:17 et seq.
Monitoring employee’s online activi-

ties, 4:75
Name or likeness misappropriations

generally, 4:30
online, 4:31

Noncompete violations via job post-
ings, 4:77

Online privacy rights
generally, 4:1 to 4:79, 4:36
automatic data gathering, 4:11
Canada law, 4:61
case law, 4:29, 4:34

PRIVACY RIGHTS—Cont’d
Online privacy rights—Cont’d

child-oriented website, privacy
policy, App 5-C

children, 4:46
clickstream data, 4:13, 4:14
communications privacy, 4:38
consumers’ expectations of

privacy, 4:5
cookies, 4:8 et seq.
COPPA and privacy policy, App

5-B, App 5-C
COPPA-compliant privacy policy,

App 5-A
defamation and privacy, 4:35
drafting privacy policies, 4:69 et

seq.
electronic communications

privacy, 4:39
European Union (EU) privacy

laws, 4:54
fair notice, 4:44
false light violations, 4:24
federal regulation, 4:37, 4:41 et

seq.
FTC regulation, above
General Data Protection Regula-

tion (GDPR), 4:55
international regulation, 4:53-4:61
intrusions upon seclusion, 4:28,

4:29
misappropriations of name or like-

ness, 4:31
parental consent form for use with

COPPA privacy policy, App
5-D

policy notices, 4:3
public disclosure of private facts,

4:26
publicity rights, 4:33, 4:34
sample privacy policies, App 3-E
Self-regulation of online activities,

below
state regulation, 4:48, 4:49
technology-based information

disclosures, 4:7
tracking software, 4:12
trends in online privacy protections

generally, 4:4
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PRIVACY RIGHTS—Cont’d
Online privacy rights—Cont’d

trends in online privacy protections
—Cont’d

state legislation, 4:49
uses of private information, 4:15
violations of online privacy rights,

4:2
voluntary provisions of informa-

tion, 4:6
website content choices, 3:50

Opt-out right, California Consumer
Privacy Act, App 4-CC

Policy, generally, App 4-A et seq.
Post-termination conduct of

employee, 4:78
Privacy policy, California Consumer

Privacy Act, App 4-DD
California residents, App 4-EE

Private party invasions, 4:21
Public disclosure of private facts

generally, 4:25
online, 4:26

Publicity rights
generally, 4:32
case law, 4:34
online, 4:33, 4:34

Seal programs, 4:65, 4:68
Self-regulation of online activities

generally, 4:62 et seq.
BBBOnline program, 4:67
industry specific policies, 4:63
seal programs, 4:65, 4:68
TRUSTe program, 4:66

Service provider
addendum to agreement, App 4-JJ

Social gaming website privacy
policy, App 4-J

Social media, impact on employment
law, 4:75 to 4:78

Software license agreement, compli-
ance with European data secu-
rity and privacy directives, App
4-M

Solicitation of employees via job
postings, 4:77

Spam
generally, 5:44 et seq.
see also Spam (this index)

PRIVACY RIGHTS—Cont’d
State regulation, 4:48

New York, 4:51
Supplier

addendum to agreement, App 4-JJ
Supreme Court decisions, 4:20
Technology-based information

disclosures, 4:7
Termination of employee for online

activities, 4:76
Tracking software, 4:12
Trends in online privacy protections

generally, 4:4
California Consumer Privacy Act

of 2018, 4:50
state legislation, 4:49

TRUSTe program, 4:66
United States Companies and Gen-

eral Data Protection Regulation
(GDPR), 4:60

Uses of private information, 4:15
USSC view, 4:20
Vendor

addendum to agreement, App 4-JJ
Voluntary provisions of information,

4:6
Website privacy policy form, App

3-E

PRODUCT REVIEWS
Trademark infringement, false or

misleading product reviews
cease and desist letter, App 6-F

PUBLICITY RIGHTS
Generally, 4:32
See also Privacy Rights (this index)
Case law, 4:34
Online, 4:33, 4:34

PUBLIC RELATIONS
Websites support, 3:35

RECORDS
Management policy, data controller,

App 4-V
Retention schedule, App 4-V

RECRUITMENT
Websites support, 3:34
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REGISTRATION
Copyright, 3:59, App 3-G
Domain Names (this index)
Trademark Law (this index)

REPRINTS
Infringement, App 3-M

RESPONDEAT SUPERIOR
Third Party Liability For Internet

Content (this index)

‘‘RESPONSIBLE GAMING’’
DISCLAIMER

Social gaming website, App 11-E

RETAIL SALES
Generally, 8:1 to 8:24
See also Contract Law Online (this

index)
Advisory Committee on Electronic

Commerce, 10:32
Agreements, two companies

share data generated by artificial
intelligence, App 5-X

Amendment of online contracts, 8:23
BBBOnline program, 4:67
Binding contracts, creating, 8:22
Browse-wrap agreements, 8:6
Co-branded product, agreement to

market on both websites, App
5-K

Computer Fraud and Abuse Act, 11:7
Conflicts of laws, 8:11
Contract clause permitting electronic

signature, App 8-C
Copyright and permissions policy,

online shopping website, App
6-D

Customer relations websites, 3:36
Deceptive Trade Practices (this

index)
Forming contracts online, 8:2, 8:4
Identity theft, 11:8
International regulation, 8:14
Jurisdictional implications

generally, 9:1 to 9:43
see also Jurisdiction (this index)

Mobile smartphone app for online
video-based shopping website,
App 3-GG

RETAIL SALES—Cont’d
Modification of online contracts, 8:23
Mutual sales referral agreements, two

companies, App 5-U
Offers, 8:5
Passing off, 7:15
Payment for online purchases, 8:12
Privacy expectations of consumers,

4:5
Privacy policy, App 4-B
Sales representative agreement, App

5-L
Shrinkwrap and clickwrap contracts,

3:52, 8:6
Signatures on contracts

generally, 8:8
see also Digital Signatures (this

index)
State laws, 8:13
Statute of frauds, 8:7
Taxation

generally, 10:1 to 10:36
see also Taxation (this index)

Terms of contracts, 8:9
Trademark Law (this index)
Unfair Competition Law (this

index)
Uniform Commercial Code, 8:3
Uniform Electronic Transactions Act

(UETA), App 8-B
Useful contracts, creating, 8:22
Warranties, 8:10
Website affiliate program, agreement

with sales representative, App
5-L

Website commerce, 3:30
returns and exchanges policy, App

3-UU
terms of service, App 3-TT

REVIEW OF PRODUCT
Trademark infringement, false or

misleading product reviews
cease and desist letter, App 6-F

RIGHT OF ERASURE
Online privacy rights, 4:56

RIGHT TO BE FORGOTTEN
Online privacy rights, 4:56
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RULES OF CONDUCT
Social media website, submission of

user conduct, App 3-AA

SAAS VENDOR
Customer loyalty program, App 5-R
Website affiliate agreement, App 5-R

SALES
Consignment agreement for online

sales, App 8-G
Mutual sales referral agreements, two

companies, App 8-U
Retail Sales (this index)

SALES REPRESENTATIVE
AGREEMENT

Website affiliate program, App 5-L

SATELLITE WEBSITES
Marketing strategy, 5:57

SEAL PROGRAMS
Online privacy rights, 4:65, 4:68

SEARCH ENGINE PLACEMENT
Generally, 5:11

SECLUSION, INTRUSIONS UPON
Privacy Rights (this index)

SECONDARY LIABILITY
Copyright Law (this index)
Patent law, 7:49
Third Party Liability For Internet

Content (this index)

SECURITIES REGULATION
Websites, investor information, 3:33

SELF-REGULATION
Advertising

generally, 5:33 et seq.
see also Advertising (this index)

BBBOnline privacy protection
program, 4:67

Privacy protections online, 4:64
generally, 4:62 et seq.
see also Privacy Rights (this

index)
BBBOnline program, 4:67
industry specific policies, 4:63
seal programs, 4:65, 4:68

SELF-REGULATION—Cont’d
Privacy protections online, 4:64

—Cont’d
TRUSTe program, 4:66

TRUSTe privacy protection program,
4:66

SERVICE MARKS
Generally, 2:29

SERVICE OF PROCESS
Jurisdiction, internet activities, 9:42

SERVICE PROVIDERS
Physicians and other professional

service providers as eBusi-
nesses, 1:10

SERVICE PROVIDERS (ISP)
Access to copyright infringing

materials, removal of, 6:47
Agent, designation to receive

notification of claimed copyright
infringement, App 6-A1, App
6-A2

Communications Decency Act, 6:23
et seq.

Digital Millennium Copyright Act,
6:41 et seq.

Removal of access to copyright
infringing material, 6:47

System caching copyright liability,
6:44

Third Party Liability For Internet
Content (this index)

Transitory communications, copy-
right liability, 6:43

User controlled information copy-
right liability, 6:45

SETTLEMENT AGREEMENT
Termination of software license

agreement, App 3-NN

SHRINKWRAP CONTRACTS
Consumer sales websites, 3:52, 8:6

SIRI
Websites, privacy issues, 4:16

SLANDER
Defamation law, 6:4
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SLAPP AND ANTI-SLAPP
LEGISLATION

Jurisdiction, 9:41

SLOTTING FEES
Generally, 5:10

SOCIAL GAMING WEBSITE
Disclaimers

‘‘Internet gambling’’ disclaimer,
App 11-D

‘‘responsible gaming’’ disclaimer,
App 11-E

‘‘Internet gambling’’ disclaimer, App
11-D

Privacy policy, App 4-J
‘‘Responsible gaming’’ disclaimer,

App 11-E
Terms and conditions of use, App

3-Y
Tournament rules, website terms and

conditions, App 5-N
‘‘Virtual currency’’ used at website,

terms and conditions of use,
App 3-Z

SOCIAL MEDIA
Artificial Intelligence and privacy

rights, 4:79
Consulting service, online consulting

agreement, clickwrap form, App
5-O

Employees, social media policy, App
4-F, App 4-H, App 4-I

Employment law and privacy rights,
4:75 to 4:78

Influencer, marketing agreement,
App 5-W

Jurisdiction, discovery and admis-
sibility of evidence, 9:40

Law firm employees, social media
policy, App 4-H

Marketing strategy, 5:58
Privacy policy, App 4-C, App 4-F to

App 4-H
Privacy rights and employment law,

4:75 to 4:78
Terms and conditions of use for

website, App 3-U
Trademarks, Twitter ‘‘hashtags’’ as,

2:64

SOCIAL MEDIA—Cont’d
Twitter addendum, App 4-G
Use of social media by employees,

policy, App 4-I
Web 2.0 (social networking), App

4-C
Website of corporation, use of social

media content, App 3-EE

SOFTWARE AS A SOLUTION
(SaaS)

Affiliate agreement, App 5-S
Beta test agreement

new SaaS software product, App
3-MM

Customer loyalty program
referral program agreement, App

5-T
vendor, App 5-R

License or subscription agreement
restrictions on use of artificial

intelligence (AI) product,
App 3-CCC

SaaS vendor
customer loyalty program, App

5-R
website affiliate agreement, App

5-R
Trial license agreement

SaaS software, App 3-MM
Website affiliate agreement

SaaS vendor, App 5-R
Websites

services to offer online, 3:29
subscription order form, App 3-LL
terms of service, App 3-KK

SOFTWARE DEVELOPER
Privacy policy, European Union, App

4-X

SOFTWARE DEVELOPMENT
AGREEMENT

Developer to receive ownership inter-
est in client in exchange for
software, App 3-FFF

SOVEREIGN IMMUNITY
Copyright law, state or local govern-

ments, 3:84
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SPAM
Generally, 5:44 et seq.
CAN-SPAM Act, 5:49, 5:50
Civil remedies, 5:53, 5:54
Effects of problem, 5:47
E-mail addresses, voluntary provision

of, 5:45
Federal regulation, 5:49
FTC regulation, 5:50, 5:51
International regulation, 5:55
Policy for website, App 5-E
Private litigation, 5:53, 5:54
Regulation, 5:48 et seq.
Scope of problem, 5:46
State regulation, 5:52

SPLINTERNET
Globalization of internet law, 1:8

STATE REGULATION
Advertising, children, 5:43

STATUTE OF FRAUDS
Contract law online, 8:7

STREAMING VIDEO
Agreement between website owner

and producer of streaming video
content, App 3-X

Conference or public event, use of
Periscope® mobile app, App
6-E

STREAMLINED SALES TAX
PROJECT (SSTP)

State taxation, 10:19

SUBSCRIPTION AGREEMENTS
Software as a solution (SaaS), App

3-LL
Web-based publications, App 5-J

SWEEPSTAKES, ONLINE
Generally, 5:9, 5:37 et seq.
Rules, App 5-G

TAXATION
Generally, 10:1 to 10:36
Advisory Committee on Electronic

Commerce, 10:32
Amazon laws, state efforts to tax

internet sales, 10:18

TAXATION—Cont’d
Collection

generally, 10:6 et seq.
direct taxation of e-commerce,

10:28
Supreme Court view, 10:7
use tax collection, 10:8, 10:9
USSC view, 10:7

Commerce Clause limits on imposi-
tion of use tax collection respon-
sibilities, 10:14

Connecticut’s statute extending
income tax nexus to certain
e-commerce transactions, App
10-D

Direct taxation of e-commerce
generally, 10:24 et seq.
Advisory Committee on Electronic

Commerce, 10:32
collection, 10:28
excise taxes, 10:29, 10:30
guidelines, 10:27
Internet Tax Freedom Act, 10:31,

App 10-A
moratorium on e-commerce taxes,

10:33
revisions of rules, 10:25
technological advances, 10:26

Dormant commerce clause, 10:16,
10:17

Due process limits, 10:12, 10:13
E-commerce and collection of use

taxes, 10:15
Economic nexus

Connecticut’s statute extending
income tax nexus to certain
e-commerce transactions,
App 10-D

income from e-businesses, 10:23
sales and use taxation, 10:10

Excise taxes, 10:29, 10:30
Income from online activities

generally, 10:25 et seq.
Connecticut’s statute extending

income tax nexus to certain
e-commerce transactions,
App 10-D

e-businesses, 10:23
economic nexus, 10:23
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TAXATION—Cont’d
Income from online activities

—Cont’d
federal government, 10:21
federal taxation, 10:21
income taxes online, 10:20 et seq.
state taxation, 10:22

International implications of e-com-
merce, 10:34 et seq.

Internet Tax Freedom Act, 10:31,
App 10-A

Internet Tax Non-Discrimination Act,
App 10-B

Limits on imposition of use tax col-
lection responsibilities, 10:11 et
seq.

Moratorium on e-commerce taxes,
10:33

New York State’s ‘‘Amazon BIll,’’
App 10-C

Quill and Wayfair cases, dormant
commerce clause and internet
sales taxes, 10:17

Sales and use taxation
generally, 10:2 et seq.
Amazon laws, state efforts to tax

internet sales, 10:18
challenges of tax regime, 10:4
collection problems, 10:6 et seq.
Commerce Clause limits on

imposition of collection
responsibilities, 10:14

dormant commerce clause limits
on imposition of collection
responsibilities, 10:16, 10:17

due process limits on imposition of
collection responsibilities,
10:12, 10:13

importance of internet commerce,
10:2

limits on imposition of collection
responsibilities, 10:11 et seq.

nexus, 10:10
overview, 10:3
Quill and Wayfair cases, 10:17
services subject to, 10:5
streamlined sales tax project

(SSTP), 10:19
use tax collection, 10:8, 10:9

TAXATION—Cont’d
Services subject to sales and use tax-

ation, 10:5
State efforts to tax internet sales,

10:18
Streamlined sales tax project (SSTP),

10:19
Technological advances, 10:26
Use taxes and e-commerce, 10:15

TECHNOLOGY
Understanding e-business technology

and business models, 1:5

TELEHEALTH
Informed consent, App 3-SS
Website, App 3-RR

business associate agreement, App
4-GG

physician group agreement, App
4-FF

TELEMEDICINE
Informed consent, App 3-SS
Website, App 3-RR

business associate agreement, App
4-GG

physician group agreement, App
4-FF

TERMINATION
Software license agreement, settle-

ment agreement, App 3-NN

TESTIMONIALS
Advertising, FTC regulation, 5:28

THIRD PARTY LIABILITY FOR
INTERNET CONTENT

Generally, 6:1 to 6:54
Access to copyright infringing

materials, removal of, 6:47
Agent, designation to receive

notification of claimed copyright
infringement, App 6-A1, App
6-A2

Avoiding third-party liability online,
6:49

Communications Decency Act, 6:23
et seq.

Contributory copyright infringement,
6:36, 6:37
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THIRD PARTY LIABILITY FOR
INTERNET CONTENT
—Cont’d

Copyright
generally, 6:31 et seq.
access to copyright infringing

materials, removal of, 6:47
agent, designation to receive

notification of claimed
infringement, App 6-A1, App
6-A2

avoiding third-party liability
online, 6:49

contributory infringement, 6:36,
6:37

Digital Millennium Copyright Act,
6:41 et seq.

direct infringement, 6:31, 6:34
forms of third party liability, 6:33
information locating tools to

materials that infringe, 6:46
international copyright issues, 6:48
removal of access to infringing

material, 6:47
secondary and direct infringement,

6:31, 6:34
system caching, 6:44
tools, infringement, information

locating, 6:46
transitory communications, 6:43
treatment of online violations, 6:40
user controlled information, 6:45
vicarious liability, 6:38, 6:39

Defamation
generally, 6:16 et seq.
Communications Decency Act,

6:23 et seq.
international defamation issues,

6:30
internet issues, 6:18
legislative response to early defa-

mation cases, 6:22 et seq.
secondary publishers of defama-

tory materials, 6:19 et seq.
traditional rules, 6:17

Digital Millennium Copyright Act,
6:41 et seq.

Information locating tools to materi-
als that infringe copyright, 6:46

THIRD PARTY LIABILITY FOR
INTERNET CONTENT
—Cont’d

Legislative response to early defama-
tion cases, 6:22 et seq.

Patent infringement, 7:49
Removal of access to copyright

infringing material, 6:47
Secondary publishers of defamatory

materials, 6:19 et seq.
System caching and copyright

liability, 6:44
Tools, copyright infringement, infor-

mation locating, 6:46
Traditional defamation rules, 6:17
Transitory communications, 6:43
User controlled information, 6:45

TRADEMARK LAW
Generally, 2:28 to 2:71
Anti-Cybersquatting Consumer

Protection Act (ACPA), 2:53,
2:54

Artificial intelligence and potential
impact, 2:78

Assets of website
asset purchase agreement, App

2-G
escrow of domain name, App 2-G
letter of intent for acquisition of

website and related assets,
App 2-F

Assignment of multiple U.S., App
2-R

Assignment of trademark, App 2-B,
App 2-E

Available marks, 2:33
Cease and desist, false or misleading

product reviews, App 6-F
Co-existence agreement, App 2-D
Competitor’s registrations of marks

generally, 2:61
reactions to, 2:62

Contributory infringement liability,
6:50 to 6:54

Court disputes
dilution, 2:45
infringement, 2:41
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TRADEMARK LAW—Cont’d
Cybersquatters

generally, 2:48
Anti-Cybersquatting Consumer

Protection Act (ACPA), 2:53,
2:54

contributory cybersquatting, 6:52
infringement, 6:52
legal options, 2:5
Uniform Dispute Resolution

Policy, 2:56
Dilution

generally, 2:42 et seq., 7:10
courts’ examinations, 2:45
litigation options, 2:55
standards, 2:44
types of claims, 2:43

Domain names, trademarks use in
generally, 2:28
see also Domain Names (this

index)
legitimate conflicting claims to

domain names, 2:58
new legal issues, 2:27
registration matters, 2:37
remedy choices, 2:57
Uniform Dispute Resolution

Policy, 2:56
Emojis as trademarks, 2:65
Emoticons as trademarks, 2:65
Escrow of domain name, asset

purchase agreement, App 2-G
Factors in determining infringement,

2:40
False designations of origin, 7:11
Federal laws

future trends, 2:73
registration, 2:34, 2:35

Future trends
generally, 2:72
federal laws, 2:73
international organizations, 2:74
U.S. Congress, 2:73

Infringement
generally, 2:38 et seq., 7:9
Artificial Intelligence and Defama-

tion., 6:54
contributory cybersquatting, 6:52

TRADEMARK LAW—Cont’d
Infringement—Cont’d

contributory liability, 6:50 to 6:53
courts’ examination, 2:41
Dilution, above
factors, 2:40
online infringement for trademark

violations by others, 6:50
parody sites, 2:63
remedies, 2:38, 2:41
standards for, 2:39
‘‘trade dress’’ infringement, 7:9
vicarious liability, 6:50 to 6:53,

6:53
Intellectual property law generally,

7:26
International matters

generally, 2:66-2:70
jurisdiction, 2:67
Madrid Protocol, 2:71
overseas trademark laws, 2:70
protecting trademarks overseas,

2:69
registration, 2:34
regulatory organizations, 2:68,

2:74
Internet issues

generally, 2:46 et seq.
Anti-Cybersquatting Consumer

Protection Act (ACPA), 2:53,
2:54

availability of domain names, 2:17
bullying, 2:49
cybersquatters, 2:48
parody sites, 2:63
problem areas, 2:47
protecting trademarks in

cyberspace, 2:51
Schedule A Defendant (SAD)

Lawsuits, 2:50
Twitter ‘‘hashtags’’ as trademarks,

2:64
typosquatters, 2:48

Joint assignment of trademark and
trademark application, App 2-E

Lanham Act, 7:7, 7:8
Letter of intent for acquisition of

website and related assets, App
2-F
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TRADEMARK LAW—Cont’d
License agreement, App 2-C
Linking

generally, 3:37 et seq.
see also Websites (this index)

Madrid Protocol, 2:71
Misappropriation, 7:16
Online infringement for trademark

violations by others, 6:50
Origin, false designations of, 7:11
Overseas trademark laws, 2:70
Parody sites, 2:63
Priorities among legitimate conflict-

ing claims to domain names,
2:58

Protecting
generally, 2:36
online, 2:51
overseas, 2:69

Purposes, 2:30
Registration

generally, 2:34 et seq.
competitor’s registration of marks,

2:61
competitor’s registrations of

marks, 2:62
domain name registration, 2:37
preemptive steps, 2:60
state, 2:34

Remedies
Anti-Cybersquatting Consumer

Protection Act (ACPA), 2:53
dilution, 2:55
domain name vs trademark remedy

choices, 2:57
international disputes, 2:67, 2:69

Researching marks, 2:33
Root-zone WHOIS information, App

2-A
Scope of protections, 2:32
Service marks, 2:29
Sources of protections, 2:31
Standards of claims

dilution, 2:44
trademarks, 2:39

State registration, 2:34
Tarnishment, 7:10
‘‘Trade dress’’ infringement, 7:9

TRADEMARK LAW—Cont’d
Twitter ‘‘hashtags’’ as trademarks,

2:64
Types of dilution claims, 2:43
Types of infringement claims, 2:39
Typosquatters, 2:48
Uniform Dispute Resolution Policy

for domain names, 2:56
US Patent and Trademark Office,

App 2-E
Vicarious liability, infringement, 6:50

to 6:53
Websites

assets of website, above
trademark and logo usage policy,

App 7-D
What can be protected, 2:32

TRADE SECRET LAW
Generally, 7:1 to 7:51, 7:20 et seq.
Abandonment of trade secret status,

7:25
Benefits of protections, 7:21
Confidentiality agreements, 7:30
Description of trade secrets, 7:22
Establishing confidential relation-

ships, 7:29
Intellectual property law generally,

7:26
International regulation, 7:27
Internet and

generally, 7:20, 7:28 et seq.
confidentiality agreements, 7:30
establishing confidential relation-

ships, 7:29
measures to take to ensure secrecy,

7:31
publication on websites, 7:32

Losing trade secret status, 7:25
Measures to take to ensure secrecy on

internet, 7:31
Publication on websites, 7:32
Requirements for trade secret status,

7:24
Sources of protection, 7:23

TRIAL LICENSE AGREEMENT
SaaS software, App 3-MM
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TROLLING FOR COPYRIGHTS
Infringement, 3:86

TRUSTE PROGRAM
Online privacy protections, 4:66

TWITTER
Social media policy, App 4-G
Trademarks, Twitter ‘‘hashtags’’ as,

2:64

TYPOSQUATTERS
Generally, 2:48

UNFAIR COMPETITION LAW
Generally, 7:1 to 7:51
Advertising, 5:20, 7:14
Copyright violations, 7:13
False advertising, 7:14
False designations of origin, 7:11
International regulation, 7:19
Lanham Act, 7:7, 7:8
Linking

generally, 3:37 et seq., 7:12
see also Websites (this index)

Misappropriation, 7:16
Origin, false designations of, 7:11
Passing off, 7:15
State laws, 7:17

UNIFORM COMMERCIAL CODE
Contract law online, 8:3

UNIFORM DECEPTIVE TRADE
PRACTICES ACT

Generally, 7:18

UNIFORM DISPUTE
RESOLUTION POLICY

Generally, 2:56
Choice of dispute resolution options,

2:57

UNIFORM ELECTRONIC
TRANSACTIONS ACT (UETA)

Generally, App 8-B

UNITED KINGDOM
General Data Protection Regulation

(GDPR), 4:58
Online privacy rights, 4:58

VENUE
Jurisdiction, 9:39
Personal Jurisdiction

Artificial Intelligence, 9:43

VICARIOUS LIABILITY
See also Third Party Liability For

Internet Content (this index)
Copyright infringement, 6:38, 6:39
Trademark infringement, 6:50 to

6:53

VIDEO STREAMING
Agreement of website owner and

streaming video content pro-
ducer, App 3-X

Conference or public event, use of
Periscope® mobile app, App
6-E

‘‘VIRTUAL CURRENCY’’
Social gaming website, terms and

conditions of use, App 3-Z

VIRTUAL WORKSHOPS
Terms and conditions, websites, App

3-WW

WARRANTIES
Contract law online, 8:10

WEB 2.0
Generally, 1:2
Social networking website, App 4-C

WEBINARS
Agreement with guest host, App 5-I
Infringement, App 3-R
Marketing strategy, 5:60

WEBSITE AFFILIATE
AGREEMENT

SaaS vendor, App 5-R

WEBSITES
Generally, 3:1 to 3:88
Accessibility, 3:55
Access to copyright infringing

materials, removal of, 6:47
Accuracy confirmations, 3:13
Advertising

generally, 5:1 to 5:62
see also Advertising (this index)
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WEBSITES—Cont’d
Advertising—Cont’d

professional services, 3:24
Advising e-business, 3:28
Advisory Committee on Electronic

Commerce, 10:32
Assets of website

asset purchase agreement, App
2-G

digital assets, ownership and prop-
erty rights, 3:26

escrow of domain name, App 2-G
letter of intent for acquisition of

website and related assets,
App 2-F

ownership and property rights,
3:26

purchase agreement, App 2-G
Attracting internet surfers, 3:28
Backbone of website, 3:27, 3:28
Banner ads

generally, 5:4
effectiveness, 5:5

BBBOnline program, 4:67
Broadband ads, 5:12
Browse-wrap agreements, 8:6
Business sale,Exhibit to asset

purchase agreement
digital asset transfer checklist and

requirements, App 3-BBB
California Consumer Privacy Act,

compliance, App 4-BB
California Consumer Privacy Act of

2018, 4:50
Celebrity endorsement agreement,

App 5-M
Children

advertising, 5:40
privacy issues, 4:46

Clause for software-as-a-service
(SaaS)

license or subscription agreement
restrictions on use of artificial

intelligence (AI) product,
App 3-CCC

Click fraud, 5:13
Clickstream data, privacy issues,

4:13, 4:14
Cloud websites, 3:29

WEBSITES—Cont’d
Co-branded product, agreement to

market on both websites, App
5-K

Conflicts of laws, 8:11
Constructing websites

generally, 3:5
content drafting, 3:20
content selection, 3:1 et seq., 3:4
contracts, 3:18
contributions, 3:9 et seq.
design services, 3:19
internal staff creation, 3:6, 3:8
locating contractors, 3:17
needs determinations, 3:10
outside vendor creation, 3:7, 3:8,

3:16
relevant department contributions,

3:11
technical creation, 3:21
web hosting services, 3:22

Consulting agreement, corporate and
client

artificial intelligence services
provider (clickwrap form),
App 3-DDD

Consumer sales
generally, 3:30
see also Retail Sales (this index)

Content
accuracy confirmations, 3:13
attracting internet surfers, 3:28
backbone of website, 3:27, 3:28
drafting, 3:12, 3:20
editing, 3:13
fact checking, 3:13
planning, 3:4 et seq.
privacy issues, 3:50
selection, 3:1 et seq.

Contests, 5:9, 5:37 et seq.
Contract Law Online (this index)
Contracts for construction and main-

tenance
generally, 3:18
Outside vendor construction and

maintenance, below
Contributions

internal staff, 3:9 et seq.
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WEBSITES—Cont’d
Contributions—Cont’d

needs determinations, 3:10
Cookies, privacy issues, 4:8 et seq.
‘‘Cookies’’ policy for website, App

3-V
Copyright Alternative in Small-

Claims Enforcement Act
(C.A.S.E. Act), 3:87

Copyright issues
generally, 3:56-3:74
Copyright Alternative in Small-

Claims Enforcement Act
(C.A.S.E. Act), 3:87

defenses to infringement claims,
3:78

de minimis copying, 3:82
Digital Millennium Copyright Act

(DMCA), 3:77, 6:41 et seq.
emojii, 3:68
emoticons, 3:68
fair use, 3:80, 3:81
infringement, 3:75 et seq.
issues to watch when licensing or

purchasing, 3:74
license and release agreement,

App 3-FF
licensed rights, 3:70 et seq.
mobile smartphone app for online

video-based shopping
website, App 3-GG

obtaining rights, 3:65
proper use of copyrighted materi-

als, 3:67
purchased rights

generally, 3:69
issues to watch for, 3:74
recordation of transfers, App

3-H
transfer agreement, App 3-F

registration of online works, App
3-G

waivers of protections, 3:66
Cryptocurrency education

terms of service, App 3-ZZ
Customer relations, 3:36
Data license agreement, published

book, App 3-CC

WEBSITES—Cont’d
Data protection

software-as-a-service (SaaS)
license agreement, App 3-VV

Deceptive Trade Practices (this
index)

Defamation and privacy, 4:35
Design. Constructing websites, above
Design services, 3:19
Digital assets, ownership and prop-

erty rights, 3:26
Digital Millennium Copyright Act

(DMCA), 3:77, 6:41 et seq.
Disaster recovery, App 3-VV
Disclaimers. Notices and disclaimers,

below
Display ads

generally, 5:4
effectiveness, 5:5

Domain name escrow agreement for
sale,

purchase of assets of a Web-based
business, App 3-AAA

Domain registration
see also Domain Names (this

index)
outside vendor construction and

maintenance, 3:23
Editing, 3:13
E-mail advertising

generally, 5:8
see also Spam (this index)

Employee recruitment uses, 3:34
European Union (EU) privacy laws,

4:54
‘‘Export control’’ provision for

website terms and conditions,
App 3-W

Fact checking, 3:13
Fair notice, privacy issues, 4:44
False light privacy violations, 4:24
Federal regulation, privacy issues,

4:41 et seq.
Forms

affiliate marketing agreement, App
5-F

agent, designation to receive
notification of claimed copy-
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WEBSITES—Cont’d
Forms—Cont’d

right infringement, App 6-A1,
App 6-A2

cease and desist letter, false or
misleading product reviews,
App 6-F

confidentiality provision, App 3-B,
App 7-A

copyright transfer agreement, App
3-F

design and development services,
App 3-I

digital content license agreement,
App 6-C

disclaimer statement, App 3-D
DMCA-compliant copyright and

intellectual property policy
for website, App 6-B

e-commerce business selling
goods/products, App 3-L

‘‘export control’’ provision for
website terms and conditions,
App 3-W

generic form, terms and conditions
of use for website, App 3-K

hosting, storage and services
agreement, App 3-J

link disclaimer statement, App 3-C
noncompetition provision, App

3-B
nondisclosure provision, App 7-A
outside vendor construction and

maintenance, App 3-A, App
3-B

patent license agreement, App 7-E
privacy policy, App 3-E
sales representative agreement for

website affiliate program,
App 5-L

social media consulting service,
online consulting agreement,
App 5-O

terms and conditions of use for
website, App 3-K, App 3-L,
App 3-U

trademark and logo usage policy,
App 7-D

video streaming at conference or
public event via Periscope®

WEBSITES—Cont’d
Forms—Cont’d

mobile app, App 6-E
video streaming content producer,

agreement with website
owner, App 3-X

Framing
generally, 3:42 et seq.
see also Links and linking, below
courts and, 3:44
legal issues, 3:43
remedies, 3:44
safe harbors, 3:45

FTC regulation
advertising, 5:18, 5:19, 5:24 et

seq.
privacy issues, 4:45

generally, 4:43
avoiding FTC enforcement, 4:47
privacy policy, FTC compliant,

4:72
General Data Protection Regulation

(GDPR), 4:55, 4:60
Hosting services, 3:22
Illegal content issues, 3:51
Insurance, 3:53
Internal staff construction, 3:6, 3:8
Internal staff contributions

generally, 3:9 et seq.
accuracy confirmations, 3:13
drafting contents, 3:12
fact checking, 3:13
IS department participation, 3:14
IS department role, 3:15
needs planning, 3:10
relevant department contributions,

3:11
International regulation

European Union General Data
Protection Regulation,
disclaimer, App 4-AA

General Data Protection Regula-
tion (GDPR), 4:55

linking, 3:40
privacy issues, 4:53-4:61

Interstitial ads, 5:7
Investor information sites

generally, 3:31 et seq.
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WEBSITES—Cont’d
Investor information sites—Cont’d

dangers of providing information
online, 3:32

securities regulation, 3:33
IS department participation, 3:14
IS department role, 3:15
Jurisdictional implications

generally, 9:1 to 9:43
see also Jurisdiction (this index)

Keyword advertising, 5:11
Legal issues

framing, 3:43
linking, 3:38

Licensed copyright material, 3:70 et
seq.

License of celebritys name, image
likeness (NIL) to start-up corpora-

tion, App 3-EEE
Links and linking

generally, 3:37 et seq.
courts and, 3:41
deceptive trade practices, 7:12
deep linking, 3:39
disclaimer form, App 3-C, App

3-D
Framing, above
international treatment, 3:40
legal issues, 3:38
multiple websites, linking agree-

ment between, App 3-N
paid links, 5:10
remedies, 3:41
reprints and permissions policy for

content website, App 3-M
safe harbors, 3:45
slotting fees, 5:10
unfair competition law, 7:12

Lotteries, 5:38
Marketing agreement, social media

influencer, App 5-W
Marketing uses

generally, 5:1 to 5:62
see also Marketing (this index)

Misappropriations of name or like-
ness, 4:31

WEBSITES—Cont’d
Mobile smartphone application

(App), short-form license, App
3-BB

Music content website
terms of service, App 3-XX

Names
generally, 2:1 to 2:77
see also Domain Names (this

index)
Necessity of, 3:3
Needs determinations, 3:10
Notices and disclaimers

generally, 3:47 et seq.
‘‘Internet gambling’’ disclaimer for

social gaming website, App
11-D

privacy policy, 4:3, App 3-E
‘‘responsible gaming’’ disclaimer

for social gaming website,
App 11-E

terms and conditions of use, 3:48
validity, 3:49

Online
promotion agreement, App 5-V

Online advertising services
terms of use, App 3-YY

Online classified services
terms of use, App 3-YY

Online educational courses
terms and conditions, App 3-WW

Online promotion agreement, App
5-V

Online shopping website
affiliate agreement, App 5-S

Online shopping website, copyright
and permissions policy, App
6-D

Opt-out right, California Consumer
Privacy Act, App 4-CC

Outside vendor construction and
maintenance

generally, 3:7, 3:8, 3:16
advertising services, 3:24
confidentiality provision, App 3-B
content drafting, 3:20
contracts, 3:18
design services, 3:19
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WEBSITES—Cont’d
Outside vendor construction and

maintenance—Cont’d
forms, App 3-A, App 3-B
hosting services, 3:22
locating contractors, 3:17
noncompetition provision, App

3-B
registration, 3:23
selecting a contractor, 3:25
technical creation, 3:21
web hosting services, 3:22

Ownership and property rights in
digital assets, 3:26

Paid links, 5:10
Planning

generally, 3:4 et seq.
Constructing websites, above, 3:5
needs determinations, 3:10

Podcasts
terms and conditions, App 3-WW

Pop-up ads, 5:7
Portability, 3:54
Pricing models for online advertising,

5:13
Privacy issues

generally, 3:50, 4:1 to 4:79, 4:36
Alexa, 4:16
automatic data gathering, 4:11
California Consumer Privacy Act

of 2018, 4:50
Canada law, 4:61
case law, 4:29, 4:34
children, 4:46
clickstream data, 4:13, 4:14
communications privacy, 4:38
consumers’ expectations of

privacy, 4:5
content choices, 3:50
cookies, 4:8 et seq.
COPPA, App 5-B, App 5-C
COPPA-compliant privacy policy,

App 5-A
defamation and privacy, 4:35
digital personal assistants, 4:16
electronic communications

privacy, 4:39

WEBSITES—Cont’d
Privacy issues—Cont’d

European Union (EU) privacy
laws, 4:54

fair notice, 4:44
false light violations, 4:24
federal regulation, 4:37, 4:41 et

seq.
form, App 3-E
FTC regulation

generally, 4:43, 4:45
avoiding FTC enforcement, 4:47
privacy policy, FTC compliant,

4:72
General Data Protection Regula-

tion (GDPR), 4:55, 4:60
Google Assistant, 4:16
international regulation, 4:53-4:61
intrusions upon seclusion, 4:28,

4:29
misappropriations of name or like-

ness, 4:31
New York, 4:51
parental consent form for use with

COPPA privacy policy, App
5-D

policy notices, 4:3
public disclosure of private facts,

4:26
publicity rights, 4:33, 4:34
regulation, 4:40 et seq.
Self-regulation of privacy protec-

tions, below
Siri, 4:16
social gaming website privacy

policy, App 4-J
state regulation, 4:48, 4:49
technology-based information

disclosures, 4:7
tracking software, 4:12
trends in online privacy protections

generally, 4:4
state legislation, 4:49

uses of private information, 4:15
violations of online privacy rights,

4:2
voluntary provisions of informa-

tion, 4:6
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WEBSITES—Cont’d
Privacy policy, California Consumer

Privacy Act, App 4-DD
California residents, App 4-EE

Promotion agreement, online, App
5-V

Publicity rights, 4:33, 4:34
Public relations uses, 3:35
Purchased copyright material

generally, 3:69
issues to watch for, 3:74
recordation of transfers, App 3-H
transfer agreement, App 3-F

Purposes, 3:2
Recruitment uses, 3:34
Regulation

advertising and marketing, 5:14 et
seq.

privacy issues, 4:40 et seq.
Relevant department contributions,

3:11
Remedies

framing, 3:44
linking, 3:41

Removal of access to copyright
infringing material, 6:47

Retail sales
generally, 3:30
see also Retail Sales (this index)

Rich media ads, 5:12
Rules of conduct, social media

website, App 3-AA
Safe harbors, linking and framing,

3:45
Sales representative agreement for

website affiliate program, App
5-L

Search engine placement, 5:11
Selecting a construction and mainte-

nance contractor, 3:25
Self-regulation

advertising to children, 5:41, 5:42
privacy issues

generally, 4:62 et seq.
BBBOnline program, 4:67
drafting privacy policies, 4:69 et

seq.
industry specific policies, 4:63

WEBSITES—Cont’d
Self-regulation—Cont’d

privacy issues—Cont’d
sample privacy policies, App

3-E
seal programs, 4:65, 4:68
TRUSTe program, 4:66

Services offered, 3:29 et seq.
Shrinkwrap and clickwrap contracts,

3:52, 8:6
Slotting fees, 5:10
Social Gaming Websites (this index)
Social media content, use by

corporation’s website, App
3-EE

Social media influencer, marketing
agreement, App 5-W

Software-as-a-service (SaaS) license
agreement

data protection, App 3-VV
Software as a solution (SaaS)

websites, 3:29
Sponsorships of sites, 5:6
State privacy regulation, 4:48, 4:49
Streaming video content producer,

agreement with website owner,
App 3-X

Sweeps, FTC, 5:29
Sweepstakes, 5:9, 5:37 et seq.
System caching, copyright liability,

6:44
Systems security, App 3-VV
Taxation

generally, 10:1 to 10:36
see also Taxation (this index)

Technical capabilities, 3:46
Technical creation, 3:21
Telehealth

business associate agreement, App
4-GG

informed consent, App 3-SS
physician group agreement, App

4-FF
website, App 3-RR

Telemedicine, App 3-RR
business associate agreement, App

4-GG
informed consent, App 3-SS
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WEBSITES—Cont’d
Telemedicine, App 3-RR—Cont’d

physician group agreement, App
4-FF

Terms and conditions
online educational courses, App

3-WW
podcasts, App 3-WW
virtual workshops, App 3-WW

Terms and conditions for website
relationship counseling service,

online courses, virtual
workshops, podcasts

other online content, App
3-GGG

Terms and conditions of use, 3:48
Terms of service

Cryptocurrency education, App
3-ZZ

Cryptocurrency instructional
programs, App 3-ZZ

music content website, App 3-XX
Terms of service, ‘‘content only’’ site,

App 3-PP
Terms of service, professional

service/medical Advice, health-
related SaaS product, App
3-QQ

WEBSITES—Cont’d
Terms of service, Telehealth/

Telemedicine website, App
3-RR

Terms of use
online advertising services, App

3-YY
online classified services, App

3-YY
Third Party Liability For Internet

Content (this index)
Tracking software, 4:12
Trademark Law (this index)
Trade secret publication on websites,

7:32
Transitory communications, copy-

right liability, 6:43
TRUSTe program, 4:66
Unfair Competition Law (this

index)
User controlled information, copy-

right liability, 6:45
Validity of disclaimers, 3:49
‘‘Virtual currency’’ used in social

gaming website, terms and
conditions of use, App 3-Z

Virtual workshops
terms and conditions, App 3-WW

Web hosting services, 3:22
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