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ARIZONA—Cont’d
State privacy laws, 9:8 to 9:11
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Text, 9:9
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Privacy laws, 11:6
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Privacy laws, 10:4
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consent, 4:21
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notice, information practices, 3:18
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streaming services, 4:13
telephone calls, 4:6, 5:6

recording, 4:12
text messages, 4:5
video rentals, 4:13

Consent, types of communications
generally, 4:5 to 4:8
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2:11

Restrictions on information collected
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Comprehensive Privacy Law, 9:26
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Telephone solicitation, 9:27
Wiretapping, 9:29
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Privacy laws, 11:9
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COMBINING DATA
Notice, information practices, 3:22

COMPREHENSIVE PRIVACY LAW
Montana, 9:102

COMPREHENSIVE PRIVACY
LAWS

Nebraska, 9:106
Nevada, 9:109

CONNECTICUT
Comprehensive Privacy Law, 9:30
Telephone solicitation, 9:31
Wiretapping, 9:32

CONSENT
Generally, 4:1 to 4:21
Adware, 4:11
Artificial intelligence, 4:20
Behavioral advertising, 4:10
Biometrics, 4:15
Car dealerships, 4:21
Data brokers, 4:19
Drone use, 4:17
Email, 4:8
Faxes, 4:7
Financial incentives and loyalty

programs, 4:18
New use of information, 4:2
Parental Consent to Collect

Children8217s Information
Online (COPPA), 4:4

Profiling, 4:20
Rights, provision, 4:3
Sale of information, opt-out, 4:9
Sensitive information, 4:14
Streaming services, 4:13
Telephone calls, 4:6

recording, 4:12
Text messages, 4:5
Video rentals, 4:13

CONTESTS
Direct mail, 5:19

CONTROLLING THE ASSAULT
OF NON-SOLICITED
PORNOGRAPHY AND
MARKETING ACT
(CAN-SPAM)

Activity-specific privacy laws, 1:17
Generally, 8:3

COSTA RICA
Privacy laws, 11:10

CREDIT CARDS
Individual information collection, 2:3
Payments, activity-specific privacy

laws, 1:18

CREDIT REPORTING
Sharing data, 6:8

CROATIA
Privacy laws, 12:9

CYRPUS
Privacy laws, 12:10

CZECH REPUBLIC
Privacy laws, 12:11

DATA
De-identified data, 1:3

DATA BROKER
California, 9:23
Notice, information practices, 3:24

DATA BROKER LAW
Oregon, 9:144
Texas, 9:172

DATA BROKERS
Choice

consent, 4:19
Obligations, sharing, 6:3

DATA COMBINING
Notice, information practices, 3:22

DATA MANAGEMENT
Generally, 7:1 to 7:9
Automated decisions, 7:3
Ceasing use of information, 7:5
Program management, 7:8
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DATA MANAGEMENT—Cont’d
Record keeping, 7:6
Retention, 7:6
Sensitive information, 7:2

DATA RETENTION
Data management, 7:6

DATA SHARING
Generally, 6:1 to 6:13
Bankruptcy, 6:10
Broker obligations, 6:3
Children, 6:9
Credit reporting, 6:8
Cross-border transfers, 6:12
Financial institutions, 6:4
Health care providers, 6:5
Information, activity-specific privacy

laws, 1:19
Intercepting communications, 6:2
Legal landscape, 6:1
Notice, information practices, 3:11
Sharing vehicle information, 6:13
Streaming services, 6:7
Telecommunications, 6:6
Third party vendors, 6:11

DE-IDENTIFIED DATA
Data, 1:3

DELAWARE
Point of sale collection, 9:36
Telemarketing, 9:34
Wiretapping, 9:35

DELIVERY
Method of, notice, information prac-

tices, 3:2

DENMARK
Privacy laws, 12:12

DIGITAL COMMUNICATIONS
Activity-specific privacy laws, 1:17

DIRECT MAIL
Individuals, communication with

Generally, 5:17 to 5:19
contests, 5:19
mass marketing, 5:17

DIRECT MAIL—Cont’d
Individuals, communication with

—Cont’d
requirements, 5:18
sweepstakes, 5:19

DISTRICT OF COLUMBIA
Point of sale collection, 9:40
Telemarketing, 9:38
Telephone solicitation, 9:37
Wiretapping, 9:39

DO NOT CALL LIST
Individuals, communication with, 5:7

DOMINICAN REPUBLIC
Privacy laws, 11:11

DRONES
Consent, 4:17

EAVESDROPPING
Activity-specific privacy laws, 1:16

ELECTRONIC
COMMUNICATIONS
PRIVACY ACT (ECPA)

Eavesdropping, 1:16

EMAIL
Consent, 4:8
Individuals, communication with

Generally, 5:1 to 5:5
content restrictions, 5:4
multiple senders, 5:2
social media messages, 5:5
tell a friend services, 5:3

Notice, information practices, 3:5

ESTONIA
Privacy laws, 12:13

EUROPE
Privacy laws

Generally, 12:1 to 12:50
Austria, 12:3, 12:4
Belgium, 12:5
Bosnia and Herzegovina, 12:6
Bulgaria, 12:7, 12:8
Croatia, 12:9
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EUROPE—Cont’d
Privacy laws—Cont’d

Cyrpus, 12:10
Czech Republic, 12:11
Denmark, 12:12
Electronic Communications

Lithuania, 12:26
Estonia, 12:13
European Union, 12:1
European Union, Electronic Com-

munications, 12:2
Finland, 12:14
France, 12:15
Germany, 12:16
Greece, 12:17
Hungary, 12:18
Iceland, 12:19
Ireland, 12:20
Italy, 12:22
Jersey, 12:23
Latvia, 12:24
Lithuania, 12:25
Luxembourg, 12:27
Malta, 12:28
Moldova, 12:29
Monaco, 12:30
Netherlands, 12:31, 12:32
North Macedonia, 12:33
Norway, 12:34
Portugal, 12:35
Romania, 12:37, 12:38
Serbia, 12:39
Slovakia, 12:40, 12:41
Spain, 12:42, 12:43
Sweden, 12:44
Switzerland, 12:45
Turkey, 12:46, 12:47
Ukraine, 12:48
United Kingdom, 12:49, 12:50

Privacy laws, Electronic Com-
munications

Ireland, 12:21
Portugal, 12:36

EUROPEAN UNION
General Data Protection, 12:1, 12:2

FACIAL RECOGNITION
Activity-specific privacy laws, 1:14

FAIR AND ACCURATE CREDIT
TRANSACTIONS ACT

Credit cards, payments, activity-
specific privacy laws, 1:18

FAXES
Consent, 4:7
Notice, information practices, 3:8

FEDERAL TRADE COMMISSION
ACT (FTC)

Privacy laws, 8:5

FINANCIAL INCENTIVE
Notice, information practices, 3:19

FINANCIAL INCENTIVES
Choice

consent
loyalty programs, 4:18

FINANCIAL INSTITUTIONS
Data sharing, 6:4
Industry-specific privacy laws, 1:6
Notice, information practices, 3:13
Services companies, notice, informa-

tion practices, 3:13

FINANCIAL SERVICES
COMPANIES

Notice, information practices, 3:13

FINLAND
Privacy laws, 12:14

FLORIDA
Telemarketing, 9:43
Telephone solicitation, 9:41
Telephone Solicitation, 9:42
Wiretapping, 9:44

FRANCE
Privacy laws, 12:15

GEORGIA
Point of sale collection, 9:49
Spyware, 9:47
Telemarketing, 9:45
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GEORGIA—Cont’d
Telephone solicitation, 9:46
Wiretapping, 9:48

GERMANY
Privacy laws, 12:16

GHANA
Privacy laws, 10:5

GLOBAL POSITIONING SYSTEM
Consent, 4:16
Information, 2:6

GPS
Consent, 4:16
Information, 2:6

GRAMM-LEACH-BLILEY ACT
Privacy laws, 8:7

GREECE
Privacy laws, 12:17

GUAM
Spyware, 9:51
Telemarketing, 9:50

HAWAII
Telemarketing, 9:52
Wiretapping, 9:53

HEALTHCARE
Company

data sharing, 6:5
notice, information practices, 3:14

Industry-specific privacy laws, 1:7

HONDURAS
Privacy laws, 11:12

HONG KONG
Privacy laws, 13:7

HUNGARY
Privacy laws, 12:18

ICELAND
Privacy laws, 12:19

IDAHO
Telephone solicitation, 9:54
Wiretapping, 9:55

ILLINOIS
Biometrics, 9:58
Spyware, 9:59
Telemarketing, 9:57
Telephone solicitations, 9:56
Wiretapping, 9:60

INDIA
Spyware, 13:8

INDIANA
Spyware, 9:64
Telemarketing, 9:63
Telephone solicitation, 9:61
Telephone Solicitation, 9:62
Wiretapping, 9:65

INDIVIDUALS
Adware, 2:5
Automatic license plate reader laws,

2:7
Communication with

Generally, 5:1 to 5:19
direct mail

Generally, 5:17 to 5:19
contests, 5:19
mass marketing, 5:17
requirements, 5:18
sweepstakes, 5:19

email
Generally, 5:1 to 5:5
content restrictions, 5:4
multiple senders, 5:2
social media messages, 5:5
tell a friend services, 5:3

telephone calls
Generally, 5:6 to 5:13
abandoning calls, 5:12
choice, 5:6
content requirements, 5:11
do not call list, 5:7
notice, 5:6
record keeping, 5:8
registration requirements, 5:9
technology restrictions, 5:13
time-of-day limits, 5:10
training, 5:8
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INDIVIDUALS—Cont’d
Communication with—Cont’d

text messages
Generally, 5:14 to 5:16
children, 5:16
marketing texts, 5:14
time-of-day requirements, 5:15

Company restrictions, 2:1
Cookies, use, 2:4
Credit card transactions, 2:3
Data broker, 2:12
Direct mail

Generally, 5:17 to 5:19
contests, 5:19
mass marketing, 5:17
requirements, 5:18
sweepstakes, 5:19

Email
Generally, 5:1 to 5:5
content restrictions, 5:4
multiple senders, 5:2
social media messages, 5:5
tell a friend services, 5:3

GPS-based information, 2:6
Information collected through

financial incentives or loyalty
programs, 2:8

Laws to a specific type, 1:20
Limits on collecting sensitive infor-

mation, 2:10
Limits on processing information

with artificial intelligence tools,
2:11

Restrictions on information collected
from children, 2:9

Spyware, 2:5
Technology, use, 2:4
Telephone calls

Generally, 5:6 to 5:13
abandoning calls, 5:12
choice, 5:6
content requirements, 5:11
do not call list, 5:7
notice, 5:6
record keeping, 5:8
registration requirements, 5:9

INDIVIDUALS—Cont’d
Telephone calls—Cont’d

technology restrictions, 5:13
time-of-day limits, 5:10
training, 5:8

Text messages
Generally, 5:14 to 5:16
children, 5:16
marketing texts, 5:14
time-of-day requirements, 5:15

When companies are limited, 2:2

INDIVIDUALS SPECIFIC LAWS
Overview, 1:20

INDONESIA
Privacy laws, 13:9

INDUSTRY-SPECIFIC PRIVACY
LAWS

Generally, 1:5 to 1:11
Car dealerships and license plate

information, 1:11
Data brokers, 1:10
Overview of industry-specific privacy

laws, 1:5

INFORMATION
Sharing, activity-specific privacy

laws, 1:19

INFORMATION DISCLOSURES
California, 9:25

INTERCEPTED
COMMUNICATIONS

Sharing, data, 6:2

INTERNET
Activity-specific privacy laws, 1:13
Providing wifi, notice, information

practices, 3:9

INTERNET ACTIVITIES
Activity-specific privacy laws, 1:13

IOWA
Spyware, 9:68
Telephone solicitation, 9:67
Wiretapping, 9:69
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IRELAND
Privacy laws, 12:20, 12:21

ISRAEL
Privacy laws, 13:10

ITALY
Privacy laws, 12:22

JAPAN
Privacy laws, 13:11

JERSEY
Privacy laws, 12:23

KANSAS
Point of sale collection, 9:72
Telephone solicitation, 9:70
Wiretapping, 9:71

KENTUCKY
Telephone solicitation, 9:74
Telephone Solicitation, 9:74

KENYA
Privacy laws, 10:6

KYRGYZSTAN
Privacy laws, 13:12

LATVIA
Privacy laws, 12:24

LESOTHO
Privacy laws, 10:7

LICENSE PLATE INFORMATION
Industry-specific privacy laws, 1:11

LITHUANIA
Privacy laws, 12:25, 12:26

LOUISIANA
Spyware, 9:77
Telemarketing, 9:75
Telephone solicitations, 9:76
Telephone Solicitations, 9:76
Wiretapping, 9:78

LOYALTY PROGRAMS
Financial incentives

choice
consent, 4:18

LUXEMBOURG
Privacy laws, 12:27

MADAGASCAR
Privacy laws, 10:8

MAINE
Telemarketing, 9:80
Telephone solicitation, 9:79
Telephone Solicitation, 9:79
Wiretapping, 9:81

MALAYSIA
Privacy laws, 13:13

MALTA
Privacy laws, 12:28

MANAGEMENT
Data

Generally, 7:1 to 7:9
automated decisions, 7:3
ceasing use of information, 7:5
program management, 7:8
record keeping, 7:7
retention, 7:6
sensitive information, 7:2
training, 7:9

MARKETING
Activity-specific privacy laws, 1:17

MARYLAND
Point of sale collection, 9:85
Telephone solicitation, 9:82
Telephone Solicitation, 9:83
Wiretapping, 9:84

MASSACHUSETTS
Point of sale collection, 9:89
Telemarketing, 9:87
Telephone solicitation, 9:86
Wiretapping, 9:88

MEXICO
Privacy laws, 11:13

MICHIGAN
Children’s privacy, 9:91
Telemarketing, 9:90
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MICHIGAN—Cont’d
Wiretapping, 9:92

MINNESOTA
Point of sale, 9:96
Telephone solicitation, 9:93
Telephone Solicitation, 9:94
Wiretapping, 9:95

MINORS
Data sharing, 6:9
Notice, information practices, 3:20
Text messages, 5:16

MISSISSIPPI
Telemarketing, 9:97
Telephone solicitation, 9:98
Wiretapping, 9:99

MISSOURI
Telemarketing, 9:100
Wiretapping, 9:101

MOLDOVA
Privacy laws, 12:29

MONACO
Privacy laws, 12:30

MONTANA
Telemarketing, 9:104
Telephone solicitation, 9:103
Wiretapping, 9:105

MOROCCO
Privacy laws, 10:9

NEBRASKA
Telemarketing, 9:107
Wiretapping, 9:108

NETHERLANDS
Privacy laws, 12:31

Electronic Communications, 12:32

NEVADA
Point of sale collection, 9:111
Telephone solicitation, 9:109
Wiretapping, 9:110

NEW HAMPSHIRE
Spyware, 9:114

NEW HAMPSHIRE—Cont’d
Telephone solicitation, 9:113
Wiretapping, 9:115

NEW JERSEY
Point of sale collection, 9:119
Telemarketing, 9:117
Wiretapping, 9:118

NEW MEXICO
Telemarketing, 9:120
Telephone solicitation, 9:121
Wiretapping, 9:122

NEW YORK
Point of sale collection, 9:126
Telemarketing, 9:123
Telephone solicitations, 9:124
Wiretapping, 9:125

NEW ZEALAND
Privacy laws

Electronic Communications, 13:14

NIGERIA
Privacy laws, 10:10

NORTH CAROLINA
Telemarketing, 9:127
Telephone solicitations, 9:128
Wiretapping, 9:129

NORTH DAKOTA
Telemarketing, 9:130
Wiretapping, 9:131

NORTH MACEDONIA
Privacy laws, 12:33

NORWAY
Privacy laws, 12:34

NOTICE
Broadband companies, information

practices, 3:10
Calls, making information practices,

3:7
Change to existing information prac-

tices, 3:21
Content, information practices, 3:4
Emails, information practices, 3:5
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NOTICE—Cont’d
Faxes, information practices, 3:8
Health care companies, information

practices, 3:14
Information practices

Generally, 3:1 to 3:25
biometrics, 3:7
broadband companies, 3:10
change to existing practices, 3:21
children, information from, 3:20
combining data, 3:22
content, 3:4
emails, 3:5
faxes, 3:8
financial incentive, 3:19
financial services companies, 3:13
health care companies, 3:14
method of delivery, 3:2
operating chatbot or interactive

service powered by AI, 3:18
phone companies, 3:10
privacy policies, 3:4
requirements, 3:1
selling information, 3:15
sharing information, 3:11
streaming services, 3:12
text messages, 3:6
timing, 3:3
tracking, passive, 3:16
video rentals, 3:12
wifi, providing, 3:9

Privacy policies, information prac-
tices, 3:4

Requirements, information practices,
3:1

Selling information, information
practices, 3:15

Sharing information, information
practices, 3:11

Streaming services, information prac-
tices, 3:12

Telephone calls, individuals, 5:6
Text messages, information practices,

3:6
Timing, information practices, 3:3

NOTICE—Cont’d
Video rentals, information practices,

3:12
Wifi, providing, information prac-

tices, 3:9

NOTICE, INFORMATION
PRACTICES

Car dealerships and automated
license plate readers, 3:25

Combining data, 3:22
Data broker, 3:24
Engaging in profiling or using

artificial intelligence, 3:23
Tracking, passive, 3:16

OHIO
Point of sale collection, 9:134
Telemarketing, 9:132
Wiretapping, 9:133

OKLAHOMA
Telemarketing, 9:135
Telephone solicitation, 9:137
Wiretapping, 9:138

ONLINE ACTIVITIES
Activity-specific privacy laws, 1:13

ONLINE PRIVACY
California, 9:24

OPT-OUTS
Generally, 4:1 to 4:21
Adware, 4:11
Artificial intelligence, 4:20
Behavioral advertising, 4:10
Biometrics, 4:15
Car dealerships, 4:21
Data brokers, 4:19
Drone use, 4:17
Email, 4:8
Faxes, 4:7
Financial incentives and loyalty

programs, 4:18
New use of information, 4:2
Parental Consent to Collect

Children8217s Information
Online (COPPA), 4:4
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OPT-OUTS—Cont’d
Profiling, 4:20
Rights, provision, 4:3
Sale of information, opt-out, 4:9
Sensitive information, 4:14
Streaming services, 4:13
Telephone calls, 4:6

recording, 4:12
Text messages, 4:5
Video rentals, 4:13

OREGON
Data Broker Law, 9:144
Point of sale, 9:143
Telemarketing, 9:140
Telephone solicitation, 9:141
Wiretapping, 9:142

PANAMA
Privacy laws, 11:14

PARENTAL CONSENT TO
COLLECT CHILDREN8217S
INFORMATION ONLINE
(COPPA)

Consent, 4:4

PASSIVE TRACKING
Notice, information practices, 3:16

PAYMENTS
Credit cards, activity-specific privacy

laws, 1:18

PENNSYLVANIA
Point of sale collection, 9:148
Spyware, 9:146
Telemarketing, 9:145
Wiretapping, 9:147

PERU
Privacy laws, 11:15

PHILIPPINES
Privacy laws, 13:15

PHONE CALLS
Individuals, communication with

Generally, 5:6 to 5:13

POINT OF SALE
Collection

California, 9:22
Delaware, 9:36
District of Columbia, 9:40
Georgia, 9:49
Maryland, 9:85
Massachusetts, 9:89
Minnesota, 9:96
Nevada, 9:111
New Jersey, 9:119
New York, 9:126
Ohio, 9:134
Oregon, 9:143
Pennsylvania, 9:148
Rhode Island, 9:155
Texas, 9:171

PORTUGAL
Privacy laws, 12:35, 12:36

PRIVACY LAWS
Generally, 1:1 to 1:5
General privacy laws, 1:4

State laws, 1:5
Middle east, Asia and the Pacific

generally, 13:1 to 13:22
Navigating complex world of privacy

laws, 1:1
Scope

Definitions of personal information
under laws, 1:2

United Kingdom, 12:49, 12:50
Electronic Communications, 12:50

PRIVACY POLICIES
Notice, information practices, 3:4

PROFILING
Choice

consent, 4:20

PROGRAM MANAGEMENT
Training, 7:8

PUERTO RICO
Spyware, 9:150
Telemarketing, 9:149
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RECORD KEEPING
Data management, 7:7
Individuals, communication with, 5:8

RECORDING
Telephone calls, consent, 4:12

REGISTRATION
Requirements, individuals, telephone

calls, 5:9

RENTALS
Video, notice, information practices,

3:12

RETENTION
Data management, 7:6

RHODE ISLAND
Point of sale, 9:155
Spyware, 9:153
Telephone solicitation, 9:152
Wiretapping, 9:154

ROMANIA
Privacy laws, 12:37

Electronic Communications, 12:38

SALES
Information, notice, information

practices, 3:15

SENSITIVE INFORMATION
Activity specific laws, 1:15
Management data, 7:2

SERBIA
Privacy laws, 12:39

SHARING
Data

Generally, 6:1 to 6:13
bankruptcy, 6:10
broker obligations, 6:3
children, 6:9
credit reporting, 6:8
cross-border transfers, 6:12
financial institutions, 6:4
health care providers, 6:5
intercepting communications, 6:2
legal landscape, 6:1

SHARING—Cont’d
Data—Cont’d

Sharing vehicle information, 6:13
streaming services, online, 6:7
telecommunications, 6:6
third party vendors, 6:11

Information, activity-specific privacy
laws, 1:19

Notice, information practices, 3:11

SINGAPORE
Privacy laws, 13:16

Electronic Communications, 13:17

SLOVAKIA
Privacy laws, 12:40

Electronic Communications, 12:41

SOCIAL MEDIA
Messages, individuals, communica-

tion with, 5:5

SOUTH AFRICA
Privacy laws, 10:11
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