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Vendors, obligation to give notice to
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ATTORNEY-CLIENT PRIVILEGE
Investigations, this index
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CABARETS CALIFORNIA—Cont’d

New York, licensed entities, deciding
whether to notify, 2:8
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8:4
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7:11
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compliance with HIPAA, 2:42
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2:45
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2:43
general breach laws, 2:25
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health care service providers, 2:13
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Vendors, obligation to give notice to
data owner, 6:43

CALL CENTERS

Investigations, working with breach
vendors, 3:18

CANADA

Breach notice provision, 1:2
Compromised information
general breach laws, 2:25
health care laws, 2:26
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
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CANADA—Cont’d
Credit card numbers, triggering infor-
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Government entities, notice to
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contents of notice, 6:27
health care companies, 6:23
timing of notice by health care
entities, 6:31
Health care companies
notice to government entities, 6:23
Health care laws, compromised infor-
mation, 2:26
Individuals, notice to
timing of notice, 6:5
written notice, 6:12

Investigation, duty of vendor to coop-
erate with data owner, 3:13

Law enforcement, consulting with,
compromised information, 2:36

Likelihood of harm, compromised
information, 2:35

Notification laws

breach notice provision, 1:2
Regulator inquiries, 7:3
Triggering information

generally, 2:20

credit card numbers, 2:16

CASINOS

Compromised information, suspi-
cious activity, 2:33

CATERING ESTABLISHMENTS

New York, licensed entities, deciding
whether to notify, 2:8

CLASS ACTIONS

Post-notice inquiries, customer
inquiries, 1:3, 7:11

COLOMBIA
Breach notice provision, 1:2
Government entities, notice to, 6:20
Regulator inquiries, 7:3
Triggering information, 2:20
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Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:41
compliance with primary regulator,
2:38
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial regulations, compliance
with, 2:41
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
duty of vendor to cooperate with
data owner, 3:13, 3:14
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
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Likelihood of harm, compromised
information, 2:35

Maintenance of information,
importance of, 2:21

Penalties for violations, 8:1, 8:2

Primary regulator, compliance with,
2:38

Social Security numbers, 2:12

Substitute notice to individuals, 6:16,
6:17

Telephone notice to individuals, 6:14

Triggering information, government
and other identification
numbers, 2:11

Triggering information, Social Secu-
rity numbers, 2:12
Vendors
obligation to give notice to data
owner, 6:43
timing of notice, 6:47

COMMERCIAL GENERAL
LIABILITY INSURANCE

Generally, 4:2

COMPROMISE OF
INFORMATION

Decision Whether to Notify, this
index

COMPUTER FRAUD AND ABUSE
ACT

Compromised information, authoriza-
tion defined, 2:28

CONNECTICUT
Compromised information

generally, 2:30

compliance with financial regula-
tions, 2:40, 2:41

exception based on internal policy,
2:43

general breach laws, 2:25

good faith exception, 2:46

law enforcement, consulting with,
2:36

likelihood of harm, 2:35
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CONNECTICUT—Cont’d
Cooperation with law enforcement,
investigations, 3:8, 3:10
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13
Financial account information, 2:17
Financial regulations, compliance
with, 2:40, 2:41
Financial service providers
generally, 2:4
notice to government entities, 6:22
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
financial service providers, 6:22
method of notice, 6:32

thresholds before notifying
authorities, 6:21

Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:8,3:10
requirement, 3:2

Law enforcement, consulting with,
compromised information, 2:36

Likelihood of harm, compromised
information, 2:35

Maintenance of information,
importance of, 2:21

Penalties for violations, 8:1
Regulator inquiries
generally, 7:3
Safe harbors, 8:3
Social Security numbers, 2:12
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Substitute notice to individuals, 6:16,
6:17

Telephone notice to individuals, 6:14

Triggering information, 2:11, 2:12,
2:17

Vendors

direct notice to individuals, 6:46

obligation to give notice to data
owner, 6:43

CONTRACTS
Provision of notice, contractual
notice obligations, 6:40 to 6:42

COOPERATION WITH LAW
ENFORCEMENT

Investigations, this index

CREDIT CARDS

Decision Whether to Notify, this
index

CREDIT MONITORING

Investigations, working with breach
vendors, 3:19

CREDIT REPORTING AGENCIES
Provision of Notice, this index

CROATIA
Breach notice provision, 1:2

Compromised information, general
breach laws, 2:25
Credit card numbers, triggering infor-
mation, 2:16
Electronic communications
companies, notice to govern-
ment entities, 6:25
Government entities, notice to
generally, 6:20
contents of notice, 6:27
electronic communications
companies, 6:25
Individuals, contents of notice to, 6:6
Notification laws
breach notice provision, 1:2
Regulator inquiries, 7:3
Telecommunications companies, 2:7

CROATIA—Cont’d
Triggering information
generally, 2:20
credit card numbers, 2:16

CUSTOMER INQUIRIES
Post-Notice Inquiries, this index

CYBER RISK INSURANCE
Generally, 4:4

CYPRUS
Breach notice provision, 1:2
Credit card numbers, triggering infor-
mation, 2:16
Telecommunications companies, 2:7
Triggering information
generally, 2:20
credit card numbers, 2:16

CZECH REPUBLIC
Breach notice provision, 1:2
Individuals, contents of notice, 6:6
Telecommunications companies, 2:7

DATA PROTECTION
REQUIREMENTS
Failure to comply, allegations, 7:4
Post-notice inquiries, regulator
inquiries, 7:4
DECEPTIVE PRACTICES
Notice when not required, 1:3, 5:2

DECISION WHETHER TO
NOTIFY
Generally, 2:1 to 2:46

Access and/or acquisition, compro-
mise of information, 2:25
Authorization, defined, 2:28
Breach, defined, 2:23
Broker dealers, 2:5
Compromise of information, 2:30 to
2:32
generally, 2:23 to 2:33
access and/or acquisition, 2:25
authorization, defined, 2:28
breach, defined, 2:23
financial services laws, 2:27
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NOTIFY—Cont’d
Compromise of information, 2:30 to
2:32—Cont’d
Gramm-Leach-Bliley Act, risk
analysis under, 2:32
health care laws, 2:26
HIPAA, risk analysis under, 2:31

suspicious activity, steps to take
when there is, 2:33
unauthorized access or acquisition,
generally, 2:24 to 2:29
vendors and authorization, 2:29
Credit cards

regulation of companies that
accept credit or debit cards,
2:6

triggering information, 2:16, App
A

Debit cards, regulation of companies
that accept, 2:6
Email addresses, triggering informa-
tion, 2:19
Encrypted information, 2:45
Exceptions
generally, 2:34 to 2:46
encrypted information, 2:45

financial regulations, compliance
with, 2:39 to 2:41

financial services and ability to
limit scope of notice, 5:9

good faith, 2:46

Gramm-Leach-Bliley Act, compli-
ance with, 2:40, 2:41

harm and consulting with law
enforcement, 2:36

HIPAA, compliance with, 2:42

internal policy, 2:40, 2:43

law enforcement, consulting with,
2:36

likelihood of harm, 2:35

other laws, requirement to follow,
2:37 to 2:42

physical information, 2:44

primary regulator, compliance
with, 2:38
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DECISION WHETHER TO

NOTIFY—Cont’d
Financial account information, trig-
gering information, 2:17
Financial regulations, compliance
with, 2:39 to 2:41
Financial service regulators, 2:4, App
A
Financial services
ability to limit scope of notice, 5:9
compromise of information, 2:27
regulation of providers, 2:4
triggering information, 2:15
General organizations, 2:2
Good faith, 2:46
Governing laws, 2:1
Government and other identification
numbers, triggering information,
2:11
Gramm-Leach-Bliley Act
compliance, 2:40, 2:41
risk analysis, 2:32
Health and biometric information
triggering information, 2:14
Health care laws, compromise of
information, 2:26
Health care providers
regulation, 2:3
triggering information, 2:13
Health information
triggering information, 2:13, App
A

HIPAA
compliance, 2:42
risk analysis, 2:31
Insurers, 2:4
Internal policy, exceptions, 2:40,
2:43
Law enforcement, consulting with,
2:36
Law enforcement, consulting with,
exceptions, 2:36
Likelihood of harm, exceptions, 2:35
Maintenance of information,
importance of, 2:21
Miscellaneous industries, 2:8
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DECISION WHETHER TO
NOTIFY—Cont’d
Mortgage lenders, 2:5
“Other”” government ID, triggering
information, 2:10
Other laws, requirement to follow,
2:37 to 2:42
Ownership of breach, 2:22
Passwords, triggering information,
2:19
PHR related entity, defined, 2:3
Physical information, exceptions,
2:44
Primary regulator, compliance with,
2:38
Real estate brokers, 2:5
Social Security numbers, triggering
information, 2:12
Suspicious activity, steps to take
when there is, 2:33
Telecommunication companies, 2:7,
2:18
Triggering information
generally, 2:10 to 2:19
credit card numbers, 2:16, App A
date of birth, 2:10
email addresses, 2:19
financial account information, 2:17
financial service providers, 2:15
government and other identifica-
tion numbers, 2:11
health and biometric information,
2:14
health care service providers, 2:13
health information, 2:13, App A
information that was impacted,
2:10
medical information, 2:10
name and government ID, 2:10
“other” government ID, 2:10
other information, 2:20
parent’s maiden name, 2:10
passwords, 2:19
provision of notice, 1:5
Social Security numbers, 2:12
SSN as triggering, 2:10, 2:12

DECISION WHETHER TO

NOTIFY—Cont’d
Triggering information—Cont’d
telecommunication companies,
2:18
usernames/email addresses, 2:19
usernames/email addresses and
passwords, 2:19
Unauthorized access or acquisition,
generally, 2:24 to 2:29
U.S. public companies, required to
address SEC disclosures, 2:9
Usernames and passwords, breach,
2:22
Usernames/email addresses, trigger-
ing information, 2:19
Usernames/email addresses and
passwords, triggering informa-
tion, 2:19
Vendor of personal health records,
defined, 2:3
Vendors and authorization, 2:29

DELAWARE

Compliance with primary regulator,
2:38
Compromised information
generally, 2:30
compliance with primary regulator,
2:38
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13

Encrypted information, compromised
information, 2:45

Financial account information, 2:17
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Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations

cooperation with law enforcement,
3:7 to 3:12

duty of vendor to cooperate with
data owner, 3:13, 3:14
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36

Likelihood of harm, compromised
information, 2:35

Maintenance of information,
importance of, 2:21

Penalties for violations, 8:1, 8:2

Primary regulator, compliance with,
2:38

Social Security numbers, 2:12

Substitute notice to individuals, 6:16,
6:17

Telephone notice to individuals, 6:14

Triggering information, 2:11, 2:12,
2:17

Vendors

obligation to give notice to data
owner, 6:43
timing of notice, 6:47

DELAY
Investigations, this index

DENMARK
Breach notice provision, 1:2
Government entities, notice by
electronic communications
companies to, 6:25

Telecommunications companies, 2:7
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DIRECTORS AND OFFICERS
INSURANCE

Generally, 4:3

DISABLED PRODUCTS

New York, licensed entities, deciding
whether to notify, 2:8

DISTRICT OF COLUMBIA
Compliance with financial regula-
tions, 2:41
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:41
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, 6:13
Financial account information, trig-
gering information, 2:17
Financial regulations, compliance
with, 2:41
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, triggering information,
2:11
Individuals, notice to

commencement of tolling of time
for notice, 6:4

contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17

Internal policy, compromised infor-
mation, 2:43
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DISTRICT OF COLUMBIA
—Cont’d
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Maintenance of information,
importance of, 2:21
Mandatory vs. optional delay, law
enforcement investigations, 3:9
Penalties for violations, 8:1, 8:2
Social Security numbers, triggering
information, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11

Social Security numbers, 2:12

ELECTRONIC STORES

New York, licensed entities, deciding
whether to notify, 2:8

E-MAIL
Breaches, provision of notice, 6:7
Notifying people by, 6:12
Provision of notice to government
entities, 6:25
Provision of notice to individuals,
6:13
Triggering information, 2:19
EMPLOYEE BENEFIT PLANS
Wisconsin, 2:8
ENCRYPTED INFORMATION
Decision whether to notify, 2:45

ENGAGEMENT LETTER
Investigations, attorney-client privi-
lege, 3:21
ESTONIA
Breach notice provision, 1:2

Government entities, notice by
electronic communications
companies to, 6:25

ESTONIA—Cont’d
Telecommunications companies, 2:7

EUROPEAN UNION
Compromised information
general breach laws, 2:25
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Government entities, notice to
contents of notice, 6:27
electronic communications
companies, 6:25
Telecommunications companies, 2:7

EXPOSURES
Provision of notice, identification of
exposures, 1:5

FACSIMILE
Individuals, notice to, 6:15

FAMILY EDUCATIONAL RIGHTS
AND PRIVACY ACT

Triggering information, health care
service providers, 2:13

FANNIE MAE
Provision of notice, 6:41

FEDERAL COMMUNICATIONS
COMMISSION

Law enforcement, US telecoms
required to notify, 3:12

Recordkeeping requirements of US
telecoms, 6:39

FINANCIAL ACCOUNT
INFORMATION

Decision whether to notify, triggering
information, 2:17
FINANCIAL REGULATIONS
Decision whether to notify, compli-
ance, 2:39 to 2:41, App A
FINANCIAL SERVICES

Compromised information, suspi-
cious activity, 2:33
Data protection requirements, 5:7
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Decision Whether to Notify, this
index

Government entities, provision of
notice to, 6:22, 6:30

Limiting scope of notice, 5:9

FINLAND

Breach notice provision, 1:2
Government entities, notice to
contents of notice, 6:27
electronic communications
companies, 6:25
Individuals, contents of notice to, 6:6
Telecommunications companies, 2:7

FLORIDA

Compromised information

generally, 2:30

authorization defined, 2:28

compliance with primary regulator,
2:38

encrypted information exception,
2:45

exception based on internal policy,
2:43

general breach laws, 2:25

good faith exception, 2:46

law enforcement, consulting with,
2:36

likelihood of harm, 2:35

Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
E-mail notice to individuals, 6:13

Encrypted information, compromised
information, 2:45

Financial account information, 2:17

Good faith, compromised informa-
tion, 2:46

Government and other identification
numbers, 2:11
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FLORIDA—Cont’d

Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
method of notice, 6:32

thresholds before notifying
authorities, 6:21

timing of notice, 6:29
Individuals, notice to

commencement of tolling of time
for notice, 6:4

contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
timing of notice, 6:5
Internal policy, compromised infor-
mation, 2:43
Investigations

cooperation with law enforcement,
3:7 to 3:12

requirement, 3:2

Law enforcement, consulting with,
compromised information, 2:36

Likelihood of harm, compromised
information, 2:35

Maintenance of information,
importance of, 2:21

Payment responsibilities, vendors,
6:49

Penalties for violations, 8:1, 8:2

Primary regulator, compliance with,
2:38

Social Security numbers, 2:12

Substitute notice to individuals, 6:16,
6:17

Triggering information, 2:11, 2:12,
2:17,2:19

Usernames/email addresses and
passwords, triggering informa-
tion, 2:19

Vendors, obligation to give notice to
data owner, 6:43

FRANCE

Breach notice provision, 1:2
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FRANCE—Cont’d
Compromised information
encrypted information exception,
2:45
general breach laws, 2:25
Encrypted information, compromised
information, 2:45
Government entities, notice by
electronic communications
companies to, 6:25
Telecommunications companies, 2:7
Triggering information, 2:20

FREDDIE MAC
Provision of notice, 6:41

FUTURES COMPANIES

Compromised information, suspi-
cious activity, 2:33

GARAGES AND PARKING LOTS

New York, licensed entities, deciding
whether to notify, 2:8

GEORGIA
Compromised information
generally, 2:30
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
Cooperation with law enforcement,
investigations, 3:10
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
Electronic communications and
telecommunications regulator
notice, 6:25
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, trig-
gering information, 2:17

GEORGIA—Cont’d

Good faith, compromised informa-
tion, 2:46
Government entities, notice to, 6:25
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
law enforcement, generally, 3:9,
3:10
requirement, 3:2
Other triggering information, 2:20
Substitute notice to individuals, 6:16,
6:17
Telecommunications companies, 2:7
Telephone notice to individuals, 6:14
Triggering information
generally, 2:20
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
usernames/email addresses and
passwords, 2:19
Usernames/email addresses and
passwords, triggering informa-
tion, 2:19
Vendors, obligation to give notice to
data owner, 6:43

GERMANY

Breach notice provision, 1:2

Compromised information, general
breach laws, 2:25

Credit card numbers, triggering infor-
mation, 2:16
Investigation, law enforcement, 3:9
Triggering information
generally, 2:20
credit card numbers, 2:16

Index-13



GIFT ANNUITIES
‘Wisconsin, 2:8

GOOD FAITH
Decision whether to notify, 2:46
Exceptions by state, 5:9

GOVERNING LAW
Decision whether to notify, 2:1

GOVERNMENT AND OTHER
IDENTIFICATION NUMBERS
Decision whether to notify, triggering
information, 2:11, App A

GOVERNMENT ENTITIES
Provision of Notice, this index

GRAMM-LEACH-BLILEY ACT
Compromised information, exception
if required to follow, 2:37
Decision Whether to Notify, this
index
E-mail notice to individuals, 6:13
Government entities, timing of notice
to, 6:29
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
telephone notice, 6:14
written notice, 6:12
Telephone notice to individuals, 6:14

GREECE
Breach notice provision, 1:2
Government entities, contents of
notice to, 6:27
Individuals, contents of notice, 6:6
Telecommunications companies, 2:7

GUAM
Compromised information

generally, 2:30

compliance with primary regulator,
2:38

encrypted information exception,
2:45

exception based on internal policy,
2:43

good faith exception, 2:46

Index-14
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GUAM—Cont’d
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13

Encrypted information, compromised
information, 2:45

Financial account information, 2:17

Financial regulations, compliance
with, 2:41

Good faith, compromised informa-
tion, 2:46

Government and other identification
numbers, 2:11

Individuals, notice to

commencement of tolling of time
for notice, 6:4

contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14

Internal policy, compromised infor-
mation, 2:43

Investigations

cooperation with law enforcement,
3:7 to 3:12

requirement, 3:2
Maintenance of information,
importance of, 2:21

Mandatory vs. optional delay, law
enforcement investigations, 3:9

Penalties for violations, 8:1, 8:2

Primary regulator, compliance with,
2:38

Social Security numbers, 2:12

Substitute notice to individuals, 6:16,
6:17

Telephone notice to individuals, 6:14

Triggering information, 2:11, 2:12,
2:17

Vendors, obligation to give notice to
data owner, 6:43

HARBOR
Penalties for violations, 8:3



INDEX

HAWAII

Civil causes of action for violations,
8:4
Compromised information
compliance with financial regula-
tions, 2:41
compliance with HIPAA, 2:42
encrypted information exception,
2:45
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
physical information exception,
2:44
Cooperation with law enforcement,
investigations, 3:7 to 3:12

Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
E-mail notice to individuals, 6:13

Encrypted information, compromised
information, 2:45

Financial account information, trig-
gering information, 2:17
Financial regulations, compliance
with, 2:41
Good faith, compromised informa-
tion, 2:46
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
threshold before notifying authori-
ties, 6:21
HIPAA, compliance with, 2:42
Individuals, notice to

commencement of tolling of time
for notice, 6:4

contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14

HAWAII—Cont’d
Investigation, cooperation with law
enforcement, 3:7 to 3:12
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Mandatory vs. optional delay, law
enforcement investigations, 3:9
Penalties for violations, 8:1
Physical information, compromised
information, 2:44
Regulator inquiries, 7:3
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

HEALTH CARE LAWS

Decision whether to notify, compro-
mise of information, 2:26

HEALTH CARE PROVIDERS
Data protection requirements, 5:6
Decision Whether to Notify, this

index

Government entities, provision of
notice to, 6:23, 6:31

HEALTH INFORMATION
Decision Whether to Notify, this
index

HEALTH INFORMATION
TECHNOLOGY FOR
ECONOMIC AND CLINICAL
HEALTH ACT (HITECH)

Compromise of security, risk analy-
sis, 2:31
Health care providers, 2:3

Index-15



HEALTH INFORMATION
TECHNOLOGY FOR
ECONOMIC AND CLINICAL
HEALTH ACT (HITECH)
—Cont’d

Notification laws, generally, 2:3,
2:31, 2:42

HIPAA
Compromised information, exception
if required to follow, 2:37

Decision Whether to Notify, this
index

E-mail notice to individuals, 6:13
Government entities, notice to
generally, 6:19
contents of notice, 6:27
Health Information Technology for
Economic and Clinical Health
Act (HITECH), this index
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
written notice, 6:12
Industry-Specific Penalties, 8:5
Provision of notice to data owner by
vendor, 6:45
Regulator inquiries, 7:3
Vendors, timing of notice by, 6:47

HOME IMPROVEMENT
BUSINESSES

New York, licensed entities, deciding
whether to notify, 2:8

HONG KONG
Breach notice provision, 1:2
Compromised information
general breach laws, 2:25
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Law enforcement, consulting with,
compromised information, 2:36

Likelihood of harm, compromised
information, 2:35

Triggering information, 2:20

Index-16
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HUNGARY

Breach notice provision, 1:2
Individuals, contents of notice, 6:6
Telecommunications companies, 2:7

IDAHO

Compromised information
generally, 2:30
compliance with primary regulator,
2:38
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations

cooperation with law enforcement,
3:7 to 3:12
duty of vendor to cooperate with
data owner, 3:13, 3:14
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36



INDEX

IDAHO—Cont’d
Likelihood of harm, compromised
information, 2:35

Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Primary regulator, compliance with,
2:38
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors

obligation to give notice to data
owner, 6:43

timing of notice, 6:47

IDENTITY THEFT SERVICES

Investigations, working with breach
vendors, 3:19

ILLINOIS
Compromised information
generally, 2:30
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, trig-
gering information, 2:17
Good faith, compromised informa-
tion, 2:46

ILLINOIS—Cont’d
Individuals, notice to
commencement of tolling of time
for notice, 6:4
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
duty of vendor to cooperate with
data owner, 3:13
Maintenance of information,
importance of, 2:21
Online accounts, provision of notice
to individuals, 6:7
Penalties for violations, 8:1
Substitute notice to individuals, 6:16,
6:17
Triggering information
credit card numbers, 2:16
financial account information, 2:17
Vendors

obligation to give notice to data
owner, 6:43
timing of notice, 6:47

INDIANA
Compromised information

compliance with financial regula-
tions, 2:41

compliance with HIPAA, 2:42

encrypted information exception,
2:45

exception based on internal policy,
2:43

general breach laws, 2:25

good faith exception, 2:46

Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, 6:13

Index-17



INDIANA—Cont’d

Encrypted information, compromised
information, 2:45
Financial regulations, compliance
with, 2:41
Good faith, compromised informa-
tion, 2:46
Government entities, notice to
generally, 6:19, 6:20
method of notice, 6:32
thresholds before notifying
authorities, 6:21
HIPAA, compliance with, 2:42
Individuals, notice to
generally, 6:14
alternate methods of notification,
6:15
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
other methods of notification, 6:15
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Regulator inquiries
generally, 7:3
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12

INDIVIDUALS, NOTICE TO
Provision of Notice, this index
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INDONESIA
Breach notice provision, 1:2

INSURANCE

Generally, 4:1 to 4:4

Commercial general liability insur-
ance, 4:2

Compromised information, suspi-
cious activity, 2:33

Cyber risk insurance, 4:1, 4:4

Decision whether to notify, 2:4

Directors and officers insurance, 4:3

Provision of notice, 1:5

INTERAGENCY GUIDELINES
ESTABLISHING
INFORMATION SECURITY
STANDARDS

Financial service providers, 2:4

INTERNAL POLICY
Decision whether to notify, excep-
tions, 2:43
Exception, states with, 2:40

INVESTIGATIONS
Generally, 3:1 to 3:22
Attorney-client privilege
generally, 3:20 to 3:22
engagement letter, 3:21
working with vendor, 3:22
Call center services, working with
breach vendors, 3:18
Compromise of information, 3:5
Conduct of investigations, working
with breach vendors, 3:16
Cooperation with law enforcement
generally, 3:7 to 3:12
length of delay, 3:10
mandatory cooperation with law
enforcement, 3:12
persons in law enforcement to
contact, determination of,
3:11
post-law enforcement delay, when
to give notice, 3:10
threshold for delay, 3:8
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INVESTIGATIONS—Cont’d

Cooperation with law enforcement
—Cont’d
US telecoms, requirement to notify
law enforcement, 3:12
Delay. Cooperation with law enforce-
ment, above
Engagement letter, attorney-client
privilege, 3:21
Identity theft services, 3:19
Impact on information, 3:6
Length of delay, cooperation with
law enforcement, 3:10
Mandatory or optional delay, 3:9
Mechanics, 3:3 to 3:6
Method by which breach occurred,
3:4
Post-law enforcement delay, when to
give notice, 3:10
Provision of notice, 1:5
Requirement, 3:2
Threshold for delay, cooperation with
law enforcement, 3:8
US telecoms, requirement to notify
law enforcement, 3:12
Vendor’s duty to cooperate with data
owner, 3:13, 3:14
Working with breach vendors
generally, 3:15 to 3:19
attorney-client privilege, 3:22
call center services, provision of,
3:18
conduct of investigations, 3:16
identity theft services, 3:19
notice services, provision of, 3:17

IOWA

Compromised information

generally, 2:30

compliance with primary regulator,
2:38

encrypted information exception,
2:45

exception based on internal policy,
2:43

general breach laws, 2:25

good faith exception, 2:46

IOWA—Cont’d

Compromised information—Cont’d
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
method of notice, 6:32
thresholds before notifying
authorities, 6:21
timing of notice, 6:29
Health information, 2:14
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1, 8:2
Primary regulator, compliance with,
2:38
Regulator inquiries, 7:3
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IOWA—Cont’d
Safe harbors, 8:3
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
health information, 2:14
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

IRELAND
Breach notice provision, 1:2
Compromised information
encrypted information exception,
2:45
exception based on internal policy,
2:43
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Electronic communications
companies, notice to govern-
ment entities, 6:25
Encrypted information, compromised
information, 2:45
Government entities, notice to
generally, 6:20
contents of notice, 6:27
electronic communications
companies, 6:25
timing of notice, 6:29
Individuals, contents of notice, 6:6
Internal policy, compromised infor-
mation, 2:43
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Regulator inquiries, 7:3
Telecommunications companies, 2:7
Triggering information, 2:20

ISRAEL
Breach notice provision, 1:2
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ISRAEL—Cont’d
Financial service providers, 2:4

ITALY
Breach notice provision, 1:2
Compromised information
encrypted information exception,
2:45
general breach laws, 2:25

Encrypted information, compromised
information, 2:45

Government entities, notice by
electronic communications
companies to, 6:25

Individuals, contents of notice, 6:6
Telecommunications companies, 2:7
Triggering information, 2:20

JAPAN
Breach notice provision, 1:2
Compromised information
encrypted information exception,
2:45
general breach laws, 2:25
law enforcement, consulting with,
2:36
likelihood of harm, 2:35

Encrypted information, compromised
information, 2:45

Financial service providers, 2:4

Law enforcement, consulting with,
compromised information, 2:36

Likelihood of harm, compromised
information, 2:35

Regulator inquiries, 7:3
Triggering information, 2:20

KANSAS
Compromised information

generally, 2:30

compliance with primary regulator,
2:38

encrypted information exception,
2:45

exception based on internal policy,
2:43

good faith exception, 2:46
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KANSAS—Cont’d
Compromised information—Cont’d
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, 6:13

Encrypted information, compromised
information, 2:45
Financial account information, trig-
gering information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Internal policy, compromised infor-
mation, 2:43
Investigations

cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36

Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Primary regulator, compliance with,
2:38
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
credit card numbers, 2:16
financial account information, 2:17

KANSAS—Cont’d
Triggering information—Cont’d
government and other identifica-
tion numbers, 2:11

Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

KENTUCKY
Compromised information
generally, 2:30
compliance with HIPAA, 2:42
encrypted information exception,
2:45
good faith exception, 2:46
Cooperation with law enforcement,
investigations, 3:10
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
timing of notice, 6:36
Electronic communications and
telecommunications regulator
notice, 6:25
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to, 6:25
HIPAA, compliance with, 2:42
Individuals, notice to

commencement of tolling of time
for notice, 6:4

contents of notice, 6:6
substitute notice, 6:16, 6:17
Investigations
cooperation with law enforcement,
3:10
requirement, 3:2

Mandatory vs. optional delay, law
enforcement investigations, 3:9

Social Security numbers, 2:12
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KENTUCKY—Cont’d
Substitute notice to individuals, 6:16,
6:17
Telecommunications companies, 2:7
Triggering information
financial account information, 2:17

government and other identifica-
tion numbers, 2:11

Social Security numbers, 2:12

Vendors, obligation to give notice to
data owner, 6:43

LABRADOR
Decision whether to notify, 2:1

Health care companies, notice to
government entities, 6:23

Individuals, timing of notice, 6:5

LATVIA
Breach notice provision, 1:2
Government entities, notice by
electronic communications
companies to, 6:25
Telecommunications companies, 2:7

LAUNDRIES
New York, licensed entities, deciding
whether to notify, 2:8
LAW ENFORCEMENT
Investigations, this index

LIKELIHOOD OF HARM

Decision whether to notify, excep-
tions, 2:35, 2:36

LITHUANIA
Breach notice provision, 1:2
Individuals, contents of notice, 6:6

Telecommunications companies, 2:7
Triggering information, 2:20

LOCKSMITHS

New York, licensed entities, deciding
whether to notify, 2:8

LOUISIANA

Civil causes of action for violations,
8:4

Index-22

TroMAs oN Dara BrReacH

LOUISIANA—Cont’d
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:41
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:8
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:41
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
method of notice, 6:32
thresholds before notifying
authorities, 6:21
timing of notice, 6:29
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Internal policy, compromised infor-
mation, 2:43
Investigations
law enforcement, generally, 3:8,
3:9
requirement, 3:2
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LOUISIANA—Cont’d
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1, 8:2
Regulator inquiries, 7:3
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

LUXEMBOURG
Breach notice provision, 1:2
Telecommunications companies, 2:7

MAIL

Provision of notice to individuals,
6:12

MAINE
Compromised information
generally, 2:30
authorization defined, 2:28
compliance with primary regulator,
2:38
encrypted information exception,
2:45
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:10
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35

MAINE—Cont’d
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, trig-
gering information, 2:17
Financial service providers
generally, 2:4
government entities, notice to,
6:22
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19
financial service providers, 6:22
thresholds before notifying
authorities, 6:21
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Investigations
cooperation with law enforcement,
3:10
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Other triggering information, 2:20
Penalties for violations, 8:1
Primary regulator, compliance with,
2:38
Regulator inquiries, 7:3
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
generally, 2:20
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
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MAINE—Cont’d
Triggering information—Cont’d
usernames/email addresses and
passwords, 2:19

Usernames/email addresses and
passwords, triggering informa-
tion, 2:19

Vendors, obligation to give notice to
data owner, 6:43

MALTA
Breach notice provision, 1:2
Compromised information
encrypted information exception,
2:45
general breach laws, 2:25
Credit card numbers, triggering infor-
mation, 2:16
Electronic communications
companies, government entities,
notice to, 6:25

Encrypted information, compromised
information, 2:45
Government entities, notice to
contents of notice, 6:27
electronic communications
companies, 6:25
Individuals, contents of notice, 6:6
Telecommunications companies, 2:7
Triggering information
generally, 2:20
credit card numbers, 2:16

MARYLAND
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:41
compliance with primary regulator,
2:38
encrypted information exception,
2:45
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
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MARYLAND—Cont’d
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:41
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19, 6:20
thresholds before notifying
authorities, 6:21
timing of notice, 6:29
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1, 8:2
Primary regulator, compliance with,
2:38
Regulator inquiries
generally, 7:3
Social Security numbers, 2:12

Substitute notice to individuals, 6:16,
6:17
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MARYLAND—Cont’d
Telephone notice to individuals, 6:14
Triggering information
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors
obligation to give notice to data
owner, 6:43
timing of notice, 6:47

MASSACHUSETTS
Compromised information
generally, 2:30
compliance with primary regulator,
2:38
encrypted information exception,
2:45
good faith exception, 2:46
physical information exception,
2:44
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
Encrypted information, compromised
information, 2:45
Financial account information, trig-
gering information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
method of notice, 6:32
thresholds before notifying
authorities, 6:21
Individuals, notice to
commencement of tolling of time
for notice, 6:4
substitute notice, 6:16, 6:17

MASSACHUSETTS—Cont’d
Investigations
cooperation with law enforcement,
3:7 to 3:12
duty of vendor to cooperate with
data owner, 3:13
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Physical information, compromised
information, 2:44
Primary regulator, compliance with,
2:38
Provision of notice to individuals, 6:8
to 6:10
Regulator inquiries
generally, 7:3
Social Security numbers, 2:12
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors
obligation to give notice to data
owner, 6:43
timing of notice, 6:47

MEDIA

Provision of notice by health care
providers, 6:37

MEXICO
Breach notice provision, 1:2
Health information, triggering infor-
mation, 2:14
Triggering information
generally, 2:20
health information, 2:14

MICHIGAN
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:41
encrypted information exception,
2:45
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MICHIGAN—Cont’d

Compromised information—Cont’d
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
physical information exception,
2:44
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:41
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
commencement of tolling of time
for notice to, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Physical information, compromised
information, 2:44
Social Security numbers, 2:12

Substitute notice to individuals, 6:16,
6:17
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MICHIGAN—Cont’d
Triggering information
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12

MINNESOTA
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:40
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:40
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Internal policy, compromised infor-
mation, 2:43
Investigations

cooperation with law enforcement,
3:7 to 3:12
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MINNESOTA—Cont’d
Investigations—Cont’d
requirement, 3:2
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

MISCELLANEOUS INDUSTRIES
Decision whether to notify, 2:8

MISSISSIPPI
Compromised information
compliance with financial regula-
tions, 2:40
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, notice
to, 6:13
Financial regulations, compliance
with, 2:40, 2:41
Good faith exception, compromised
information, 2:46

Government and other identification
numbers, 2:11

MISSISSIPPI—Cont’d
Government entities, contents of
notice to, 6:27
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Mandatory vs. optional delay, law
enforcement investigations, 3:9
Penalties for violations, 8:1
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

MISSOURI
Compromised information

generally, 2:30

compliance with financial regula-
tions, 2:40, 2:41

compliance with primary regulator,
2:38

encrypted information exception,
2:45

exception based on internal policy,
2:43

good faith exception, 2:46
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MISSOURI—Cont’d
Compromised information—Cont’d
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, notice
to, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:40, 2:41
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to, 6:19
to 6:21
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1, 8:2

Primary regulator, compliance with,
2:38
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MISSOURI—Cont’d
Regulator inquiries, 7:3
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
health information, 2:14
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

MONTANA
Compromised information
generally, 2:30
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to, 6:21
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
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MONTANA—Cont’d
Individuals, notice to—Cont’d
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

MORTGAGES
Compromised information, suspi-
cious activity, 2:33
Decision whether to notify, regulation
of companies, 2:5

MOTOR CLUBS
Wisconsin, 2:8

NEBRASKA
Compromised information
generally, 2:30
compliance with primary regulator,
2:38
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35

NEBRASKA—Cont’d
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to, 6:21
Health information, triggering infor-
mation, 2:14
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
duty of vendor to cooperate with
data owner, 3:13, 3:14
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Other triggering information, 2:20
Penalties for violations, 8:1, 8:2
Primary regulator, compliance with,
2:38
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
generally, 2:20
credit card numbers, 2:16
financial account information, 2:17
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NEBRASKA—Cont’d
Triggering information—Cont’d
government and other identifica-
tion numbers, 2:11
health information, 2:14
Social Security numbers, 2:12
Vendors
obligation to give notice to data
owner, 6:43
timing of notice, 6:47

NETHERLANDS
Breach notice provision, 1:2
Compromised information
encrypted information exception,
2:45
general breach laws, 2:25
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Electronic communications
companies, notice to govern-
ment entities, 6:25
Encrypted information, compromised
information, 2:45
Government entities, notice to
contents of notice, 6:27
notice by electronic communica-
tions companies, 6:25
Individuals, contents of notice, 6:6
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Telecommunications companies, 2:7
Triggering information, 2:20

NEVADA
Compromised information

generally, 2:30

compliance with financial regula-
tions, 2:40

encrypted information exception,
2:45

exception based on internal policy,
2:43

general breach laws, 2:25

good faith exception, 2:46
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NEVADA—Cont’d
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:40
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43
NEW BRUNSWICK
Decision whether to notify, governing
laws, 2:1
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NEW BRUNSWICK—Cont’d
Health care companies, notice to
government entities, 6:23
Individuals, timing of notice to, 6:5

NEW HAMPSHIRE
Civil causes of action for violations,
8:4
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:41
encrypted information exception,
2:45
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12

Credit card numbers, triggering infor-

mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, 6:13

Encrypted information, compromised

information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:41
Financial service providers
generally, 2:4
government entities, notice to,
6:22
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
financial service providers, 6:22
thresholds before notifying
authorities, 6:21

Health care service providers, 2:13

NEW HAMPSHIRE—Cont’d

Health information, triggering infor-
mation, 2:14
Individuals, notice to
generally, 6:14
alternate methods of notification,
6:15
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
timing of notice, 6:5
Investigations

cooperation with law enforcement,
3:7 to 3:12

duty of vendor to cooperate with
data owner, 3:13, 3:14
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Regulator inquiries, 7:3
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17

government and other identifica-
tion numbers, 2:11

health care service providers, 2:13

health information, 2:14

Social Security numbers, 2:12
Vendors

obligation to give notice to data
owner, 6:43

timing of notice, 6:47

NEW JERSEY

Compromised information
generally, 2:30
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NEW JERSEY—Cont’d
Compromised information—Cont’d
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
method of notice, 6:32
thresholds before notifying
authorities, 6:21
timing of notice, 6:29
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
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NEW JERSEY—Cont’d
Likelihood of harm, compromised
information, 2:35

Maintenance of information,
importance of, 2:21
Mandatory vs. optional delay, law
enforcement investigations, 3:9
Payment responsibilities, vendors,
6:49
Penalties for violations, 8:2
Regulator inquiries
generally, 7:3
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

NEW MEXICO
Absence of notification laws, 2:1
Triggering information, government
and other identification
numbers, 2:11
Triggering information, Social Secu-
rity numbers, 2:12

NEW YORK
Compromised information
generally, 2:30
encrypted information exception,
2:45
general breach laws, 2:25
good faith exception, 2:46

Cooperation with law enforcement,
3:7 to 3:12

Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
E-mail notice to individuals, 6:13
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NEW YORK—Cont’d
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
method of notice, 6:32
thresholds before notifying
authorities, 6:21
Individuals, notice to

commencement of tolling of time
for notice, 6:4

contents of notice, 6:6

e-mail notice, 6:13

substitute notice, 6:16, 6:17

telephone notice, 6:14
Investigations

cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Licensed entities, deciding whether to
notify, 2:8
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1, 8:2
Regulator inquiries, 7:3
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
usernames/email addresses and
passwords, 2:19
Usernames/email addresses and

passwords, triggering informa-
tion, 2:19

NEW YORK—Cont’d
Vendors, obligation to give notice to
data owner, 6:43

NEWFOUNDLAND
Decision whether to notify, 2:1
Health care companies, notice to
government entities, 6:23
Individuals, timing of notice to, 6:5

NORTH CAROLINA
Civil causes of action for violations,
8:4
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:41
encrypted information exception,
2:45
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
physical information exception,
2:44
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
E-mail notice to individuals, 6:13

Encrypted information, compromised
information, 2:45
Financial account information, trig-
gering information, 2:17
Financial regulations, compliance
with, 2:41
Financial service providers
generally, 2:4
government entities, notice to,
6:22
triggering information, 2:15
Good faith, compromised informa-
tion, 2:46
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NORTH CAROLINA—Cont’d NORTH CAROLINA—Cont’d

Government and other identification
numbers, triggering information,
2:11
Government entities, notice to
generally, 6:19
contents of notice, 6:27
financial service providers, 6:22
method of notice, 6:32
thresholds before notifying
authorities, 6:21
Health information, triggering infor-
mation, 2:14
Individuals, notice to
commencement of tolling of time
for notice, 6:4

contents of notice, 6:6

e-mail notice, 6:13

substitute notice, 6:16, 6:17

telephone notice, 6:14
Investigations

cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36

Likelihood of harm, compromised
information, 2:35

Maintenance of information,
importance of, 2:21
Mandatory vs. optional delay, law
enforcement investigations, 3:9
Other triggering information, 2:20
Penalties for violations, 8:2
Physical information, compromised
information, 2:44
Regulator inquiries, 7:3
Social Security numbers, triggering
information, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
generally, 2:20
credit card numbers, 2:16
financial account information, 2:17

Index-34

Triggering information—Cont’d
financial service providers, 2:15
government and other identifica-

tion numbers, 2:11
health information, 2:14
Social Security numbers, 2:12
usernames/email addresses and
passwords, 2:19
Usernames/email addresses and
passwords, triggering informa-
tion, 2:19
Vendors, obligation to give notice to
data owner, 6:43

NORTH DAKOTA

Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:41
compliance with HIPAA, 2:42
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13

Encrypted information, compromised
information, 2:45

Financial account information, 2:17

Financial regulations, compliance
with, 2:41

Good faith, compromised informa-
tion, 2:46

Government and other identification
numbers, triggering information,
2:11

Government entities, notice to, 6:21

Health information, triggering infor-
mation, 2:14

HIPAA, compliance with, 2:42
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NORTH DAKOTA—Cont’d
Individuals, notice to
commencement of tolling of time
for notice to, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Maintenance of information,
importance of, 2:21
Other triggering information, 2:20
Penalties for violations, 8:1
Social Security numbers, triggering
information, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
generally, 2:20
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
health information, 2:14
Social Security numbers, 2:12

NORWAY
Breach notice provision, 1:2
Government entities, notice to, 6:20
Notification based on guidelines,
rather than laws, 5:3
Regulator inquiries, 7:3

NOTICE, WHEN NOT REQUIRED
Generally, 5:1 to 5:11
Countries with guidelines, rather than
laws, 5:3

Data protection requirements
financial services entities, 5:7
general industries, 5:4
health care providers, 5:6
SEC requirements, 5:5

Deceptive practices laws, 1:3, 5:2

NOTICE, WHEN NOT REQUIRED
—Cont’d
Decision-making, 5:8
Documenting decision not to notify,
5:10
Financial services
data protection requirements, 5:7
limiting scope of notice, 5:9
Health care providers, data protection
requirements, 5:6

Limiting scope of notice, financial
services, 5:9

Notifying decision not to notify, 5:10
Record keeping requirements, 5:11

SEC data protection requirements,
5:5

NOVA SCOTIA

Decision whether to notify, 2:1
Individuals, timing of notice to, 6:5

OHIO
Compromised information
generally, 2:30
compliance with HIPAA, 2:42
encrypted information exception,
2:45
good faith exception, 2:46

Cooperation with law enforcement,
investigations, 3:7 to 3:12

Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35

Encrypted information, compromised
information, 2:45

Financial account information, 2:17
Financial regulations, compliance
with, 2:41
Financial service providers
generally, 2:4
government entities, notice to,
6:22
Good faith, compromised informa-
tion, 2:46
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OHIO—Cont’d
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19
financial service providers, 6:22
HIPAA, compliance with, 2:42
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Investigations

cooperation with law enforcement,

3:7 to 3:12
requirement, 3:2
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1, 8:2
Safe harbors, 8:3
Social Security numbers, 2:12

Substitute notice to individuals, 6:16,

6:17

Telephone notice to individuals, 6:14

Triggering information
credit card numbers, 2:16

financial account information, 2:17

government and other identifica-
tion numbers, 2:11

Social Security numbers, 2:12

OKLAHOMA
Compromised information
generally, 2:30

compliance with financial regula-
tions, 2:41

compliance with primary regulator,

2:38

encrypted information exception,
2:45

exception based on internal policy,
2:43

good faith exception, 2:46

Cooperation with law enforcement,
investigations, 3:7 to 3:12
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OKLAHOMA—Cont’d

Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13

Encrypted information, compromised
information, 2:45

Financial account information, 2:17

Financial regulations, compliance
with, 2:41

Good faith, compromised informa-
tion, 2:46

Government and other identification
numbers, 2:11

Government entities, notice by real
estate agents to, 6:24

Individuals, notice to

commencement of tolling of time
for notice, 6:4

contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14

Internal policy, compromised infor-
mation, 2:43

Investigations

cooperation with law enforcement,
3:7 to 3:12

requirement, 3:2

Maintenance of information,
importance of, 2:21

Penalties for violations, 8:1, 8:2
Primary regulator, compliance with,
2:38
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17

government and other identifica-
tion numbers, 2:11

Social Security numbers, 2:12

Vendors, obligation to give notice to
data owner, 6:43
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ONLINE ACCOUNTS
Individuals, provision of notice to,
6:7
ONTARIO

Decision whether to notify, 2:1
Individuals, timing of notice to, 6:5

OREGON
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:40
compliance with primary regulator,
2:38
encrypted information exception,
2:45
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
E-mail notice, individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:40
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to, 6:21
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14

OREGON—Cont’d
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Primary regulator, compliance with,
2:38
Safe harbors, 8:3
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11

Social Security numbers, 2:12

Vendors, obligation to give notice to
data owner, 6:43

PASSWORDS
Triggering information, 2:19

PAWNBROKERS

New York, licensed entities, deciding
whether to notify, 2:8

PENALTIES FOR VIOLATIONS
Generally, 1:3, 8:1 to 8:5
Civil causes of action, 8:4
HIPAA, 8:5
Industry specific Penalties, 8:5
Provision of notice, 1:5
Safe harbors, 8:3

PENNSYLVANIA
Compromised information
generally, 2:30

compliance with financial regula-
tions, 2:41

Index-37



PENNSYLVANIA—Cont’d
Compromised information—Cont’d
compliance with primary regulator,
2:38
encrypted information exception,
2:45
exception based on internal policy,
2:43
good faith exception, 2:46
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:41
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Penalties for violations, 8:1
Primary regulator, compliance with,
2:38
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
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PENNSYLVANIA—Cont’d
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

PHYSICAL INFORMATION

Decision whether to notify, excep-
tions, 2:44

POLAND
Breach notice provision, 1:2
Telecommunications companies, 2:7

PORTUGAL
Breach notice provision, 1:2
Compromised information
encrypted information exception,
2:45
general breach laws, 2:25
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Electronic communications
companies, notice to govern-
ment entities, 6:25
Encrypted information, compromised
information, 2:45
Government entities, notice to
contents of notice, 6:27
electronic communications
companies, 6:25
Individuals, contents of notice, 6:6
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35

POST-NOTICE FALL-OUT
Provision of notice, 1:5

POST-NOTICE INQUIRIES
Generally, 7:1 to 7:14

Class actions, customer inquiries,
1:3,7:11



INDEX

POST-NOTICE INQUIRIES

—Cont’d
Customer inquiries
generally, 7:9 to 7:11
class actions, 7:11
PR/Good FAQs, addressing of
individual inquiries through,
7:10
Data protection requirements, regula-
tor inquiries, 7:4
Federal regulators, inquiries by, 7:7
International regulators, inquiries by,
7:8
Preparation for inquiries from regula-
tors, 7:5
PR/Good FAQs, addressing of
customer inquiries through, 7:10
Record keeping, 7:2
Regulator inquiries
generally, 7:3 to 7:8
allegations of failure to comply
with data protection require-
ments, 7:4
data protection requirements, 7:4
federal regulators, 7:7
international regulators, 7:8
preparation for inquiries from
regulators, 7:5
state regulators, 7:6
Shareholder inquiries
generally, 7:12 to 7:14
being prepared, 7:14
examples, 7:13
recommendations, 7:14
State regulators, inquiries by, 7:6

PROVISION OF NOTICE

Generally, 6:1 to 6:49

Additional reasons to notify, 1:5
Board and officer liability, 1:4
Breach notice process, 1:2, App A
Conducting investigation, 1:5

Contractual notice obligations, 6:40
to 6:42

Cooperation with owner of informa-
tion, 6:48
Countries with breach notice, 1:2

PROVISION OF NOTICE—Cont’d

Credit reporting agencies, notice to
generally, 6:34 to 6:36
content of notice, 6:35
timing of notice, 6:36
Data owner, notice by vendors to,
6:43, 6:44
Determination of applicable laws, 1:5
Electronic communications, notice to
government entities, 6:25
E-mail notification to individuals,
6:13
Facsimile as method of notification to
individuals, 6:15
Fannie Mae and Freddie Mac, notice
to, 6:41
Financial service providers, notice to
government entities, 6:22, 6:30
Foreign countries with breach notice,
1:2
Government entities, notice to
generally, 6:18 to 6:33
authorities that need notification,
6:19
content of notice, 6:27
data brokers, 6:26
electronic communications, 6:25
financial service providers, 6:22,
6:30
general breach requirements, 6:20,
6:21
general notice timing, 6:29
health care companies, 6:23, 6:31
method of notice, 6:32
real estate agents, 6:24

thresholds before notifying
authorities notice, 6:21

timing of notice, 6:28 to 6:31
Gramm-Leach-Bliley Act, this index
Handling post-notification fall-out,

Health care companies, notice to
government entities, 6:23, 6:31

HIPAA, this index
Identification of exposures, 1:5

Index-39



PROVISION OF NOTICE—Cont’d

Individuals, notice to
generally, 6:3 to 6:17
contents of notice, 6:6 to 6:10
e-mail notification, 6:13
fax as method of notification, 6:15
mail, notification by, 6:12

Massachusetts form notification,
6:8 to 6:10

method of notice, 6:11 to 6:16
newspaper as method of notifica-
tion, 6:15
online accounts, 6:7
other methods of notification, 6:15
phone, notification by, 6:14
prohibited content, 6:9
public legal notice web site, 6:15
substitute notice, 6:16, 6:17
substitute notice, when used, 6:17
timing of notice, 6:5
tolling of time, commencement,
6:4
universal notice, use of, 6:10
vendors, obligations of, 6:46
written notification, 6:12
Insurance coverage, 1:5
Liability of board and officers, 1:4
Mail, notification to individuals, 6:12

Massachusetts form notification,
notice to individuals, 6:8 to 6:10

Media, notice by health care provid-
ers to, 6:37

Newspaper as method of notification,
6:15

Online accounts, notice to individu-
als, 6:7

Owner of information, cooperation
with, 6:48

Payment responsibilities, vendors,
6:49

PCI and notice requirements, 6:42

Penalties, 1:5

Phone notification, 6:13

Post-law enforcement delay, when to
give notice, 3:10
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PROVISION OF NOTICE—Cont’d

Post-notice publication by regulators,
6:33
Public legal notice web site, 6:15

Real estate agents, notice to govern-
ment entities, 6:24
SEC, obligations under, 6:38
Substitute notice, 6:15, 6:17
Substitute notice to individuals, 6:16,
6:17
Telephone, notification to individuals,
6:14
Timing of notice
credit reporting agencies, notice to,
6:36
early notice, can notice be made
too early, 6:2

government entities, notice to,
6:28 to 6:31

individuals, notice to, 6:5
tolling of time, commencement,

notice to individuals, 6:4
vendors, 6:47

Tolling of time, commencement,
notice to individuals, 6:4

“Triggering” information, 1:5
Universal notice
use for notice to individuals, 6:10
US states with general breach notice
laws, 1:2
US telecoms
recordkeeping requirements, 6:39

requirement to notify law enforce-
ment, 3:12

Vendors
generally, 6:43 to 6:49
data owner, notice to, 6:43, 6:44
HIPAA, notice to data owner, 6:45
individuals, notice to, 6:46
owner of information, cooperation
with, 6:48
payment responsibilities, 6:49
timing of notice, 6:47
Violation of applicable laws, 1:5
Whom and how to notify, 1:5
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PROVISION OF NOTICE—Cont’d
Written notification to individuals,
6:12

PUBLIC COMPANIES

SEC disclosures, requirements to
address, 2:9

PUBLIC DANCE HALLS

New York, licensed entities, deciding
whether to notify, 2:8

PUERTO RICO
Civil causes of action for violations,
8:4
Compromised information
generally, 2:30
encrypted information exception,
2:45
general breach laws, 2:25
good faith exception, 2:46
physical information exception,
2:44
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, trig-
gering information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, triggering information,
2:11
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
Health information, triggering infor-
mation, 2:14
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1

PUERTO RICO—Cont’d
Physical information, compromised
information, 2:44
Regulator inquiries, 7:3
Social Security numbers, triggering
information, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
generally, 2:20
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
health information, 2:14
Social Security numbers, 2:12

REAL ESTATE AGENTS AND
BROKERS
Decision of whether to notify, 2:5
Provision of notice to government
entities, 6:24

RECORD KEEPING
Notice, when not required, 5:11

REGULATOR INQUIRIES
Post-Notice Inquiries, this index

RETAIL CIGARETTE DEALERS

New York, licensed entities, deciding
whether to notify, 2:8

RHODE ISLAND
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:40, 2:41
compliance with HIPAA, 2:42
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
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RHODE ISLAND—Cont’d
Cooperation with law enforcement,
investigations, 3:7 to 3:12

Credit card numbers, triggering infor-
mation, 2:16
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:40, 2:41
Financial service providers
generally, 2:4
government entities, notice to,
6:22
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19
contents of notice, 6:27
financial service providers, 6:22
thresholds before notifying
authorities, 6:21
HIPAA, compliance with, 2:42
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
substitute notice, 6:16, 6:17
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Regulator inquiries
generally, 7:3
Social Security numbers, 2:12

Substitute notice to individuals, 6:16,
6:17
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RHODE ISLAND—Cont’d
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

ROMANIA
Breach notice provision, 1:2
Individuals, contents of notice to, 6:6
Telecommunications companies, 2:7

SAFE
Penalties for violations, 8:3

SARBANES-OXLEY ACT

U.S. public companies required to
address disclosures, 2:9

SEC
Data protection, when not to notify,
5:5
Provision of notice, 6:38
SECOND-HAND DEALERS

New York, licensed entities, deciding
whether to notify, 2:8

SECURITIES COMPANIES
Compromised information, suspi-
cious activity, 2:33

SHAREHOLDER INQUIRIES
Post-Notice Inquiries, this index

SIDEWALK CAFES
New York, licensed entities, deciding
whether to notify, 2:8

SLOVAKIA
Breach notice provision, 1:2
Telecommunications companies, 2:7

SLOVENIA
Breach notice provision, 1:2

Government entities, notice by
electronic communications
companies to, 6:25
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SLOVENIA—Cont’d
Telecommunications companies, 2:7

SOCIAL SECURITY NUMBERS

Decision whether to notify, triggering
information, 2:12

SOUTH CAROLINA
Civil causes of action for violations,
8:4
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:40, 2:41
encrypted information exception,
2:45
exception based on internal policy,
2:43
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, trig-
gering information, 2:17
Financial regulations, compliance
with, 2:40, 2:41
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, triggering information,
2:11
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27

threshold before notifying authori-
ties, 6:21

SOUTH CAROLINA—Cont’d
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Regulator inquiries, 7:3
Social Security numbers, triggering
information, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

SOUTH DAKOTA
Absence of notification laws, 2:1
Triggering information, government
and other identification
numbers, 2:11
Triggering information, Social Secu-
rity numbers, 2:12

SOUTH KOREA
Breach notice provision, 1:2

Compromised information, general
breach laws, 2:25
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SOUTH KOREA—Cont’d
Government entities, notice to, 6:20
Individuals, contents of notice to, 6:6
Regulator inquiries, 7:3
Triggering information, 2:20

SPAIN
Breach notice provision, 1:2
Telecommunications companies, 2:7
Triggering information, 2:20

SUBSTITUTE NOTICE
Generally, 6:16, 6:17

Provision of notice to individuals,
6:16, 6:17

SUSPICIOUS ACTIVITY

Decision whether to notify, steps to
take, 2:33

SWEDEN
Breach notice provision, 1:2
Government entities, notice by
electronic communications
companies to, 6:25
Telecommunications companies, 2:7

SWITZERLAND
Breach notice provision, 1:2

TELECOMMUNICATION
Decision whether to notify, regulation
of companies, 2:7, 2:18
Provision of notice to government
entities, 6:25
Provision of notice to individuals by
telephone, 6:14

TENNESSEE
Civil causes of action for violations,
8:4
Compliance with financial regula-
tions, 2:40
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:40
encrypted information exception,
2:45
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TENNESSEE—Cont’d
Compromised information—Cont’d
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:40
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1, 8:2
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
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TENNESSEE—Cont’d
Triggering information—Cont’d
Social Security numbers, 2:12

Vendors, obligation to give notice to
data owner, 6:43

TEXAS
Compromised information

generally, 2:30

encrypted information exception,
2:45

exception based on internal policy,
2:43

general breach laws, 2:25

good faith exception, 2:46

Cooperation with law enforcement,
investigations, 3:7 to 3:12

Credit card numbers, triggering infor-

mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
E-mail notice to individuals, 6:13

Encrypted information, compromised

information, 2:45
Financial account information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification

numbers, triggering information,

2:11

Health information, triggering infor-
mation, 2:14

Individuals, notice to

commencement of tolling of time
for notice, 6:4

contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Internal policy, compromised infor-
mation, 2:43
Investigations

cooperation with law enforcement,
3:7 to 3:12

requirement, 3:2

TEXAS—Cont’d
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1
Social Security numbers, triggering
information, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
health information, 2:14
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

TIME
Provision of Notice, this index

TRIGGERING INFORMATION

Decision Whether to Notify, this
index

UNITED KINGDOM
Breach notice provision, 1:2
Compromised information, encrypted
information exception, 2:45
Data brokers, notice to government
entities, 6:26
Electronic communications
companies, notice to govern-
ment entities, 6:25
Government entities, notice by
electronic communications
companies to, 6:25
Government entities, notice to
contents of notice, 6:27
data brokers, 6:26
electronic communications
companies, 6:25
Individuals, contents of notice to, 6:6
Telecommunications companies, 2:7
Triggering information, 2:20

UNITED STATES

General breach notice law table, 1:2,
App A
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UNIVERSAL NOTICE
Provision of notice to individuals,
6:10

USERNAMES
Triggering information, 2:19

UTAH
Compromised information
generally, 2:30
compliance with primary regulator,
2:38
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
generally, 6:15
alternate methods of notification,
6:15
contents of notice, 6:6
e-mail notice, 6:13
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
duty of vendor to cooperate with
data owner, 3:13, 3:14
requirement, 3:2
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UTAH—Cont’d
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1, 8:2
Primary regulator, compliance with,
2:38
Safe harbors, 8:3
Social Security numbers, 2:12
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors

obligation to give notice to data
owner, 6:43
timing of notice, 6:47

VENDORS
Decision whether to notify, 2:29
Provision of Notice, this index

VERMONT
Compromised information

generally, 2:30

compliance with financial regula-
tions, 2:41

encrypted information exception,
2:45

general breach laws, 2:25

good faith exception, 2:46

law enforcement, consulting with,
2:36

likelihood of harm, 2:35

Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35



INDEX

VERMONT—Cont’d
Credit reporting agencies, notice to
—Cont’d
timing of notice, 6:36
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, trig-
gering information, 2:17
Financial regulations, compliance
with, 2:41
Financial service providers, govern-
ment entities, notice to, 6:22
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
financial service providers, 6:22
thresholds before notifying
authorities, 6:21
timing of notice, 6:29
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
timing of notice, 6:5
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Maintenance of information,
importance of, 2:21
Mandatory vs. optional delay, law
enforcement investigations, 3:9
Penalties for violations, 8:1
Regulator inquiries, 7:3
Social Security numbers, 2:12

VERMONT—Cont’d
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

VIOLATIONS
Penalties for Violations, this index

VIRGIN ISLANDS
Civil causes of action for violations,
8:4
Compromised information
generally, 2:30
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13

Encrypted information, compromised
information, 2:45

Financial account information, 2:17

Good faith, compromised informa-
tion, 2:46

Government and other identification
numbers, 2:11

Individuals, notice to

commencement of tolling of time
for notice, 6:4

contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17

Internal policy, compromised infor-
mation, 2:43
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VIRGIN ISLANDS—Cont’d

Investigations

cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Maintenance of information,
importance of, 2:21
Mandatory vs. optional delay, law
enforcement investigations, 3:9
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
credit card numbers, 2:16
financial account information, 2:17

government and other identifica-
tion numbers, 2:11

Social Security numbers, 2:12

Vendors, obligation to give notice to
data owner, 6:43

VIRGINIA

Civil causes of action for violations,
8:4
Compromised information
generally, 2:30
compliance with HIPAA, 2:42
compliance with primary regulator,
2:38
encrypted information exception,
2:45
exception based on internal policy,
2:43
good faith exception, 2:46
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
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VIRGINIA—Cont’d

Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19, 6:20
contents of notice, 6:27
method of notice, 6:32
thresholds before notifying
authorities, 6:21
Health care service providers, 2:13
HIPAA, compliance with, 2:42
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Maintenance of information,
importance of, 2:21
Penalties for violations, 8:1, 8:2
Primary regulator, compliance with,
2:38
Regulator inquiries, 7:3
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17

government and other identifica-
tion numbers, 2:11

health care service providers, 2:13
Social Security numbers, 2:12

WARRANTY PLANS

Wisconsin, 2:8
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WASHINGTON
Civil causes of action for violations,
8:4
Compromised information
generally, 2:30
encrypted information exception,
2:45
exception based on internal policy,
2:43
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:7 to 3:12

Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13

Encrypted information, compromised
information, 2:45

Financial account information, 2:17
Financial service providers
generally, 2:4
government entities, notice to,
6:22
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Government entities, notice to
generally, 6:19
contents of notice, 6:27
financial service providers, 6:22

thresholds before notifying
authorities, 6:21

timing of notice, 6:29
Health care providers, 2:3
Health care service providers, 2:13
Individuals, notice to

commencement of tolling of time
for notice, 6:4

contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17

WASHINGTON—Cont’d
Internal policy, compromised infor-
mation, 2:43
Investigations
cooperation with law enforcement,
3:7 to 3:12
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
health care service providers, 2:13
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

WASHINGTON, D.C.
District of Columbia, this index

WEST VIRGINIA
Compromised information
generally, 2:30
compliance with financial regula-
tions, 2:41
compliance with primary regulator,
2:38
encrypted information exception,
2:45
exception based on internal policy,
2:43
good faith exception, 2:46
Cooperation with law enforcement
investigation, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to,
6:34
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
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WEST VIRGINIA—Cont’d

E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:41
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
commencement of tolling of time
for notice, 6:4
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
telephone notice, 6:14
Internal policy, compromised infor-
mation, 2:43
Investigation, cooperation with law
enforcement, 3:7 to 3:12
Penalties for violations, 8:1, 8:2
Primary regulator, compliance with,
2:38
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43

WHOM AND HOW TO NOTIFY

Provision of notice, 1:5

WISCONSIN

Compliance with financial regula-
tions, 2:40
Compromised information
generally, 2:30

compliance with financial regula-
tions, 2:40
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WISCONSIN—Cont’d

Compromised information—Cont’d
encrypted information exception,
2:45
general breach laws, 2:25
good faith exception, 2:46
law enforcement, consulting with,
2:36
likelihood of harm, 2:35
physical information exception,
2:44
Cooperation with law enforcement,
investigations, 3:7 to 3:12
Credit card numbers, triggering infor-
mation, 2:16
Credit reporting agencies, notice to
generally, 6:34
content of notice, 6:35
timing of notice, 6:36
Employee benefit plans, 2:8
Encrypted information, compromised
information, 2:45
Financial regulations, compliance
with, 2:40
Financial service providers
generally, 2:4
government entities, notice to,
6:22
Gift annuities, 2:8
Good faith, compromised informa-
tion, 2:46
Government entities, notice to
generally, 6:19
contents of notice, 6:27
financial service providers, 6:22
timing of notice, 6:29
Health information, triggering infor-
mation, 2:14
Individuals, notice to
generally, 6:15
alternate methods of notification,
6:15
substitute notice, 6:16, 6:17
telephone notice, 6:14
Investigations

cooperation with law enforcement,
3:7 to 3:12



INDEX

WISCONSIN—Cont’d
Investigations—Cont’d
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35

Maintenance of information,
importance of, 2:21
Motor clubs, 2:8
Other triggering information, 2:20
Physical information, compromised
information, 2:44
Substitute notice to individuals, 6:16,
6:17
Telephone notice to individuals, 6:14
Triggering information
generally, 2:20
credit card numbers, 2:16
health information, 2:14

Vendors, obligation to give notice to
data owner, 6:43

Warranty plans, 2:8

WORKING WITH BREACH
VENDORS
Investigations, call centers, 3:18
Investigations, credit monitoring,
3:19
Investigations, identity theft services,
3:19

WYOMING
Compromised information

generally, 2:30

compliance with financial regula-
tions, 2:41

encrypted information exception,
2:45

general breach laws, 2:25

good faith exception, 2:46

law enforcement, consulting with,
2:36

WYOMING—Cont’d
Compromised information—Cont’d
likelihood of harm, 2:35
Cooperation with law enforcement,
investigations, 3:8
Credit card numbers, triggering infor-
mation, 2:16
E-mail notice to individuals, 6:13
Encrypted information, compromised
information, 2:45
Financial account information, 2:17
Financial regulations, compliance
with, 2:41
Good faith, compromised informa-
tion, 2:46
Government and other identification
numbers, 2:11
Individuals, notice to
contents of notice, 6:6
e-mail notice, 6:13
substitute notice, 6:16, 6:17
Investigations
law enforcement, generally, 3:8,
3:9
requirement, 3:2
Law enforcement, consulting with,
compromised information, 2:36
Likelihood of harm, compromised
information, 2:35
Payment responsibilities, vendors,
6:49
Penalties for violations, 8:1, 8:2
Social Security numbers, 2:12
Substitute notice to individuals, 6:16,
6:17
Triggering information
credit card numbers, 2:16
financial account information, 2:17
government and other identifica-
tion numbers, 2:11
Social Security numbers, 2:12
Vendors, obligation to give notice to
data owner, 6:43
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