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Conflicting provisions

Preemption
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Consent for children

Refusing or withdrawing consent
Refreshing consent

Employee consent to collect and process biometric
identifiers

cli



§29:134

§ 29:135
§ 29:136
§ 29:137
§29:138
§29:139
§ 29:140

§ 29:141
§ 29:142
§ 29:143
§ 29:144

§ 29:145
§ 29:146

§ 29:147
§29:148
§ 29:149
§ 29:150
§ 29:151
§ 29:152

§ 29:153
§ 29:154

§ 29:155
§ 29:156

§ 29:157

INFORMATION SECURITY AND PRIVACY

User interface design, choice architecture, and dark
patterns

8. Data Protection Assessments

Authority and purpose

Scope

Stakeholder involvement

Data protection assessment content
Timing

Attorney general requests

9. Profiling

Authority and purpose

Scope
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§ 29:188 Preemption
§ 29:189  Public records exemption

cliii



INFORMATION SECURITY AND PRIVACY
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7. Limitations

§ 29:207 Exceptions to controller and processor obligations
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exemption

8. Investigative Authority

§ 29:214  Violations; civil investigative demand by attorney
general

9. Enforcement
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online privacy laws

§ 29:231 Consumer rights request; controller compliance;
requirements; appeal process
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contract requirements between controller and
processor

Data protection impact assessment; requirements;
disclosure to Attorney General; confidentiality and
exceptions; application
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limitation of consumer rights on pseudonymous
data; controller oversight to de-identified or
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MARYLAND
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§ 29:240
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§ 29:243

§ 29:244
§ 29:245
§ 29:246
§ 29:247

§ 29:248
§ 29:249
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Application of the law

Exemptions

Providing employees, contractors, or processors
access to health data; geofences
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Authorized agents

Duties of controllers; prohibited acts; notices and
disclosures

Contracts regarding data processing procedures
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§ 29:252
§ 29:253
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§ 29:255
§ 29:256
§ 29:257
§ 29:258
§ 29:259

§ 29:260
§ 29:261
§ 29:262

Responsibility according to role

Consumer personal data rights

Processing deidentified data or pseudonymous data

Responsibilities of controllers

Requirements for small businesses

Data privacy policies; data privacy and protection
assessments

Limitations and applicability

Attorney General enforcement

Preemption of local law; severability

X. MONTANA
A. MONTANA CONSUMER DATA PRIVACY ACT
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§ 29:265
§ 29:266

§ 29:267
§ 29:268
§ 29:269
§ 29:270
§ 29:271
§ 29:272
§ 29:273

Short title

Applicability

Exemptions

Consumer personal data—Opt-out—Compliance—
Appeals

Authorized agent

Data processing by controller—Limitations

Data processor—Allowances—Limitations

Data protection assessment

De-identified data

Compliance by controller or processor

Enforcement

XI. NEBRASKA
A. NEBRASKA DATA PRIVACY ACT

§ 29:274
§ 29:275
§ 29:276

§ 29:277
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§ 29:281
§ 29:282
§ 29:283
§ 29:284

§ 29:285
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Information and records to which act is not
applicable
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Federal Children’s Online Privacy Protection Acts of
1998; compliance; effect

Consumer rights; request to exercise

Controller; compliance; procedure

Appeal process

Consumer right; waiver or limitation; unenforceable

Consumer right; method to submit request

Controller; personal data; requirements on collection
and use

Privacy notice; required; contents
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§ 29:288 Data protection assessment; requirements;
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§29:291 Attorney General; enforcement
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§ 29:293 Attorney General; powers
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§ 29:295  Civil investigative demand; procedure
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§ 29:297  Private right of action
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§ 29:299  Controller or processor; requirements of act;
applicability

§ 29:300 Third-party controller or processor; affect on
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§ 29:301 Personal data; processing; restrictions
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§ 29:303 Definitions

§ 29:304 Application

§ 29:305 Exclusions

§ 29:306 Consumer Expectation of Privacy
§ 29:307 Consumer Agents

§ 29:308 Controller Responsibilities

§ 29:309  Processor Responsibilities

§ 29:310 Heightened Risk of Harm
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§ 29:312 Controller responsibilities and obligations
§ 29:313 Notice; enforcement

§29:314 Compliance with other law

XIII. NEW JERSEY
A. NEW JERSEY DATA PROTECTION ACT
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§ 29:317
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§ 29:320
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§ 29:322
§ 29:323
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§ 29:325
§ 29:326
§ 29:327
§ 29:328
§ 29:329
§ 29:330
§ 29:331
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§ 29:333

Verified request response; requirements;
applicability; notice

Consumer rights; personal data

Controller requirements

Controllers and processors respective obligations

Designating authorized agent to opt out of the
processing and sale of personal data; requirements

Rules and regulations

Violations; enforcement actions

Discrimination against consumer for opting out
prohibited

Application of act; exceptions

Construction of act

Duties and responsibilities of controller in the
collection and processing of personal data; security

Applicability; controllers conducting business within
the State; processing or controlling personal data

Compliance; controller’s or processor’s ability

Waiver of requirements; void; unenforceable

Internet disclosure of certain information relating to
covered persons; civil liability

Unlawful practice; improper use of personal
information

Privacy notice; requirements; contents; controller
duties

Authority; enforcement

XIV. OREGON
A. OREGON CONSUMER PRIVACY ACT

§ 29:334

§ 29:335
§ 29:336

§ 29:337
§ 29:338

§ 29:339
§ 29:340

Applicability; exceptions; actions of controller or
processor not prohibited; restrictions

Consumer rights regarding personal data

Exercise of consumer’s rights; controller response to
request; appeal process; deletion of personal data

Controller obligations; prohibited actions; privacy
notice; conflicting decision of consumer

Duties of processor; contract with controller

Duties of controller possessing deidentified data

Data protection assessment

XV. RHODE ISLAND
A. RHODE ISLAND DATA TRANSPARENCY AND

§29:341

PRIVACY PROTECTION ACT

Short title
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§ 29:359 Exemptions
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§ 29:365 Certain information exempt from chapter
§ 29:366 Inapplicability of chapter
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§29:370 Appeal
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§ 29:378 Deidentified or pseudonymous data

§ 29:379 Requirements for small businesses

§ 29:380 Enforcement authority exclusive

§ 29:381 Internet website and complaint mechanism

§ 29:382 Investigative authority

§ 29:383 Notice of violation of chapter; opportunity to cure

§ 29:384  Civil penalty; injunction

§ 29:385 No private right of action

§ 29:386  Construction of chapter

§ 29:387  Collection, use, or retention of data for certain
purposes

§ 29:388 Disclosure of personal data to third-party controller
Or processor
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§29:390 Local preemption
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§ 29:402 Enforcement powers of the attorney general
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XX. VIRGINIA

A. VIRGINIA CONSUMER DATA PROTECTION
ACT

§ 29:405 Scope; exemptions

§ 29:406 Personal data rights; consumers

§ 29:407 Data controller responsibilities; transparency

§ 29:408 Responsibility according to role; controller and
processor

§ 29:409 Data protection assessments

§ 29:410 Processing de-identified data; exemptions

§ 29:411 Limitations

§ 29:412 Investigative authority
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CHAPTER 30. RADIO FREQUENCY
IDENTIFICATION AND TRACKING DEVICES

§ 30:1 Introduction
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§ 30:2 Mobile tracking devices
§ 30:3  Auto blackbox regulations

II. STATE PROVISIONS
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