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Introduction to the 2025-2026 Edition

The 2025-2026 Edition of Trade Secrets Throughout the World
includes important case law and statutory updates to several sig-
nificant international jurisdictions, with fully revised and edited
chapters concerning the laws of:

e Australia
Austria
Belgium
Brazil
Canada
China
Colombia
Denmark
Ecuador
Finland
France
Georgia
Germany
Hong Kong
Hungary
India
Indonesia
Ireland
Italy
Japan
Korea
Malaysia
Mexico
Middle East and North Africa
Netherlands
New Zealand
Peru
Poland
Russia
Singapore
South Africa
Spain
Taiwan
Thailand
The United Kingdom
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About the Editors

Melvin F. Jager who passed away in the fall of 2022, was a
distinguished member of both the Illinois and District of Colum-
bia Bars. He engaged in the private practice of Intellectual Prop-
erty Law continually since 1962, holding a Bachelor of Science
degree and a Juris Doctor from the University of Illinois. His
extensive experience encompassed litigation, prosecution, and
consultation in patent, trademark, copyright, trade secret, licens-
ing, and antitrust matters. As a respected expert witness in pa-
tent and trade secret matters, Melvin Jager also shared his
knowledge as an Adjunct Professor of Law at the Northern Illi-
nois University School of Law, John Marshall Law School, and
the University of Illinois College of Law in Champaign-Urbana,
Illinois. His lectures extended beyond the United States to the
College of Law at the University of Victoria and at St. Peter’s
College at Oxford University in England. As a leader in his field,
Melvin Jager served as past Chairman of the Council of the Pa-
tent, Trademark and Copyright Section of the Illinois Bar
Association. He has addressed the annual conventions of the
American Intellectual Property Law Association, the Litigation
Section and the Patent Trademark and Copyright Section of the
American Bar Association on Trade Secret Protection for Com-
puter Software and Employer-Employee Relations. He has also
lectured at the Annual John Marshall Law School Intellectual
Property Institute on recent developments in trade secret law
and to numerous bar associations in continuing legal education
programs on trade secrets. He was also Chairman of the Trade
Secrets programs sponsored by the Practicing Law Institute. He
also lectured on recent Trade Secret Law developments before
the Licensing Executive Society (“LES”), the Southwest Legal
Foundation and the Patent Resources Group. He has been a past
Chairman of the Intellectual Property Litigation Committee of
the Litigation Section of the American Bar Association, past pres-
ident of LES USA and Canada, Past-President of the Licensing
Executives Society International (“LESI”), Past-President of the
Intellectual Property Law Association of Chicago, and a member
of the American Law Institute. In 2007, he received the Gold
Medal of LESI.

Heinz Goddar, a German Patent Attorney and European
Patent and Trademark Attorney, is a senior partner at Boehmert
& Boehmert in Munich. His expertise is founded on a technical
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background and a PhD degree in physics. Heinz Goddar is a glob-
ally recognized lecturer in Intellectual Property Law, teaching as
an Honorary Professor at the University of Bremen (Germany),
and as a Lecturer at both Bucerius Law School (ELS), Hamburg
(Germany), and at the Munich Intellectual Property Law Center
(MIPLC), Munich (Germany). His international experience is
demonstrated by his roles as a Visiting Professor and Lecturer at
various universities in Asia and the United States. He is a Past
President of LESI and of LES Germany. His accolades include
the LESI Gold Medal in 2005 and an introduction into the 1AM
IP Hall of Fame in 2014. During the years 2018 - 2020 he has
been an ad-personam member of the EPO’s Standing Advisory
Committee (SACEPO). For 2023 he has been listed, again, as
belonging to 1AM 300 Global Leading IP Experts. Since Septem-
ber 2023 he is also a member of the Advisory Board of the Saudi
Authority of Intellectual Property (SAIP)”. Since 2024, he is a
member of the CCPIT and Legal Advisor in LES Korea (LESK).
Contact and further information: godd:u@boehmert.de; https:/
www.boebmert.de/en/.

Melanie Miiller, is a lawyer at BOEHMERT & BOEHMERT
in Bremen 2nd Munich, specialized in International and Euro-
pean Business Law at the University of Bremen. She completed
her legal clerkship at the Hanseatic Higher Regional Court in
Bremen in 2021. Since July 2021, she has been working on her
doctoral thesis on the topic of “Theory and expected practice of
the relativization of injunctive relief pursuant to Section 139 Ger-
man Patent Act in the new guise (2nd Patent Modernization Act)”,
under the mentorship of Heinz Goddar. With effect from May 1,
2022, Melanie Miiller has been appointed as a Lecturer for Intel-
lectual Property Law at Bucerius Law School (BLS) in Hamburg,
where also Heinz Goddar teaches as a Lecturer with a focus on
Licensing Law and Practice. Contact and further information:
mueller-melanie@boehmert.de; https://www.boehmert.de/en/.

Heinz Goddar and Melanie Miiller would like to express their
sincere gratitude to Jonathan Porath, a dedicated law student at
the University of Bonn, for his ongoing and invaluable support in
continuing and advancing the work of TSTW.
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German Cavelier is a Doctor in Law, School of Law of the
University of Nuestra Senora del Rosario, Bogota, Colombia. He is a
member of the Colombian Bar since 1946, and a member of the
Colombian Academy of Jurisprudence and a number of professional as-
sociations worldwide. He is founder and Senior Partner of the law firm
of Cavelier Abogados, Edificio Siski Carrera 4a No. 72-35, Bogota,
Colombia.

Hector E. Chagoya C. is a Chemical Engineer from La Salle
University (Mexico City) where he was recognized for the best academic
record of his generation and won a “Scholarship to Excellence” co-
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sponsored by Procter & Gamble. In 1997 he joined the firm Becerril,
Coca & Becerril, S. C., where he specialized in several aspects of
industrial property rights, including the analysis, drafting, prosecution
and use of patents, and where currently he is the Manager of Technol-
ogy Analysis and Transfer. He has been a consultant in IP matters for
Mexican and foreign companies in the fields of polymers, biotechnology,
pharmaceuticals, chemical industry and electronics, including trade
secrets protection, patent strategies, patent litigation and licensing. Mr.
Chagoya was included in the 2005 “Guide to the World’s Leading Patent
Law Experts” (Euromoney) for Mexico, and the National College of
Chemical Engineers and Chemists recognizes him as an expert in Eco-
nomic Engineering in the specialty of Intellectual Property and Technol-
ogy Transfer. He has published a variety of articles in specialized
international magazines of Intellectual Property and Technology Licens-
ing, and is co-author of the Mexico chapter in “Licensing Best Practices:
Strategic, Territorial, and Technology Issues” (Wiley, 2006). Mr. Chagoya
is a professor at La Salle University in the Chemical Engineering
program, and has taught in diploma programs of intellectual property
and technology transfer in several institutions, including the National
Autonomous University of Mexico. He is a member of the Mexican As-
sociation for the Protection of Intellectual Property, as well as of the
Mexican Institute of Chemical Engineers, the International Trademark
Association, the Licensing Executives Society and the Association of
Graduates from the Chemical Sciences School of La Salle University, of
which he is a founder member.

Premsai Chandrasekaran is an Ella Cheong Intellectual Prop-
erty scholar armed with an LLM (in IP & Technology Law) from the
National University of Singapore. He is a sought-after IP attorney, and
clients rely on his guidance for the full spectrum of IP services — right
from the formulation of brand strategy, dextrously prosecuting IP ap-
plications, managing IP portfolios, successfully handling contentious
matters, and developing and enforcing brand protection & enforcement
strategies — across the ASEAN region and India. His practice involves
all aspects of IP, including, trademarks, copyright, patents, registered
designs, unfair competition, right of privacy, domain names, counterfeit-
ing, licensing, trade secrets, advertising, media & franchising law, as
well as health & medicinal product registration. He represents many of
the world’s preeminent Fortune Global 500 companies (including some
of the most iconic brands) as well as start-ups, in a wide range of
industries. Premsai was based in the Singapore office of Mirandah Asia
for over a decade, before relocating to New Delhi to run Mirandah Asia
(India) as a Partner for the past six years. He is also a prolific author
and has published chapters on various aspects of IP law and practice in
books as well as renowned treatises, and articles in popular interna-
tional journals.

Kathie D. Claret is a partner with the Paris-based law firm of
Dechert Price & Rhoads. She specialized in the fields of intellectual
property, new technologies, and competition and distribution law. She is
a member of the New York and Paris bars, having obtained a J.D. from
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New York University School of Law and an A.B. from Harvard
University. ms. Claret has published a number of essays, among which
are “Computer Software Protection in France” and “Product Liability in
France.”

Dr. Shlomo Cohen practices intellectual property law in Tel Aviv,
Israel. He teaches intellectual property courses in the law schools of the
Hebrew University (Jerusalem) and New York University. He was chair-
man of a committee appointed by the Ministry of Justice to revise the
Israeli Registered Design (Design Patent) Act and is a member of simi-
lar committees appointed to revise the Israeli Patent Act and the Israeli
Copyright Act. He represented the Israeli Government in the negotia-
tions for, and the diplomatic conference which produced, the Treaty on
Intellectual Property in Respect of Integrated Circuits. Dr. Cohen has
written extensively on intellectual and industrial property matters. He
is currently country reporter for Israel to the European Intellectual
Property Review, World Intellectual Property Report, IIC (The Max
Planck Institute), Patent World, and Trademark World. He is the author
of the Israel chapter in Worldwide Trademark Transfers: Law and
Practice (Clark Boardman Callaghan—USTA, 1992) and the Israel
chapter of Commercial Agencies and Distributorships (Prentice Hall,
1992).

Timothy Creek is a Principal Lawyer with Davies Collison Cave
Law, based in Melbourne, Australia.

Tim has a broad practice covering all areas of IP transactional and
dispute work and has considerable experience advising clients on the
protection, use and enforcement of confidential information and trade
secrets. He also regularly advises clients on general commercial mat-
ters, consumer protection and trade practices matters.

Tim has been recognised as a leading individual for IP transactions
in the World Trademark Review 1000 in 2018 and 2020 and as a lead-
ing individual for trade marks in 2019. He has also been ranked highly
for intellectual property law in Australia by Best Lawyers in 2021, 2022
and 2023.

Saoussan El Houri is the Financial and Administrative Manager
of Abu-Ghazaleh Intellectual Property Liaison Office in Montreal. She is
an experienced and resourceful professional committed to providing
clients with an exceptional service and using her passion and interdisci-
plinary skills to overcome rising challenges.

Abu-Ghazaleh Intellectual Property (AGIP), a member of Talal Abu-
Ghazaleh Global (TAG.Global), is the leading Intellectual Property ser-
vice provider in the Middle East with 28 offices throughout the Arab
countries, in addition to India, China, Turkey, Pakistan, Cyprus, Rus-
sia, and Afghanistan, and liaison offices in Europe, the UK and Canada
and a network of 180 correspondent offices worldwide.

Jose Antonio B.L. Faria Correa is a partner in the law firm of
Dannemann, Siemsen, Bilger & Ipanema Moreira. He graduated from
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the Federal University of Rio de Janeiro in 1979. Mr. Correa is a
member of the Board of Directors of the Brazilian Computer Law As-
sociation and of the Program Committee of the Association Internation-
ale Pour La Protection de La Propriete Industrielle. He has written and
lectured extensively in the field of intellectual property protection, and
is the author of numerous articles covering trademarks, licensing, and
the protection of computer software. Dannemann, Siemsen, Bigler &
Ipanema Moreira has its main office in Rio de Janeiro, with a branch in
Sao Paulo. The firm has particular expertise in all aspects of intel-
lectual property protection, as well as consumer protection, environmen-
tal law, and litigation before the Brazilian courts.

Avv. Professor Mario Franzosi is a partner in the law firm of
Studio Degli Avvocati, Franzosi Dal Negro E Associati, which has its
main office in Milan, Italy. Branch offices are located in Rome, Brussels,
Tokyo, and Washington, D.C., with correspondent offices located in
London, Frankfurt, Paris, Copenhagen, Madrid, Athens, Luxembourg,
and Geneva. Professor Franzosi has written and lectured extensively in
the field of intellectual property protection and is the author of numer-
ous articles in this field.

Nisha Gera is an associate in the New York office of Groombridge,
Wu, Baughman & Stone LLP where she focuses on intellectual property
litigation. She has represented clients in patent litigation matters in
federal district court and the United States International Trade
Commission. She has experience representing pharmaceutical patent
holders in Abbreviated New Drug Application (ANDA) litigations aris-
ing under the Hatch-Waxman Act. Nisha graduated from the University
of New Hampshire Franklin Pierce School of Law with a certificate in
Health Law and Policy. At law school, she co-founded Patent Law
Forum, a student body focusing on recent developments in patent law.
Prior to attending law school, Nisha received her Master’s in Biotechnol-
ogy from Jaypee Institute of Information Technology, India, and she
holds an LL.M. in IP and Competition Law from Munich Intellectual
Property Law Center, Germany. Her LL.M. thesis was focused on
patenting of human embryonic stem cells in Europe. She also worked as
an advisor for a UNITAID campaign in India and was a visiting
researcher at the Max Planck Institute for Innovation and Competition
in Germany.

Professor Charles Gielen, Ph.D, is a partner in the law firm of
Nauta Dutilh, which has offices in Amsterdam, Rotterdam, Brussels,
Paris, Madrid, New York, Singapore, and Beijing. The firm provides an
extensive range of legal services including intellectual property protec-
tion and licensing, corporate law, litigation, and European Community
law.

Heinz Goddar is a German European Patent Attorney, with his of-
fice at Munich, as a partner of Boehmert & Boehmert. He holds a PhD
in physics and teaches Intellectual Property Law as Honorary Professor
at University of Bremen, Germany, as Lecturer at Bucerius Law School
(BLS), Hamburg, and at the Munich Intellectual Property Law Center
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(MIPLC), Munich, Germany. He is furthermore a Visiting Professor as
well as a Lecturer at several foreign universities in both Asia and
U.S.A.. He is a Past-President of LES International (LESI) and of LES
Germany. Gold Medallist of LESI 2005, inducted into the IAM IP Hall
of Fame 2014. Listed as IAM 300 Global Leading IP Experts for several
years. Together with Melanie Miiller since 2023 co-editor of “Trade
Secrets Throughout the World” (“TSTW?, i.e. ISBN 978-1-731-95271-4).
Since 09/2023 member of the Advisory Board of Saudi Authority of
Intellectual Property (SAIP). Since 04/2024 Honorary Advisor of LES
Korea, since 08/2024 member of the Intellectual Property committee of
CCPIT Mediation Center, Beijing (PRC).

Richard Gough is a partner with the Sydney office of the
international law firm Baker & McKenzie. He specializes in the protec-
tion and enforcement of intellectual property rights. He originally
practised as a solicitor in England. He joined Baker & McKenzie in
1988 and was elected a partner in 1990. As a litigator, he has consider-
able experience of intellectual property proceedings in Australia, includ-
ing reported confidential information cases. He edits the quarterly Asia
Pacific Legal Developments Bulletin, and is a regular speaker both in
Australia and overseas.

James M. Gould holds bachelor’s and master’s degrees from
Cornell University and received his law degree from the Dickinson
School of Law. Formerly a trial attorney with the U.S. International
Trade Commission, Mr. Gould is now a Senior Patent Counsel with
Schering-Plough Corporation in Madison, New Jersey. He has previ-
ously published and lectured in the area of international trade law.

Francois M. Grenier is a partner in the law firm Leger Robic
Richard and in the firm Robic, patent and trademark agents. He joined
both firms in 1978. Mr. Grenier has a specialized practice in the area of
intellectual property, with a concentration in litigation involving
patents, trademarks and industrial designs. Often appearing before
federal and provincial courts, he has extensive litigation experience and
particular experience regarding extraordinary procedures such as
injunctions and seizures before judgment. He holds a License in Law
from the Universite de Montreal (1978) and was admitted to the Quebec
Bar in 1979. Mr. Grenier is a member of the Canadian Bar Association
and served two years on the CBA Committee on Federal Court Practice
which is a subcommittee of the Association’s Industrial and Intellectual
Property Section. Since 1991, he has been a member of that Section’s
Executive Committee. He is also a member of the Patent and Trade
Mark Institute of Canada and has served on its committee responsible
for studying a report on litigation in the Canadian intellectual property
system. He is also a member of the American Intellectual Property Law
Association. Mr. Grenier is the author of numerous articles in the area
of intellectual property, and is a frequent speaker on the subject. From
1984 to 1988, he taught civil evidence and pleading techniques at the
Bar School of Montreal and, from 1985 to 1991, was a professor of intel-
lectual property law at the Universite de Montreal.

Nicholas Groombridge is one of the nation’s leading trial lawyers,
focusing exclusively on intellectual property litigation. Over the past 35
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years, Nick has been lead counsel in over 150 patent cases in federal
district courts, has tried dozens of bench and jury trials, and has suc-
cessfully argued more than 30 cases in the Court of Appeals for the
Federal Circuit. Nick has litigated IP matters across a wide range of
technical areas, including software, semiconductors, pharmaceuticals,
biotechnology, wireless networking, consumer electronics, specialty
chemicals, automotive parts, financial services and medical devices.
Clients describe Nick as “an incredibly good trial attorney who takes
the time to master every detail of a case and dominates the courtroom
with his knowledge of both the law and the facts.”

Nick has received many professional accolades. He is ranked in
Chambers Global and Chambers USA as a Band 1 Practitioner for Intel-
lectual Property: Patent. The Legal 500 has described him as “a top-
notch patent trial lawyer” and “an excellent strategic adviser,” who has
“a unique understanding of the way people think and an ability to get a
message across.” He has also been named a “National Litigation Star”
for Intellectual Property by Benchmark Litigation, one of the Lawdragon
“500 Leading Lawyers in America,” “Outstanding IP Litigator” by
Managing Intellectual Property and an expert in patent law in the
Guide to the World’s Leading Patent Practitioners and The Best
Lawyers in America. He was recognized as one of IAM’s Global Leaders
2022.

Nick earned his LL.B. from the University of London; he is active in
several professional societies, including the Federal Circuit Bar Associa-
tion, of which he is a past president. He is also on the Steering Commit-
tee for Working Groups 9 (Patent Damages and Remedies) and 10 (Pa-
tent Litigation Best Practices) of the Sedona Conference. Outside of the
courtroom, Nick is the Vice Chair of the Board of Riverkeeper, which
protects and restores the Hudson River along its length from its source
to the sea.

Dr. Katalin Grész is a Hungarian attorney admitted to the
Budapest Bar. Dr. Grész received her JD, cum laude, from the Pécs Fac-
ulty of State and Legal Science in 1989. She worked at the Hungarian
Ministry of Justice, where she was involved in the preparation of draft
laws (company and civil law) from October 1991 until May 1993. In
1992, Dr. Grész participated in a six-month training program at the
legal department of the EU Commission in Brussels. She is a member
of LIDC. She is author of several articles and frequent speaker at con-
ferences in civil, corporate, and commercial law areas. In 1993 she as-
sociated with Szecskay Law Firm. She currently specializes in energy
law, competition law, employment law, and litigation. Dr. Grész is fluent
in English, French, and German.

Jonas Gulliksson is a Barrister, European Patent, Design and
Trademark attorney. He is president of LES Scandinavia, and past pres-
ident of LES International and The Association of Swedish Patent Law
Firms (SEPAF). Mr. Gulliksson is the founder of Advokatbyran Gulliks-
son and the patent law firm Strom & Gulliksson. He has 38 years of ex-
perience from international IP litigation, licensing and arbitration. He
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is a member of the Swedish, American and the International Bar As-
sociations, the Swedish Association of Patent Attorneys (SPOF), and the
Association of Swedish Patent Law firms (SEPAF).

Dr. Rainer Herzig

Career:

01982: Doktor juris, University of Vienna

01983/84: Studies at Lausanne University, Switzerland
01989: admitted to the bar

01990: Partner with Preslmayr attorneys at law

Rainer Herzig is specialized in IP law (patents, trademarks, designs
and copyright law), and unfair competition law. Furthermore, he advises
clients particularly in the field of food and drug law.

He works for national and international clients and has published
numerous articles. He is also co-author of the commentary on the
Austrian Unfair Competition Law published by Manz.

Rainer Herzig is a member of INTA and board member of LES
Austria.

Gary M. Hnath is a partner with the firm of Venable, Baetjer,
Howard & Civiletti in Washington, D.C. Mr. Hnath holds a bachelor’s
degree from Michigan State University and received his law degree
from Harvard Law School. From 1988-1991, Mr. Hnath served as a
Senior Attorney with the U.S. International Trade Commission’s Office
of Unfair Import Investigations, where he participated in the litigation
and trial of several major investigations under Section 337 of the Tariff
Act of 1930. Mr. Hnath’s practice currently focuses on intellectual prop-
erty and other complex civil litigation, including trade secret and patent
cases under Section 337.

Liangshu Huang is an IP specialist at Mirandah Asia. His practice
areas cover IP consultancy and management. He graduated with an Up-
per Second Class Honours degree in Biomedical Sciences specializing in
Medical Biochemistry from University of Bradford, UK and a Master of
Research degree in Translational Medicine from Imperial College
London, UK. Since joining Mirandah Asia, he has completed his Gradu-
ate Certificate in Intellectual Property Law and is currently working
towards qualifying as a registered Singapore patent agent.

International Legal Counselors Thailand Limited is affiliated
with the international law firm of Russin & Vecchi with offices in New
York, San Francisco, Washington D.C., Moscow, Madrid, Santo Domingo,
Taipei, and Ho Chi Minh City. The firm has 11 resident partners, 37 as-
sociate lawyers, 15 trained paralegals, and employees altogether total-
ing 124 in number. The firm’s practice covers a broad range of public
and private matters including banking and finance, litigation, arbitra-
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tion, corporate, intellectual property, securities, taxation, real estate,
labor, petroleum, and mineral resources and energy law, as well as
investment and all other aspects of commercial practice.

Mena Lo joined Wilkinson & Grist as trainee solicitor in 1988 and
has become a partner since 1999. Mena has over 20 years of experience
in intellectual property practice. She focuses in transactional intel-
lectual property, information technology and enforcement works. She
has advised and assisted clients in matters including information
technology and related issues; intellectual property rights portfolio
planning and protection strategies; initiating and defending trade mark
oppositions and invalidation actions in Hong Kong and Mainland China,;
enforcement of intellectual property rights for clients in Hong Kong and
Mainland China; due diligence and acquisition of intellectual property
rights; setting up research and development centers as well as negotiat-
ing and preparing agreements relating to technology transfer, the grant
or obtaining the grant of intellectual property license, franchise and dis-
tribution rights.

Kazuko Matsuo (Ms.) is an attorney at law and patent attorney in
the Legal Section and Trademark Section. In her role as a partner in
the firm, she focuses mainly on corporate legal affairs, commercial trans-
action, contracts, unfair competition law, intellectual property law, liti-
gation, arbitration, and international transaction. She graduated from
The University of Tokyo Faculty of Law and after joining Nakamura &
Partners, she studied at the Comparative Law Institute of New York
University on scholarship receiving an M.C.J. degree. Additionally, she
was a researcher at Michigan University. In Japan she served as an
instructor at Kanagawa University, St. Paul University and The Science
University of Tokyo Law School. She has been a member of various IP
related organizations such as the AIPPI (Design Committee), INTA
(Design Committee), The Japan Trademark Association, and served as
an Arbitrator of WIPO. She has written extensively on design and
trademark law, copyright law, and unfair competition law. Furthermore,
Ms. Matsuno has served on various committees related to Intellectual
Property revision as a member of the Industry Property Division of the
Structure Council of the Ministry of Economy, Trade and Industry
(METT) and received the METI Special Award for her dedicated service.

Gladys Mirandah is a founder of Mirandah Asia. With over 47
years of experience in the IP field, the group she leads has grown to
operate in all ten ASEAN jurisdictions from its central offices in
Singapore and Malaysia. She is the head of the Singapore office and
manages operations in all the other offices. She is also the Managing
Partner of Mirandah Asia (India). As an active member of the Interna-
tional Trademark Association (INTA) for several years, Gladys has
worked with the Membership Committee, Meetings Committee, Plan-
ning Committee, and Speaker and Training Sub-Committee, acting as
Chairperson and Speaker at INTA-organised events and panel discus-
sions and as a moderator at breakfast meetings and lunch breakout ses-
sions (table topics). In recognition of her exceptional expertise, she has
been invited to be a special guest speaker at various international IP
events. Gladys has numerous publications to her credit and works
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closely with editors at various specialist IP publications.

Young Moo Kim is the founder of Kim & Chang law firm in Korea.
He graduated from Seoul National University College of Law with a B.
Jur. in 1964 and from Seoul National University Graduate School of
Justice with an M. Jur. in 1966. In 1967 he obtained an M.C.L. from the
University of Chicago Law School, followed by a J.D. from Harvard Law
School in 1970. He has lectured at the Graduate School of Justice and
his past positions include, inter alia, Special Legal Assistant to the
Korean Prime Minister (1970-71); Commissioner Expert, Korean Legal
Institutions Office (1972); Foreign Capital Deliberations Committee of
the Ministry of Finance of Korea (1981-82); Counsel to the Ministry of
Finance (1982-85); Special Committee of Revision to the Commercial
Code of the Ministry of Justice (1981-84); Import Surveillance Commit-
tee of the Ministry of Trade and Industry (1983-85); Trade Policy Advi-
sory Committee of the Ministry of Trade and Industry (1986-90); Com-
missioner of the Korea Trade Commission (1987-90); Member of the
Presidential Commission on the Twenty First Century; and Nonstand-
ing Commissioner of Securities and Exchange Commission. Mr. Kim is
a member of the Korean Bar Association, the Korea Patent Attorneys
Association, Licensing Executives Society of Korea, as well as the
Chicago, Illinois, and American Bar Associations. For his contributions
towards the development of Korean industry, he was awarded the Order
of Industrial Merit, Silver Tower in 1992.

Seok Hee Lee is an attorney at Kim & Chang and practices pri-
marily in the areas of trade secret litigation, intellectual property litiga-
tion and privacy. Mr. Lee has also extensive experience in disputes and
transactions with regard to patents, trademarks, unfair competitions,
computer programs and licensing. He also regularly advises clients in
the entertainment, sports and leisure industry. He advises Korean and
international corporate clients and attorneys from multinational law
firms on a wide variety of matters, with an emphasis on intellectual
property issues, mergers and acquisitions, joint ventures, franchising,
licensing and distributorships, including deal structuring, negotiations,
documentation and due diligence. Mr. Lee has also actively represented
clients in various civil and/or criminal disputes in connection with
patents, trademarks, unfair competitions, trade secrets and copyrights.

Mr. Lee has co-authored “Trade Secret Protection in Korea” section
published by Global Law and Business Ltd. He is invited to lectures
and educations on “Trade Secret Protection and Practices” and “Privacy
Protection” at the Korean Bar Association, Seoul Bar Association, Korea
Advanced Institute of Science and Technology (KAIST), Korean Trade
Commission and various corporate clients. He received his LL.M. from
Santa Clara University Law School in 2011 and his LL.B. from Yonsei
University College of Law in 2001. He attended the Judicial Research
and Training Institute of the Supreme Court of Korea in 2003. Mr. Lee
is admitted to the Korea bar.

Max Lee is a Senior Associate with Tsar & Tsai, who regularly
handles government contract disputes, anti-trust and anti-bribery
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compliance issues, employment matters, data privacy, and intellectual
property matters and has vast experience of court procedures and
practice in the above areas. He received an LL.B. from Soochow
University in 2003, an LL.M. from National Taiwan University in 2009,
and an LL.M. from Duke University School of Law in 2018. He is admit-
ted to the bars of Taiwan and New York State.

Alan Lewis has a BSc with Physics and Maths as majors, a BSc
(Electrical Engineering) (Cum Laude) and a BProc law degree. He is a
patent attorney and has been a partner in the prestigious South African
IP law firm, Adams & Adams since 1977. He is also a Notary Public. He
has been involved in the Licensing Executives Society, being President
of LES South Africa in 1994/95 and again in 2005/6. He is presently a
Vice President of LES International. In his practice Mr Lewis has suc-
cessfully litigated many high profile IP cases and has lectured and
examined candidate patent attorneys since 1988. He has also presented
a number of papers at conferences, seminars, and courses in South
Africa and overseas on a variety of IP and licensing issues.

Chiang Ling Li is a partner of the Hong Kong Office of Baker &
McKenzie. Her areas of practice are intellectual property (including
trademark, patent, copyright) prosecution and enforcement; litigation
and arbitration; internet law; pharmaceutical law; and entertainment
law. Ms. Li is the author of China Executive Report: Intellectual Prop-
erty, published by Butterworth/LexisNexis, and many articles on intel-
lectual property, technology and pharmaceutical law. Ms. Li belongs to
various intellectual property, pharmaceutical and technology organiza-
tions and co-chairs the Pharmaceutical Committee and the Safe
Pharmaceuticals Subcommittee of the American Chamber of Commerce
in Hong Kong. Ms. Li has been appointed arbitrator by four arbitration
bodies: the China International Economic and Trade Arbitration Com-
mission, the Hong Kong International Arbitration Center, the Asia
Domain Name Dispute Resolution Center and the World Intellectual
Property Organization. Ms. Li graduated from the University of Toronto
with a B.Sc. (Pharmacy) (1989), Queen’s University with an LL.B. (1992)
and the University of London with an LL.M. (1998). She is admitted as
a solicitor in Hong Kong and England and Wales, and as a solicitor and
barrister in Ontario, Canada.

Jennifer Lin is a member of the law firm of Tsar & Tsai, which has
its main office in Taipei, Taiwan, R.O.C. She has written and lectured
extensively in the field of intellectual property protection. Tsar & Tsai
was founded in 1965 and has over 45 attorneys, including resident
foreign attorneys. The firm offers a full range of legal services including
intellectual property protection, licensing, foreign investment, mergers
and acquisitions, and litigation.

José Miguel Lissén holds a Law Degree from the Universidad
Complutense de Madrid. He has been a member of the Madrid Bar As-
sociation since 1997 and currently is a senior associate in the Intel-
lectual Property Department of Gémez-Acebo & Pombo, with a specialty
in patent infringement/nullity lawsuits. He speaks Spanish, English,
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French, and German.

Troy A. Luna is a senior associate in the law firm of Roco Bunag
Kapunan Migallos & Jardeleza. He received his law degree from the
Ateneo de Manila and was admitted to practice in 1987. Roco Bunag
Kapunan Migallos & Jardeleza provides an extensive range of services
which includes intellectual property, corporate, securities, and com-
mercial law, as well as litigation and general practice.

William McGlone is a partner in the International Group of Miller
& Chevalier, Chartered, which is now celebrating its seventy-fifth
anniversary. He graduated from Georgetown University School of Law
(magna cum laude) in 1987, and he received his Bachelor of Arts degree
(cum laude) from Harvard University in 1982. Miller & Chevalier’s
International Group has provided legal services to more than 200
clients, including many Fortune 100 companies, on legal issues involv-
ing more than 50 different countries. The International Group’s practice
includes international trade proceedings, transnational arbitration and
litigation, investment and commercial transactions, trade policy
disputes, government-to-government negotiations, export controls and
trade sanctions, nuclear and chemical nonproliferation controls, and a
panoply of trade regulation matters. By establishing a strong and
unusually diversified practice, their international practice has assumed
a place at Miller & Chevalier alongside taxation, government contracts,
and federal litigation as a specialty practice that enjoys both a
distinguished clientele and a reputation for the level of excellence that
their clients demand.

Melanie Miiller is a German Attorney at Law with her office at the
law firm Boehmert & Boehmert in Bremen Miinich. She passed her
First State Examination in Law at the University of Bremen, special-
ized in International and European Business Law. Her final examina-
tion dealt with a German Antitrust issue and sought legal comparisons
with the U.S. Antitrust Law. She completed her legal traineeship at the
Hanseatic Court of Appeal of the Free Hanseatic City of Bremen. At
present she is working on her doctoral thesis on a Patent Law topic (in
addition to her work as lawyer) under the mentorship of Prof. Heinz
Goddar at the University of Bremen, Germany.

Fernando Noetinger, Attorney at Law, graduated from the
University of Buenos Aires; Past International President of the Licens-
ing Executive Society (1990-1991); Past President of the Argentine As-
sociation of Intellectual Property Agents (2000-2002); Member of the
Board of Directors of the Buenos Aires Bar Association (2007-2011).
Partner in the firm Noetinger & Armando, specialized in L.P.

Lorna Patajo-Kapunan is a partner in the law firm of Roco Bunag
Kapunan Migallos & Jardeleza. She received her law degree from the
University of the Philippines and was admitted to practice in 1979. Ms.
Patajo-Kapunan is a member of various professional organizations
including the Licensing Executives Society and the International Bar
Association. She has written and lectured extensively in the field of
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intellectual property protection, and is the author of numerous articles
covering trademarks, patents, licensing, and litigation. She specializes
in intellectual property law, corporate law, and litigation. Roco Bunag
Kapunan Migallos & Jardeleza provides an extensive range of services
which includes intellectual property, corporate, securities, and com-
mercial law, as well as litigation and general practice.

Angus Phang is a solicitor in the Intellectual Property Department
of the international law firm of Baker & McKenzie in Singapore. He has
been practicing intellectual property law since 1988 and is admitted to
practice in England and Wales, Singapore and Hong Kong. His practice
encompasses all areas of intellectual property law and at all levels. The
firm has offices worldwide and advises on the entire spectrum of com-
mercial law.

James Pooley has practiced as a trial lawyer in Silicon Valley for
25 years, focusing on intellectual property litigation and counseling
with a special emphasis on trade secret law. He is a shareholder in the
Palo Alto, California firm of Gary Cary Ware & Freidenrich LLP, and is
author of Trade Secrets (Law Journal Seminar-Press 1997), as well as
other books, monographs, and dozens of articles dealing with trade
secrets and related issues. Mr. Pooley is an adjunct professor of trade
secret law at Boalt Hall Law School, and serves on the advisory board
of the Berkeley Center for Law and Technology. He has just finished a
term as Chair of the Trade Secret Law Committee of the American
Intellectual Property Law Association. Mr. Pooley has been a frequent
speaker to a broad range of trade and professional groups.
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Introduction®

International Enforcement of Trade Secret Rights

The WTO/GATT Agreement, which was conclude on April 15,
1994, brought to closure the long running Uruguay Round of
discussions and established the World Trade Organization (WTO).
Annex C to the WT'O/GATT Agreement is titled “Trade-Related
Aspects of Intellectual Property Rights” and is referred to gener-
ally as the “TRIPS” Agreement. The purpose of the TRIPS Agree-
ment is to improve and harmonize the protection afforded to
intellectual property, including trade secrets, in and among the
WTO’s member states.

However, despite the ongoing implementation of the provi-
sions of the TRIPS Agreement related to trade secret protection
(e.g., trade secret laws have recently been promulgated in, inter
alia, Korea, Thailand, Indonesia, and Taiwan), with the exception
of the United States, the Member States of the European Union,
and a limited number of other industrialized countries, trade se-
cret protection internationally remains inconsistent. This is due,
in part, to the fact that the transition provisions of the WTO/
GATT Agreement (Article 65) permit varying compliance periods
ranging from 5 to 10 years from the Agreement’s effective date,
depending on the level of a country’s economic development.

In one sense, the current international scene is similar to
that which exists in the United States, i.e., substantive stan-
dards varying among a large number of jurisdictions (i.e., the
various states), with each having its own procedural rules as
well. However, in the United States there has existed the harmo-
nizing effect of the Restatement (First) of Torts, the Restatement
(Third) of Unfair Competition, and the Uniform Trade Secrets
Act, though they have not been interpreted and adopted in
precisely the same way in all jurisdictions. The United States
also benefited from a common legal tradition, a common language,
and the Full Faith and Credit clause of the U.S. Constitution, all
of which tend to mitigate the differences and make interstate

* This introduction was written by James Pooley and is derived from a paper
written and presented by Mr. Pooley at a conference held in New York City
entitled Trade Secrets, Information Security, and Industrial Espionage. Mr.
Pooley is a shareholder in the law firm of Gray Cary Ware and Friedenrich lo-
cated in Palo Alto, California. His permission to use this material is greatly
appreciated.
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transactions and litigation relatively predictable.

Until the adoption of the NAFTA and the TRIPS Agreement
there was no such strong influences which were able to harmonize
the laws protecting trade secret laws around the world. We will
briefly examine the impact of those two treaties, which is
potentially great, but with the emphasis on “potentially.” The
wheels of change roll very slowly in matters of international
trade, and for a complex set of reasons this has been especially
true with regard to intellectual property issues. Cautious
optimism is the appropriate attitude at this point in time.

While we wait for the day when all the signatories of the
TRIPS Agreements have implemented uniform standards of trade
secret protection and enforcement, we will continue to deal with
a complex and dynamic set of trade secret protection rules (or
lack thereof) which must be investigated and assessed in the
context of each transaction and each potential dispute. That said,
one can make some broad observations which should be useful in
establishing context for some of the information which follows.

In addition to the United States, trade secret law is fairly
well developed and predictable in the United Kingdom and in
most jurisdictions (such as Canada, Australia, and Singapore, to
name a few) which have borrowed from its jurisprudence and
which employ a common law system of largely judge-made law.
Enforcement is generally good in these jurisdictions, although
discovery rights are not nearly so extensive as in the United
States, an issue of some importance for trade secret plaintiffs
(though some would say that more limited discovery may provide
more of an advantage than impediment).

In the civil law systems of the continental European Member
States of the EU (in which the judge or other judicial officer takes
charge of collecting the evidence through a series of hearings) the
standards covering trade secret protection are set primarily
through statute and regulation, with much less emphasis on in-
dependent judicial interpretation. As a result, there are reason-
ably comprehensive rules governing the protection of confidential
information. Discovery as we know it in the United States is
virtually nonexistent, but remedies can be swift and effective if
the necessary facts have been brought to light.

To understand the situation in most of Asia, one needs to ap-
preciate that, with the exception of Singapore, the countries of
that region do not share the historical western cultural bias
towards the protection of intellectual property. For many Asian
people the entire notion of “owning” ideas seems odd. Although
the industrial revolution has by force overtaken this philosophi-
cal viewpoint, that does not mean it deserves no respect. We
must remember this point when purporting to judge how far and
fast the Asian nations have come in accommodating to the
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prevailing western view.

With that background, it can be said that until recently trade
secret protection in Asia was a matter of private business deal-
ings, i.e., the honesty and reliability of the contract partners,
with the law intervening only in a relatively haphazard and un-
predictable way. In the last decade international pressure (pri-
marily from the U.S.) has wrought major change, as trade secret
protection laws have been enacted in most major Asian countries.
Enforcement remains a prickly issue, however, and varies consid-
erably from one country to another, usually depending on the
level of industrialization achieved.

In the developing nations of the world, intellectual property
law is often seen as a primary means of continued economic
domination by the industrialized countries. The rhetoric has been
intense, directed mainly at patent rights and the developing
countries’ attempts to limit terms of protection and to grant
compulsory licensing rights to domestic companies. In the field of
pharmaceuticals, this campaign has been waged in the name of
public health and the inability of poor people to afford the
international “retail” price of proprietary formulations.

But in other areas, and broadly in relation to secret technol-
ogy and know-how, the main theme has been the need to build
domestic industries, and the frustration at remaining mired in
their dependency on imports from the first world. Thus, what
may seem to us as straightforward issues of protecting invest-
ments are to many others deeply political matters closely tied to
other aspects of international trade and development. The effort
at harmonizing Intellectual Property laws has gone on in this
environment.

In spite of the challenges it is encouraging to note that a
great deal of progress has been made in recent years, and that
the institutional pressure remains strong to follow through on
the promise of the TRIPS Agreement and bring us to a point
where trade secret laws are reasonably similar with respect to
scope and enforcement. In the meantime, the basic message to
those dealing with trade secrets around the globe is this: do your
homework and be careful about whom you trust.

Harmonization

Until the ground breaking approach of the NAFTA treaty
intellectual property issues in general, including trade secret
laws, took a back seat to “larger” issues related to international
trade. With the exception of the industrialized countries men-
tioned above, the scope of trade secret rights depended on what
country you were in, what government was in power, and
sometimes on whom you knew (or were willing to pay) in the lo-

xliii



TraDE SECRETS THROUGHOUT THE WORLD

cal government or business establishment.

In addition, investment in foreign manufacturing facilities in
many cases was retarded by a fear of losing valuable secret
technology, either because the local law did not provide reliable
trade secret protection, or because under the applicable law it
was possible that secrecy would be sacrificed because of the
imposition of compulsory licenses and/or limited terms of
protection.

Thankfully, the drag that this chaotic and self-defeating situ-
ation created for growth in world trade has been more widely
recognized.

NAFTA and the TRIPS Agreement require fundamental
reform designed to bring consistency and reliability to the cross-
border protection of intellectual property. We will examine these
treaties, which are still in their relatively early phases of
implementation, below.

NAFTA

On December 17, 1992, the United States, Mexico and Can-
ada entered into a regional trading relationship by concluding
the North American Free Trade Agreement (NAFTA). Directed
primarily at eliminating tariff and other barriers to free trade on
the North American continent, it also took aim at discontinuities
in the level of protection for intellectual property, particularly
trade secrets, mainly between Mexico, on the one hand, and Can-
ada and the United States, on the other.

The first part of Article 1711 addresses protection against
trade secret misappropriation. Trade secrets are defined under
NAFTA in terms virtually identical to the Uniform Trade Secrets
Act of the United States, expressing the three core elements of:
(1) actual secrecy; (2) actual or potential value; backed by (3) rea-
sonable protection efforts. The concepts of relative secrecy, and
secrets consisting of combinations of known elements are both
recognized.

The signatory countries are required to provide legal protec-
tion for qualifying secret information against unauthorized
acquisition, disclosure or use “in a manner contrary to honest
commercial practices.”” However, an exception is provided which
allows a country to require that secrets be recorded in some
fashion in order to be protected under the law. This is, in fact, a
feature of Mexico’s trade secret law.

The definition of “contrary to honest commercial practices” as
set forth in Article 1721 requires that a party know, or be “grossly

T Note that this language may be construed as a limitation with respect to the
type of activities which may be found to violate trade secret rights, thus offering
a lower level of trade secret protection than that available under U.S. law.
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negligent” in failing to know, that the information in question
was misappropriated. Arguably this creates a higher burden of
proof for the plaintiff than is the case with the “know or should
have known” criterion under U.S. trade secret law, and, therefore,
provides a lower lever of protection.

The second aspect addressed by Article 1711 is the duration of
trade secret protection. The treaty requires that secrets be
granted potentially perpetual protection, and more generally
proscribes any discriminatory or excessive limitations on the
right to license trade secret information.

The third feature relating to trade secrets is a requirement
that the signatory nations ensure confidentiality of information
provided to government agencies pursuant to a review related
the official approvals required for the manufacture and/or sale of
a product in the country. Protection depends on the information
having been developed with “considerable effort,” and there are
exceptions to the secrecy obligation when disclosure “is necessary
to protect the public.” However, these limitations are reasonable
on their face and presumably will not be abused in practice. The
use of information filed with an agency by anyone other than the
entity submitting same must be prohibited for “a reasonable pe-
riod” which will “normally” be at least five years.

Regarding enforcement, Article 1716 of NAFTA requires that
“judicial authorities” in member countries have the power to or-
der injunctive relief to prevent violation of intellectual property
rights. Mexico has amended its Law on Industrial Property to
meet this requirement.

The TRIPS Agreement

As mentioned above, Annex C to the WTO/GATT Agreement
of April 15 1994 (“Trade-Related Aspects of Intellectual Property
Rights”) is referred to as the “TRIPS” Agreement. Given the
number of signatory nations, and more importantly the number
of countries that want to become members of the WTO, the terms
of the TRIPS Agreement treaty probably present the best chance
for the global harmonization of IP rights generally, and trade se-
cret laws particularly.

As mentioned earlier, the transition provisions of the treaty
(Article 65) permit varying periods for a member country to come
into compliance depending on whether it is deemed either a
“developing country” or in the “process of transformation” to a
market economy (five years from the date of the entry into force
of the Agreement establishing the WTO), or a “least developed
country” (10 years). The benefits of becoming a member of the
WTO are apparently sufficiently attractive to have caused a sig-
nificant number of developing countries to amend their IP laws
in order to comply, though it remains to be seen whether the
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amended laws will be adequately enforced.

Article 39, paragraph 2, is the section that specifically covers
the protection of trade secrets. Although Section 7 speaks in
terms of “the protection of undisclosed information,” the rights
protected are clearly related to what are generally know as trade
secrets. As with the NAFTA treaty, the TRIPS Agreement recog-
nizes the fundamental requirements of relative secrecy, value
and reasonable steps to maintain secrecy. It also employs the
same concept of actions “contrary to honest practices” to delin-
eate acts which may constitute misappropriation. This concept is
defined in a footnote as meaning “at least practices such as breach
of contract, breach of confidence and inducement to breach, and
includes the acquisition of undisclosed information by third par-
ties who knew, or were grossly negligent in failing to know, that
such practices were involved in the acquisition.”

As is the case with NAFTA, the inclusion of the phrase “con-
trary to honest practices” may imply a lower level of protection
than that which is generally available under U.S. law as it
potentially limits the type of activities which may violate trade
secret rights. Moreover, Article 39 defines the element of “value”
without the additional clarifying phrase “actual or potential.”
Coverage for secrets which have not yet been commercialized, as
well as coverage for “negative secrets” (e.g., information related
to failed experiments), is a very important aspect of trade secrets
law,? and it would significantly diminish the minimum level of
protection required by the treaty if the wording of this section of
Article 39 were to be interpreted too narrowly. Note that this is a
problem that does not extend to NAFTA.

Article 39 also contains language, virtually identical to that
found in Article 1711 of NAFTA, directed at assuring the
confidentiality of information submitted to government agencies.
Although there is no separate provision prohibiting national laws
which would set an arbitrary time limit for secrecy, the same
result seems to be implied by the language of paragraph 2, which
requires member countries to protect undisclosed information “so
long as” it meets the basic requirements of a trade secret.

Article 41 contains the primary provisions covering judicial
enforcement. It requires that member nations provide remedies
which are “fair and equitable” and which are not “unnecessarily
complicated or costly, or entail unreasonable time limits or unwar-
ranted delays.”

Other basics of due process, such as a written decision based
only on the evidence, and the availability of appellate review, are
mandated. These requirements are explained in Article 42, which
guarantees written notice of claims, representation by counsel,

2 See Restatement (Third) of Unfair Competition § 39.
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and procedures to protect the confidentiality of information in lit-
igation, “unless this would be contrary to existing constitutional
requirements.” Article 43 requires the availability of subpoenas
for evidence and permits summary judgment.

Broad judicially imposed injunctive relief, including orders
barring importation of goods that “involve the infringement of an
intellectual property right™ is provided by Article 44, so long as
the defendant at least had “reasonable grounds to know” of the
infringement (curiously, the “gross negligence” standard of Article
39 is not carried over). Paragraph 2 of Article 44 permits a royalty
in lieu of injunction in limited circumstances.*

The right to recover compensatory damages is guaranteed in
Article 45, which again is subject only to the limitation that the
infringer knew “or had reasonable grounds to know” of the
infringement. Awards may (according to national law and the
discretion of the judicial authority) include costs and attorney’s
fees, and statutory damages (without regard to the defendant’s
knowledge of the infringement). Article 46 requires that the judi-
ciary have the power to order seizure and sale of “goods that they
have found to be infringing,” as well as equipment used in the
production thereof, while Article 47 permits member countries to
require an infringer to identify others who have been involved in
infringing activity. Article 48 covers bonds and Article 49 ad-
dresses administrative procedures. Finally, Article 50 requires
that judges be given the power to make provisional orders for the
prevention of infringement and preservation of evidence.

Note that the NAFTA and TRIPS Agreement provisions
discussed above are set forth in their entirety in § 1.10 & § 1.11,
infra.

Political and Social Issues Affecting Trade Secret Protec-
tion Abroad

As noted above, the legal regimes protecting trade secrets on
a global basis has not yet been harmonized. Even where a country
has introduced what looks like a familiar set of rules for the
protection of confidential information, it is usually questionable
whether those rules can, and will be, effectively enforced. In
many countries of the world what businessmen in industrialized
countries regard as strictly commercial issues may evoke the
strongest of public policy concerns relating to employee rights,
and political issues such as national economic dependency. Nev-

3 The broad wording of this provision is significant to trade secret rights, since
the misappropriation may have occurred in the design or manufacture of goods.
While the importation of those goods would not itself be an act of misappropria-
tion, the property is recognized as having been tainted by the earlier act.

* This approach is similar to that provided in the Uniform Trade Secrets Act.
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ertheless, business life goes on, and the increasingly global scope
of commerce requires that many companies give serious thought
to how their confidential information can travel overseas and
remain confidential.®

Important trade secret questions arise when a company is
forced to grant a license for the use of its technology in a foreign
country to a local third party. For example, in some countries the
price of establishing a business may be a requirement to either
sell an interest in the business (sometimes a controlling interest)
to a local citizen or corporation, or to form a partnership with lo-
cal participants.

If a technology license is granted to such a business entity,
and the technology package being licensed contains trade secrets,
those trade secrets will be at risk both because they will be shared
with the local partner(s) and because the laws of the situs country
may provide that confidentiality covenants (including the
nondisclosure provisions of licenses) may last no longer than a
set number of years, following which the information may be
used and disclosed by the recipient without restriction or
compensation. This effectively puts an arbitrary time limit on the
trade secrets subject to the license and the laws of the foreign
country in question.

In addition to the foregoing, many countries regulate technol-
ogy licenses as it is believed that they may potentially have an
anti-competitive effect on their markets, usually as a result of
the imposition of territorial and/or use restrictions on the
licensee. Such clauses can be stricken by the government’s review-
ing authority, thereby significantly weakening the control the
licensor has over the use of its trade secrets. Potential problems
such as these should be considered before initiating business
transactions that will involve technology transfer to a foreign
country.

How to Protect Trade Secrets Abroad

Given the complications and uncertainties involved in cross-
border technology transactions, one obvious approach is simply to
stay home, but that is usually not a realistic option for a thriving
and growing business. Rather than avoid foreign entanglements
altogether, a business may want to consider the following
suggestions: by any company which produces material or products
covered under the Export Administration Regulations of the

5 For some companies, there is also the issue of whether they can send their
information overseas at all, without permission from the federal government.
The subject of export controls is beyond the scope of this work, but should be
considered by any company which produces material or products covered under
the Export Administration Regulations of the Department of Commerce.
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Department of Commerce.

(1) Choose your markets carefully. Stay out of countries that
do not appear to have a legal system that enforces confidentiality
obligations.

(2) Choose your licensees carefully. Investigate their reputa-
tion, as well as their business relationships that may imperil the
security of the company’s data. If the information is extremely
important, investigate their principals as well. And by the way,
choose your investigators carefully.

(3) Institute a corporate program for the protection of
confidential information and monitor it for compliance and
effectiveness. The elements in (4) through (17) should be part of
that information security program.

(4) Choose overseas employees (including employees of sub-
sidiaries and affiliates) carefully. Do extensive background checks
before hiring local managers, and supervise their work to be sure
that they respect the need to keep information confidential.

(5) Have foreign employees, especially managers, sign written
confidentiality agreements prior to commencing employment.
Many foreign jurisdictions will be more willing to take a case in
which the issue is one of breach of contract, as compared with a
case involving a legally obscure and complicated implied-in-law
obligation of confidentiality.

(6) Require licensees and business partners to enter into ap-
propriate confidentiality agreements with their employees. Moni-
tor compliance regularly.

(7) Provide only the type and amount of confidential informa-
tion that is necessary to support the business relationship. Make
sure that the people who are responsible for the overseas opera-
tions or transactions are sensitive to the issue of protection of
confidential information and that they track carefully the infor-
mation made available to employees and third parties and the
use to which it is put.

(8) Specify by contract that the information can only be
disclosed to a certain number of people, or to named persons.

(9) Specify by contract the security measures that must be
taken in the foreign jurisdiction to protect the information. This
relates to the protection of plant and office space, as well as sup-
porting computer and telecommunications systems.

(10) Mark all sensitive documents with prominent confidenti-
ality warnings. For especially important documents, use individu-
ally numbered copies and use special paper that cannot be copied.

(11) Don’t talk about sensitive information over the telephone.
Lines are tapped in some countries. Where possible, encrypt
electronic communications.

(12) Have foreign offices “swept” for listening devices. Don’t
discuss confidential information in hotel rooms. Use an isolated
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corner of a public place instead.

(13) Consider separating sensitive information into modules.
Some companies have deliberately split their overseas manufac-
turing operations into pieces, each located in a different country,
in order to reduce the temptation and the risk. Within any single
affiliate or licensee, try to structure the relationship so that no
single person has access to all the important data.

(14) Structure the transaction in such a way that the busi-
ness partner(s) has an incentive to protect the joint enterprise’s
confidential information. Self interest is a powerful tool. At the
level of day-to-day operations individual managers can be given
incentives to maintain security.

(15) Make a serious effort to have U.S. law be the law of the
contract and to contractually provide for dispute resolution in the
United States. In the alternative, consider whether to require
arbitration of disputes through an international organization.

(16) Include significant penalty clauses in contracts, with
specific and high U.S. dollar amounts, to be triggered in the event
of disclosure or misuse of trade secrets.

(17) Retain local counsel who have a good reputation in the
local business community, as well as demonstrated expertise in
the field of intellectual property, especially trade secret protection.

Litigation Strategies

It may seem obvious, but it is worth emphasizing that the
best place for U.S. companies to litigate is generally in the U.S.
Even in situations in which the activity which is the subject of
the legal dispute has gone on in a foreign jurisdiction where most
of the witnesses are located, or in which the company’s local
manager would like to pursue local legal remedies, the better de-
cision is often to take the case to a U.S. court or agency.

There are three main reasons. First, this is a familiar juris-
diction with familiar processes and outcomes. Second, remedies
here are for the most part reasonably effective: plaintiffs can get
discovery (frequently very important in trade secret cases, where
many of the facts may be exclusively in the hands of the
defendants); injunctions are available; and the case will usually
be resolved within a reasonable amount of time. Third, and
perhaps most important, a decision by a court or arbitral tribunal
in the United States will be taken seriously by the other side in
the dispute.

There are occasions when the possibility exists for parallel
proceedings in the United States and the foreign situs, either
because an action was started in the foreign court first, or because
there are remedies or strategies which can be only be pursued in
one or the other venue, not both. However, this dual track ap-
proach should be examined very closely, especially if the foreign
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proceeding has not yet been instituted. The pendency of a lawsuit
overseas on a closely related matter may be sufficient reason for
a U.S. court to stay part or all of the action here.® If the U.S. ac-
tion is stayed, the trade secret plaintiff will likely lose the ability
to get effective discovery.

Procedural Issues

The threshold issue in most transnational litigation is
personal jurisdiction. In many trade secret cases, the dispute
arises between entities that in the process of negotiation had
visited each other’s home facilities. If in the process of coming to
this country the defendant executed a nondisclosure agreement,
jurisdiction most likely can be asserted here.”

Closely related to jurisdiction is service of process, which for
the most part must be accomplished in accordance with the pro-
visions of the Hague Service Convention.! However, service by
letters rogatory pursuant to state statutory procedure may be
sufficient.® Of course the preferred method is to serve personally
the company’s officer who is present in the U.S." Discovery has
already been mentioned as an important advantage with respect
to proceeding in a U.S. court. In order to realize that advantage
to the fullest, one has to be able to obtain discovery from foreign
nationals. As to a defendant over whom personal jurisdiction has
been established (and its overseas affiliates) that may not be too
difficult since a U.S. court maintains the power to compel compli-
ance with discovery orders against parties over which it exercises
personal jurisdiction." This may even apply to ordering discovery

6 See, e.g., Mediterranean Enterprises, Inc. v. Ssangyong Corp., 708 F.2d 1458
(9th Cir. 1983) (affirming stay of entire action in favor of arbitration of some
claims in Korea).

7 See Entek Corp. v. Southwest Pipe & Supply Co., 683 F. Supp. 1092 (N.D.
Tex. 1988) (denying motion to quash as to foreign defendant that signed NDA,
but granting as to defendant whose only connection with the U.S. was to send
to the Patent and Trademark Office an assignment of patent application for
recordation).

8 Convention on the Service Abroad of Judicial and Extrajudicial Documents
in Civil or Commercial Matters, 20 U.S.T. 361. Note that it is entirely proper for
a foreign defendant to insist on compliance with the Hague Convention require-
ments for service even when it owns a subsidiary that is a U.S. corporation.
Sheets v. Yamaha Motors Corp., U.S.A., 891 F.2d 533, 13 U.S.P.Q.2d (BNA)
1637, 15 Fed. R. Serv. 3d 643 (5th Cir. 1990), reh’g denied, 897 F.2d 528 (5th
Cir. 1990) (reversing Rule 11 sanctions).

9 General Environmental Science Corp. v. Horsfall, 753 F.Supp. 664, 672
(N.D.Ohio 1990).

10 Apollo Technologies Corp. v. Centrosphere Industrial Corp., 805 F.Supp.
1157, 1189 (D.N.J.1992).

" General Environmental Science Corp. v. Horsfall, 136 F.R.D. 130 (N.D.Ohio
1991) (so long as the corporate party has practical control over the documents
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methods overseas which are prohibited by the laws of the rele-
vant foreign country.'

The International Trade Commission

One option when defending against international misappro-
priation of secrets is to try to seal the U.S. border against the
entry of products which have either been made by using the
misappropriated trade secret(s) or which embody the misap-
propriated trade secret(s). This is accomplished through the of-
fices of the International Trade Commission, under the authority
of § 337 of the Tariff Act.” The major advantages of an ITC
proceeding are speed (most investigations must be completed
within one year)' and enforcement (an exclusion order will be
enforced at all ports of entry into the U.S. by the Customs
Service). Moreover, nationwide service of process is available for
Commission subpoenas for document and deposition discovery.'
Litigating trade secret cases at the International Trade Commis-
sion is discussed in detail in § A1.08.

Jurisdiction lies with the International Trade Commission to
protect domestic markets against “unfair acts,” which includes
intellectual property infringement in general, and trade secret
misappropriation in particular.'® However, there must be a causal
link shown between the misappropriation and the act of
importation. Unlike statutory claims for patent, copyright and
trademark infringement, trade secret cases will be considered
under the more stringent test of injury to a domestic industry
which generally prevailed before the Omnibus Trade Act of 1988."

located abroad, it may enforceably be ordered to produce them).

2 See General Environmental Science Corp. v. Horsfall, 753 F. Supp. 664
(N.D. Ohio 1990), related reference, 136 F.R.D. 130 (N.D. Ohio 1991), related
reference, 141 F.R.D. 443 (N.D. Ohio 1992), related reference, 800 F. Supp. 1497
(N.D. Ohio 1992), aff'd in part, vacated in part, 25 F.3d 1048, R.I.C.O. Bus.
Disp. Guide (CCH) P 8826 (6th Cir. 1994), on subsequent appeal, 53 F.3d 331
(6th Cir. 1995) and judgment vacated, 25 F.3d 1048, R.1.C.O. Bus. Disp. Guide
(CCH) P 8826 (6th Cir. 1994) supra (French “blocking” statute unsuccessfully
asserted as reason for refusal to respond to interrogatories or product
documents).

8 19 U.S.C.A. § 1337.
4 19 U.S.C.A. § 1337(B)(1).
5 19 U.S.C.A. § 1333(b).

16 See In re Certain Apparatus for the Continuous Production of Copper Rod,
206 U.S.P.Q. 138, 157-158 (I.T.C. 1979) (refusing, however, under the circum-
stances of the case, to issue an exclusion order and instead making a “cease and
desist” order; see 19 U.S.C.A. § 1337(D)).

17 See Gary Hnath & James Gould, “Litigating Trade Secret Cases at the
International Trade Commission,” 19 AIPLA Q.J. 87 (1991), which provides a
comprehensive treatment of the issues.
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The Provisions of NAFTA Relevant to Trade Secrets Article
1711: Trade Secrets

1. Each Party shall provide the legal means for any person to
prevent trade secrets from being disclosed to, acquired by, or
used by others without the consent of the person lawfully in
control of the information in a manner contrary to honest com-
mercial practices, in so far as:

(a) the information is secret in the sense that it is not, as a
body or in the precise configuration and assembly of its compo-
nents, generally known among or readily accessible to persons
that normally deal with the kind of information in question;

(b) the information has actual or potential commercial value
because it is secret; and

(c) the person lawfully in control of the information has taken
reasonable steps under the circumstances to keep it secret.

2. A Party may require that to qualify for protection a trade
secret must be evidenced in documents, electronic or magnetic
means, optical discs, microfilms, films, or other similar
instruments.

3. No Party may limit the duration of protection for trade
secrets, so long as the conditions in paragraph 1 exist.

4. No Party may discourage or impede the voluntary licensing
of trade secrets by imposing excessive or discriminatory condi-
tions on such licenses, or conditions that dilute the value of the
trade secrets.

5. If a Party requires, as a condition for approving the market-
ing of pharmaceutical or agricultural chemical products that uti-
lize new chemical entities, the submission of undisclosed test or
other data necessary to determine whether the use of such
products is safe and effective, the Party shall protect against
disclosure of the data of persons making such submissions, where
the origination of such data involves considerable effort, except
where the disclosure is necessary to protect the public or unless
steps are taken to ensure that the data is protected against unfair
commercial use.

6. Each Party shall provide that for data subject to paragraph
5 that are submitted to the Party after the date of entry into
force of this Agreement, no person other than the person that
submitted them may, without the latter’s permission, rely on
such data in support of an application for product approval dur-
ing a reasonable period of time after their submission. For this
purpose, a reasonable period shall normally mean not less than
five years from the date on which the Party granted approval to
the person that produced the data for approval to market its
product, taking account of the nature of the data and the person’s
efforts and expenditures in producing them. Subject to this provi-
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sion, there shall be no limitation on any Party to implement ab-
breviated approval procedures for such products on the basis of
bioequivalence and bioavailability studies.

7. Where a Party relies upon a marketing approval granted
by another Party, the reasonable period of exclusive use of the
data submitted in connection with obtaining the approval relied
upon shall commence with the date of the first marketing ap-
proval relied upon.

Article 1716: Provisional Measures

1. Each Party shall provide that its judicial authorities shall
have the authority to order prompt and effective provisional
measures:

(a) to prevent an infringement of any intellectual property
right, and in particular to prevent the date of entry into the
channels of commerce in their jurisdiction of allegedly infringing
goods, including measures to prevent the entry of imported goods
at least immediately after customs clearance; and

(b) to preserve relevant evidence in regard to the alleged
infringement.

2. Each Party shall provide that its judicial authorities shall
have the authority to require any applicant for provisional
measures to provide to the judicial authorities any evidence rea-
sonably available to that applicant that the judicial authorities
consider necessary to enable them to determine with a sufficient
degree of certainty whether:

(a) the applicant is the right holder;

(b) the applicant’s right is being infringed or such infringe-
ment is imminent; and

(c) any delay in the issuance of such measures is likely to
cause irreparable harm to the right holder, or there is a
demonstrable risk of evidence being destroyed.

Each Party shall provide that its judicial authorities shall
have the authority to require the applicant to provide a security
or equivalent assurance sufficient to protect the interests of the
defendant and to prevent abuse.

3. Each Party shall provide that its competent authorities
shall have the authority to require an applicant for provisional
measures to provide other information necessary for the identifi-
cation of the relevant goods by the authority that will execute the
provisional measures.

4. Each Party shall provide that its judicial authorities shall
have the authority to order provisional measures on an ex parte
basis, in particular where any delay is likely to cause irreparable
harm to the right holder, or where there is a demonstrable risk of
evidence being destroyed.

5. Each Party shall provide that where provisional measures
are adopted by that Party’s judicial authorities on an ex parte
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basis:

(a) a person affected shall be given notice of those measures
without delay but in any event no later than immediately after
the execution of the measures;

(b) a defendant shall, upon request, have those measures
reviewed by that Party’s judicial authorities, for the purpose of
deciding, within a reasonable period after notice of those
measures is given, whether the measures shall be modified,
revoked or confirmed, and shall be given an opportunity to be
heard in the review proceedings.

6. Without prejudice to paragraph 5, each Party shall provide
that, upon the request of the defendant, the Party’s judicial
authorities shall revoke or otherwise cease to apply the provi-
sional measures taken on the basis of paragraphs 1 and 4 if
proceedings leading to a decision on the merits are not initiated:

(a) within a reasonable period as determined by the judicial
authority ordering the measures where the Party’s domestic law
so permits; or

(b) in the absence of such a determination, within a period of
no more than 20 working days or 31 calendar days, whichever is
longer.

7. Each Party shall provide that, where the provisional
measures are revoked or where they lapse due to any act or omis-
sion by the applicant, or where the judicial authorities subse-
quently find that there has been no infringement or threat of in-
fringement of an intellectual property right, the judicial
authorities shall have the authority to order the applicant, on
request of the defendant, to provide the defendant appropriate
compensation for any injury caused by these measures.

8. Each Party shall provide that, where a provisional measure
can be ordered as a result of administrative procedures, such
procedures shall conform to principles equivalent in substance to
those set out in this Article.

Article 1721: Definitions

For purposes of this Agreement:

confidential information includes trade secrets, privileged in-
formation and other materials exempted from disclosure under
the Party’s domestic law;

encrypted program-carrying satellite signal means a program-
carrying satellite signal that is transmitted in a form whereby
the aural or visual characteristics, or both, are modified or altered
for the purpose of preventing the unauthorized reception by
persons without the authorized equipment that is designed to
eliminate the effects of such modification or alteration, of a
program carried in that signal;

geographical indication means any indication that identifies a
good as originating in the territory of a Party, or a region or local-
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ity in that territory, where a particular quality, reputation or
other characteristic of the good is essentially attributable to its
geographical origin;

in a manner contrary to honest commercial practices means
at least practices such as breach of contract, breach of confidence
and inducement to breach, and includes the acquisition of undis-
closed information by other persons who knew, or were grossly
negligent in failing to know, that such practices were involved in
the acquisition,;

intellectual property rights refers to copyright and related
rights, trademark rights, patent rights, rights in layout designs
of semiconductor integrated circuits, trade secret rights, plant
breeders’ rights, rights in geographical indications and industrial
design rights;

nationals of another Party means, in respect of the relevant
intellectual property right, persons who would meet the criteria
for eligibility for protection provided for in the Paris Convention
(1967), the Berne Convention (1971), the Geneva Convention
(1971), the International Convention for the Protection of
Performers, Producers of Phonograms and Broadcasting Organi-
zations (1961), the UPOV Convention (1978), the UPOV Conven-
tion (1991), or the Treaty on Intellectual Property in Respect of
Integrated Circuits, as if each Party were a party to those
Conventions, and with respect to intellectual property rights that
are not the subject of these Conventions, “nationals of another
Party” shall be understood to be at least individuals who are
citizens or permanent residents of that Party and also includes
any other natural person referred to in Annex 201.1;

public includes, with respect to rights of communication and
performance of works provided for under Articles 11, 11bis(1) and
14(1)(i1) of the Berne Convention, with respect to dramatic,
dramatico-musical, musical and cinematographic works, at least,
any aggregation of individuals intended to be the object of, and
capable of perceiving, communications or performances of works,
regardless of whether they can do so at the same or different
times or in the same or different places, provided that such an
aggregation is larger than a family and its immediate circle of
acquaintances or is not a group comprising a limited number of
individuals having similarly close ties that has not been formed
for the principal purpose of receiving such performances and
communications of works; and

secondary uses of sound recordings means the use directly for
broadcasting or for any other public communication of a sound
recording.

The Provisions of TRIPS Relevant to Trade Secrets

Article 39 - Undisclosed Information
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1. In the course of ensuring effective protection against unfair
competition as provided in Article 10bis of the Paris Convention
(1967), Members shall protect undisclosed information in accor-
dance with paragraph 2 and data submitted to governments or
governmental agencies in accordance with paragraph 3.

2. Natural and legal persons shall have the possibility of
preventing information lawfully within their control from being
disclosed to, acquired by, or used by others without their consent
in a manner contrary to honest commercial practices' so long as
such information:

(a) is secret in the sense that it is not, as a body or in the
precise configuration and assembly of its components, generally
known among or readily accessible to persons within the circles
that normally deal with the kind of information in question;

(b) has commercial value because it is secret; and

(c) has been subject to reasonable steps under the circum-
stances, by the person lawfully in control of the information, to
keep it secret.

3. Members, when requiring, as a condition of approving the
marketing of pharmaceutical or of agricultural chemical products
which utilise new chemical entities, the submission of undis-
closed test or other data, the origination of which involves a
considerable effort, shall protect such data against unfair com-
mercial use. In addition, Members shall protect such data against
disclosure, except where necessary to protect the public, or unless
steps are taken to ensure that the data are protected against
unfair commercial use.

Article 40

1. Members agree that some licensing practices or conditions
pertaining to intellectual property rights which restrain competi-
tion may have adverse effects on trade and may impede the
transfer and dissemination of technology.

2. Nothing in this Agreement shall prevent Members from
specifying in their legislation licensing practices or conditions
that may in particular cases constitute an abuse of intellectual
property rights having an adverse effect on competition in the
relevant market. As provided above, a Member may adopt, con-
sistently with the other provisions of this Agreement, appropriate
measures to prevent or control such practices, which may include
for example exclusive grantback conditions, conditions prevent-
ing challenges to validity and coercive package licensing, in the

8 For the purpose of this provision, “a manner contrary to honest commercial
practices” shall mean at least practices such as breach of contract, breach of
confidence and inducement to breach, and includes the acquisition of undis-
closed information by third parties who knew, or were grossly negligent in fail-
ing to know, that such practices were involved in the acquisition.
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light of the relevant laws and regulations of that Member.

3. Each Member shall enter, upon request, into consultations
with any other Member which has cause to believe that an intel-
lectual property right owner that is a national or domiciliary of
the Member to which the request for consultations has been ad-
dressed is undertaking practices in violation of the requesting
Member’s laws and regulations on the subject matter of this Sec-
tion, and which wishes to secure compliance with such legisla-
tion, without prejudice to any action under the law and to the full
freedom of an ultimate decision of either Member. The Member
addressed shall accord full and sympathetic consideration to, and
shall afford adequate opportunity for, consultations with the
requesting Member, and shall cooperate through supply of
publicly available non-confidential information of relevance to the
matter in question and of other information available to the
Member, subject to domestic law and to the conclusion of mutu-
ally satisfactory agreements concerning the safeguarding of its
confidentiality by the requesting Member.

4. A Member whose nationals or domiciliaries are subject to
proceedings in another Member concerning alleged violation of
that other Member’s laws and regulations on the subject matter
of this Section shall, upon request, be granted an opportunity for
consultations by the other Member under the same conditions as
those foreseen in paragraph 3.

Article 41

1. Members shall ensure that enforcement procedures as
specified in this Part are available under their law so as to permit
effective action against any act of infringement of intellectual
property rights covered by this Agreement, including expeditious
remedies to prevent infringements and remedies which constitute
a deterrent to further infringements. These procedures shall be
applied in such a manner as to avoid the creation of barriers to
legitimate trade and to provide for safeguards against their
abuse.

2. Procedures concerning the enforcement of intellectual prop-
erty rights shall be fair and equitable. They shall not be unneces-
sarily complicated or costly, or entail unreasonable time- limits or
unwarranted delays.

3. Decisions on the merits of a case shall preferably be in
writing and reasoned. They shall be made available at least to
the parties to the proceeding without undue delay. Decisions on
the merits of a case shall be based only on evidence in respect of
which parties were offered the opportunity to be heard.

4. Parties to a proceeding shall have an opportunity for review
by a judicial authority of final administrative decisions and,
subject to jurisdictional provisions in a Member’s law concerning
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the importance of a case, of at least the legal aspects of initial
judicial decisions on the merits of a case. However, there shall be
no obligation to provide an opportunity for review of acquittals in
criminal cases.

5. It is understood that this Part does not create any obliga-
tion to put in place a judicial system for the enforcement of intel-
lectual property rights distinct from that for the enforcement of
law in general, nor does it affect the capacity of Members to
enforce their law in general. Nothing in this Part creates any
obligation with respect to the distribution of resources as be-
tween enforcement of intellectual property rights and the enforce-
ment of law in general.

Article 42 - Fair and Equitable Procedures

Members shall make available to right holders™ civil judicial
procedures concerning the enforcement of any intellectual prop-
erty right covered by this Agreement. Defendants shall have the
right to written notice which is timely and contains sufficient
detail, including the basis of the claims. Parties shall be allowed
to be represented by independent legal counsel, and procedures
shall not impose overly burdensome requirements concerning
mandatory personal appearances. All parties to such procedures
shall be duly entitled to substantiate their claims and to present
all relevant evidence. The procedure shall provide a means to
identify and protect confidential information, unless this would
be contrary to existing constitutional requirements.

Article 43 - Evidence

1. The judicial authorities shall have the authority, where a
party has presented reasonably available evidence sufficient to
support its claims and has specified evidence relevant to
substantiation of its claims which lies in the control of the oppos-
ing party, to order that this evidence be produced by the opposing
party, subject in appropriate cases to conditions which ensure the
protection of confidential information.

2. In cases in which a party to a proceeding voluntarily and
without good reason refuses access to, or otherwise does not
provide necessary information within a reasonable period, or
significantly impedes a procedure relating to an enforcement ac-
tion, a Member may accord judicial authorities the authority to
make preliminary and final determinations, affirmative or nega-
tive, on the basis of the information presented to them, including
the complaint or the allegation presented by the party adversely
affected by the denial of access to information, subject to provid-

19 For the purpose of this Part, the term “right holder” includes federations
and associations having legal standing to assert such rights.
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ing the parties an opportunity to be heard on the allegations or
evidence.

Article 44 - Injunctions

1. The judicial authorities shall have the authority to order a
party to desist from an infringement, inter alia to prevent the
entry into the channels of commerce in their jurisdiction of
imported goods that involve the infringement of an intellectual
property right, immediately after customs clearance of such
goods. Members are not obliged to accord such authority in re-
spect of protected subject matter acquired or ordered by a person
prior to knowing or having reasonable grounds to know that deal-
ing in such subject matter would entail the infringement of an
intellectual property right.

2. Notwithstanding the other provisions of this Part and
provided that the provisions of Part II specifically addressing use
by governments, or by third parties authorized by a government,
without the authorization of the right holder are complied with,
Members may limit the remedies available against such use to
payment of remuneration in accordance with subparagraph (h) of
Article 31. In other cases, the remedies under this Part shall ap-
ply or, where these remedies are inconsistent with a Member’s
law, declaratory judgments and adequate compensation shall be
available.

Article 45 - Damages

1. The judicial authorities shall have the authority to order
the infringer to pay the right holder damages adequate to
compensate for the injury the right holder has suffered because
of an infringement of that person’s intellectual property right by
an infringer who knowingly, or with reasonable grounds to know,
engaged in infringing activity.

2. The judicial authorities shall also have the authority to or-
der the infringer to pay the right holder expenses, which may
include appropriate attorney’s fees. In appropriate cases,
Members may authorize the judicial authorities to order recovery
of profits and/or payment of pre-established damages even where
the infringer did not knowingly, or with reasonable grounds to
know, engage in infringing activity.

Article 46 - Other Remedies

In order to create an effective deterrent to infringement, the
judicial authorities shall have the authority to order that goods
that they have found to be infringing be, without compensation of
any sort, disposed of outside the channels of commerce in such a
manner as to avoid any harm caused to the right holder, or, un-
less this would be contrary to existing constitutional require-
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ments, destroyed. The judicial authorities shall also have the
authority to order that materials and implements the predomi-
nant use of which has been in the creation of the infringing goods
be, without compensation of any sort, disposed of outside the
channels of commerce in such a manner as to minimize the risks
of further infringements. In considering such requests, the need
for proportionality between the seriousness of the infringement
and the remedies ordered as well as the interests of third parties
shall be taken into account. In regard to counterfeit trademark
goods, the simple removal of the trademark unlawfully affixed
shall not be sufficient, other than in exceptional cases, to permit
release of the goods into the channels of commerce.

Article 47 - Right of Information

Members may provide that the judicial authorities shall have
the authority, unless this would be out of proportion to the
seriousness of the infringement, to order the infringer to inform
the right holder of the identity of third persons involved in the
production and distribution of the infringing goods or services
and of their channels of distribution.

Article 48 - Indemnification of the Defendant

1. The judicial authorities shall have the authority to order a
party at whose request measures were taken and who has abused
enforcement procedures to provide to a party wrongfully enjoined
or restrained adequate compensation for the injury suffered
because of such abuse. The judicial authorities shall also have
the authority to order the applicant to pay the defendant ex-
penses, which may include appropriate attorney’s fees.

2. In respect of the administration of any law pertaining to
the protection or enforcement of intellectual property rights,
Members shall only exempt both public authorities and officials
from liability to appropriate remedial measures where actions
are taken or intended in good faith in the course of the adminis-
tration of that law.

Article 49 - Administrative Procedures

To the extent that any civil remedy can be ordered as a result
of administrative procedures on the merits of a case, such
procedures shall conform to principles equivalent in substance to
those set forth in this Section.

Article 50 - Provisional Measures

1. The judicial authorities shall have the authority to order
prompt and effective provisional measures: (a) to prevent an in-
fringement of any intellectual property right from occurring, and
in particular to prevent the entry into the channels of commerce
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in their jurisdiction of goods, including imported goods im-
mediately after customs clearance; (b) to preserve relevant evi-
dence in regard to the alleged infringement.

2. The judicial authorities shall have the authority to adopt
provisional measures inaudita altera parte where appropriate, in
particular where any delay is likely to cause irreparable harm to
the right holder, or where there is a demonstrable risk of evi-
dence being destroyed.

3. The judicial authorities shall have the authority to require
the applicant to provide any reasonably available evidence in or-
der to satisfy themselves with a sufficient degree of certainty
that the applicant is the right holder and that the applicant’s
right is being infringed or that such infringement is imminent,
and to order the applicant to provide a security or equivalent as-
surance sufficient to protect the defendant and to prevent abuse.

4. Where provisional measures have been adopted inaudita
altera parte, the parties affected shall be given notice, without
delay after the execution of the measures at the latest. A review,
including a right to be heard, shall take place upon request of the
defendant with a view to deciding, within a reasonable period af-
ter the notification of the measures, whether these measures
shall be modified, revoked or confirmed.

5. The applicant may be required to supply other information
necessary for the identification of the goods concerned by the
authority that will execute the provisional measures.

6. Without prejudice to paragraph 4, provisional measures
taken on the basis of paragraphs 1 and 2 shall, upon request by
the defendant, be revoked or otherwise cease to have effect, if
proceedings leading to a decision on the merits of the case are not
initiated within a reasonable period, to be determined by the
judicial authority ordering the measures where a Member’s law
so permits or, in the absence of such a determination, not to
exceed 20 working days or 31 calendar days, whichever is the
longer.

7. Where the provisional measures are revoked or where they
lapse due to any act or omission by the applicant, or where it is
subsequently found that there has been no infringement or threat
of infringement of an intellectual property right, the judicial
authorities shall have the authority to order the applicant, upon
request of the defendant, to provide the defendant appropriate
compensation for any injury caused by these measures.

8. To the extent that any provisional measure can be ordered
as a result of administrative procedures, such procedures shall
conform to principles equivalent in substance to those set forth in
this Section.

Old Information to be compared with the above information
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In most industrialized and industrializing countries the defi-
nition of protectable trade secret will usually include both techni-
cal and scientific information, and business information (such as
strategic business plans and customer lists).

In most of the above described countries, trade secrets (unlike
patents) do not have to be “novel” and do not require “an inven-
tive step” to be protected under the law. To be protectable as a
trade secret information generally must:

(a) be considered by the owner to be secret and proprietary
and subject to appropriate protective procedures;

(b) be original and non-obvious, i.e., not generally known or
readily ascertainable in the relevant trade or industry;

(c) be concrete and not a mere abstract theory; and

(d) have value, which is usually derived from its being kept
secret.

Some countries also require that a trade secret actually be
used by the owner in its trade or business to be protected.

Generally speaking, the following elements must be pleaded
and proven if a plaintiff is to prevail in a trade secret misappro-
priation suit:

(a) the existence of a protectable trade secret;

(b) the disclosure of a trade secret pursuant to an oral or writ-
ten agreement of confidentiality;

(c) the use or disclosure of the trade secret in violation of the
obligation of confidence; and injury to the owner of the trade se-
cret which is a result of the unauthorized disclosure.

It should be noted that in some countries injunctions are not
available against third parties in cases involving misappropria-
tion of trade secrets. This means that if the person actually tak-
ing the trade secret reveals it to a third party, it may not be pos-
sible to get a court to issue an injunction enjoining use of the
trade secret by such third party, particularly if the third party
was unaware prior to the initiation of legal proceedings that the
trade secret had been misappropriated.

With respect to most industrialized and industrializing
countries it is, in principle, correct to state that:

(a) Non-disclosure agreements are generally not considered to
be illegal restraints of trade per se.

(b) Covenants not to compete after the term of employment
are generally considered to be potential illegal restraints of trade
and must be carefully drafted to withstand judicial scrutiny. They
will be strictly construed by the courts and the rights of the
employer to protect its interests will be balanced against the em-
ployee’s right to gainful employment. An employer’s interest in
protecting its trade secrets must be balanced by an employee’s
right to be free to use his or her “general skills and experience”
after employment. Time and territorial restraints must not be
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seen to extend beyond an employer’s legitimate needs. It should
be noted that in some countries, such as Mexico, Malaysia, and
India, covenants not to compete after the term of employment are
considered invalid and unenforceable.

(c) An employee owes an implied duty of fidelity and confiden-
tiality with respect to proprietary information even absent a
written agreement. However, an employee must be aware that in-
formation being revealed is considered by the employer to be pro-
prietary and confidential in order for this implied obligation of
confidentiality to come into effect.
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