Table of Contents

PART I. INTRODUCTION

CHAPTER 1. E-DISCOVERY
I. GUIDELINES

A.

§ 1:1
§ 1:2
§ 1:3

§ 1:4
§ 1:5
§ 1:6
§ 1:7
§ 1:8

§ 1:9

§ 1:10
§ 1:11
§ 1:12
§ 1:13

B.

§1:14
§ 1:15
§ 1:16
§ 1:17

INTRODUCTION

Generally

Electronically stored information

Locations and sources of electronically stored
information

Volume of electronically stored information

Persistence of electronically stored information

Dynamic nature of electronically stored information

Electronically stored information and metadata

Environmental dependence and obsolescence of
electronically stored information

Dispersal and searchability of electronically stored
information

Cloud computing

Unified communications

Reducing costs of e-discovery

Freedom of Information Act

ETHICS

Generally

Cloud computing

ABA Model Rules of Professional Conduct
Fed. R. Civ. P. 26(g)

II. CHECKLISTS

§ 1:18
§ 1:19
§ 1:20
§ 1:21
§ 1:22

Checklist for cost-effective discovery
Checklist of critical decisions
Checklist for review process
Checklist for processing

Types of electronically stored information that can be
discovered

xi



ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

III. FORMS

§ 1:23 Discovery project management template
§ 1:24 Sample discovery budgeting tool

CHAPTER 2. RULES OF PROCEDURE;
BEST PRACTICES

I. GUIDELINES
A. RULES OF PROCEDURE

§ 2:1 Generally
§ 2:2  Federal Rules of Civil Procedure—2006 amendments
§ 2:3 —2015 Amendments

§ 2:4 Uniform Rules Relating to the Discovery of
Electronically Stored Information

§ 2:5 State rules of civil procedure

B. BEST PRACTICES

§ 2:6 The Sedona Principles
§ 2:7 Electronic Discovery Reference Model Project (EDRM)
§2:8 ABA eDiscovery Standards

§2:9 Managing Discovery of Electronic Information: A
Pocket Guide for Judges

§ 2:10  Guidelines for State Trial Courts Regarding Discovery
of Electronically Stored Information

II. CHECKLISTS

§ 2:11  Checklist of common e-discovery mistakes
§ 2:12  Checklist for planning case strategy

III. FORMS

§ 2:13 Standing Order Relating to the Discovery of
Electronically Stored Information

§ 2:14 Federal Rule of Evidence 502(d) order regarding
inadvertently produced information

xii



TaBLE oF CONTENTS

CHAPTER 3. PROTECTING
ELECTRONICALLY STORED INFORMATION

I. GUIDELINES
A. INTRODUCTION
§ 3:1 Generally

B. SHADOW INFORMATION TECHNOLOGY

§ 3:2 Generally

§ 3:3 Storage of convenience

§ 3:4 Tools of convenience

§ 3:5 Applications of convenience

C. COMPUTER AND NETWORK ISSUES

§ 3:6 Updates

§ 3:7 Passwords

§3:8 Passkeys

§3:9 Encryption

§ 3:10 Computer viruses

§ 3:11 Spyware and firewalls

§ 3:12 Backup storage

§ 3:13 Private web browsers

§ 3:14  Virtual private networks (VPNs)
§ 3:15 Digital voice assistants

§ 3:16 Phishing

§ 3:17 Cyber extortion

§ 3:18 Browser hijacking

§ 3:19 Computer or network hacks

§ 3:20 Spam e-mail

§ 3:21 Data breaches

§ 3:22  E-mail privacy

§ 3:23  Protecting client data on cellphones

D. TECHNOLOGY USE POLICY

§ 3:24  Generally

§ 3:25  Access to information technology
§ 3:26  File sharing networks

§ 3:27 Internet and e-mails

§ 3:28  Social media policy

§ 3:29 Theft of data

§ 3:30 Employee-owned devices

xiii



ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

II. CHECKLISTS

§ 3:31 Computer use policy checklist
§ 3:32  Cyber incident preparedness checklist

III. FORMS

§ 3:33  Technology use policy—Personal use prohibited
§ 3:34 —Personal use restricted
§ 3:35 —Educational institution

PART II. PREPARING FOR
E-DISCOVERY

CHAPTER 4. UNDERSTANDING
ELECTRONICALLY STORED INFORMATION

I. GUIDELINES
A. INTRODUCTION

§4:1 Generally

§ 4:2 Differences between information and records
§ 4:3 Determining needs

§ 4:4 Records and information management

B. IDENTIFYING TYPES OF ELECTRONICALLY
STORED INFORMATION

§ 4:5 Generally

§ 4:6 Unstructured data
§ 4:7 Structured data

§ 4:8 Metadata

C. LOCATIONS AND SOURCES OF
ELECTRONICALLY STORED INFORMATION

§4:9 Generally

§ 4:10 Networks

§ 4:11 Removable media

§ 4:12 Temporary files

§4:13 Swap files

§ 4:14 Mirror disks

§ 4:15 Program files

§ 4:16 Embedded information

Xiv



TaBLE oF CONTENTS

§ 4:17
§ 4:18
§ 4:19
§ 4:20
§4:21
§ 4:22
§ 4:23
§ 4:24

D.

§ 4:25
§ 4:26
§ 4:27
§ 4:28
§ 4:29
§ 4:30
§ 4:31
§ 4:32
§ 4:33
§ 4:34
§ 4:35
§ 4:36
§ 4:37
§ 4:38
§ 4:39
§ 4:40

E.

§ 4:41
§ 4:42
§ 4:43
§ 4:44

F.

§ 4:45
§ 4:46
§ 4:47
§ 4:48

G.

§ 4:49
§ 4:50

Audit trails and computer logs
Access control lists

Electronic data interchange
GPS

Enterprise intranets

Archival data

Discovery of nontextual material
Vendors

INTERNET-RELATED INFORMATION

Generally

Blogs

Public databases

Cookies

Website log files

Cache files

History files

Employee monitoring software
Mirror sites

Texting and Instant messaging
Web-based e-mail accounts
Backup services

Social media

Cloud computing

Websites

Archives

E-MAIL

Generally

Perceived impermanence

Parts

Spoofing and anonymous re-mailers

PORTABLE DEVICES

Laptops and home computers
Mobile devices

Bring your own device (BYOD)
Wearable devices

RECOVERABLE DATA

Generally
Deleted files

XV



ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

§ 4:51 Information stored in peripherals
§ 4:52  Source code escrows
§ 4:53 Disaster recovery

H. MISCELLANEOUS

§ 4:54 Third parties
§ 4:55 Locating and understanding paper information

II. CHECKLISTS

§ 4:56  Checklist of types of electronically stored information

§ 4:57 Checklist of locations of electronically stored
information

§ 4:58 Checklist of key electronically stored information
related cloud contract terms

CHAPTER 5. UNDERSTANDING RECORDS
AND INFORMATION MANAGEMENT

I. GUIDELINES

§5:1 Generally

§5:2 Definitions—Record

§5:3 —YVital records

§ 5:4 Record identification and metadata

§5:5 Document declaration

§5:6 Managing and monitoring compliance

§5:7 Training and publicizing the retention schedule
§5:8 Disposition of records

§5:9 Software

§ 5:10 Documentation

II. FORMS

§ 5:11 Records and information management policy statement

§ 5:12 Records and information management program

§ 5:13  University’s guidelines for access, retention, and
destruction of electronically stored information

§ 5:14  Public records and information management policy

§ 5:15 Records management certification

CHAPTER 6. DEVELOPING RECORDS AND
INFORMATION MANAGEMENT PROGRAMS

I. GUIDELINES
§ 6:1 Generally

xvi



TaBLE oF CONTENTS

§ 6:2 Attorney-client privilege

§6:3  Records and information management team
§6:4 Creating a data map

§6:5 Policies and procedures

§ 6:6 Legal hold protocol

§6:7 Records and information management policy
§6:8 Social media usage policy

§6:9 Acceptable use policy

§ 6:10 Building a retention schedule

§ 6:11 E-mail management—Generally

§ 6:12 —Programs

§ 6:13 —Software

II. CHECKLISTS

§ 6:14  Checklist for establishing records and information
management program

§ 6:15 Checklist for establishing collaborative records and
information management system

§ 6:16  Checklist for e-mail retention policy

CHAPTER 7. DESTROYING
ELECTRONICALLY STORED INFORMATION

I. GUIDELINES

§ 7.1 Generally

§ 7:2 Statutes

§ 7:3 Identification and review

§ 7:4 Specific considerations

§ 7.5 Destruction of electronically stored information

§ 7:6  Disposition of electronically stored information—
Generally

§ 7:7 —After microfilming or electronic imaging

§ 7:8 —E-mail

§ 7.9 —Duplicates

II. CHECKLISTS
§ 7:10 Records destruction checklist

III. FORMS

§ 7:11 Records destruction authorization form

§ 7:12  Certificate of records destruction

§ 7:13  Guidelines for sanitizing information technology
equipment and electronic media

xvii



ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

PART III. E-DISCOVERY IN
LITIGATION

CHAPTER 8. THE DISCOVERY TEAM

I. GUIDELINES

A. INTRODUCTION
§ 8:1 Generally

B. CHOOSING YOUR TEAM

§ 8:2 Discovery counsel
§ 8:3 Vendors

C. COMPUTER FORENSICS

§ 8:4 Forensic experts

§ 8:5 Forensic analysis protocol

§ 8:6 Computer search

§ 8:7 Evaluation of electronically stored information

D. COURT-APPOINTED THIRD PARTIES

§ 8:8 Special masters
§ 8:9 Experts

II. FORMS

§ 8:10 Agreement for neutral forensic analysis and retrieval
of electronically stored information

CHAPTER 9. PRESERVATION AND
LITIGATION HOLDS

I. GUIDELINES

A. DUTY TO PRESERVE

§9:1 Generally
§ 9:2 Triggering Events
§ 9:3  Scope of duty

B. LITIGATION HOLDS

§9:4 Implementing
§9:5 Formulating

xXVviii



TaBLE oF CONTENTS

§9:6 Communicating

C.

§ 9:7
§ 9:8
§ 9:9
§ 9:10
§ 9:11
§ 9:12
§9:13

D.

§9:14
§ 9:15

PRESERVATION

Preservation plans
Preservation orders—Generally
—Standard for issuance
Preservation letters—Generally
—Timing

—Contents

—Discoverability

CONSEQUENCES

Preservation letters
Failure to preserve

II. CHECKLISTS

§ 9:16 Checklist of facts triggering a litigation hold

§ 9:17  Checklist of Litigation hold actions

§ 9:18 Checklist for preservation

§ 9:19 Checklist for preservation letter

§ 9:20 Checklist for preservation of e-mails upon dismissal of
employee

III. FORMS

§ 9:21 Litigation hold protocol—Corporate

§ 9:22 Preservation letter—To party

§9:23 —To client

§ 9:24 — —Specifying documents covered

§ 9:25 — —Including document preservation certification
form

§ 9:26 —To nonparty

§ 9:27 —To party seeking discovery of electronically stored
information

§ 9:28 —To employees—From general counsel

§ 9:29 Interim preservation order

§ 9:30 Preservation order halting routine destruction

CHAPTER 10. DISCOVERY AND
DISCLOSURE

I. GUIDELINES

§ 10:1

Generally

Xix



§ 10:2

§ 10:3
§ 10:4
§ 10:5

§ 10:6

§ 10:7
§ 10:8
§ 10:9
§10:10

ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

Producing and exchanging electronically stored
information

Saving time and money

Cost savings through proportionality

Cost savings through cooperative approach to
discovery

Types of discoverable electronically stored
information

Discovery plan

Discovering who does computer work

Initial disclosures

Seeking expert assistance

II. CHECKLISTS

§ 10:11  Checklist for approaching discovery of electronically
stored information

§ 10:12  Checklist for discovery planning

§ 10:13  Checklist for subjects to be explored during discovery

§ 10:14 Checklist for drafting discovery requests

III. FORMS

§ 10:15  Guidelines for discovery of electronically stored
information

§ 10:16  Default standard for discovery of electronically stored
information

§ 10:17 Protocol for discovery of electronically stored
information

§ 10:18 Case-management order—Protocol relating to the
production of electronically stored information

§ 10:19 Initial disclosure

§ 10:20  Order for appointment of special master

§ 10:21 Model order governing discovery of electronically

stored information in patent cases

CHAPTER 11. DISCOVERY CONFERENCES
I. GUIDELINES

§11:1
§ 11:2
§ 11:3
§11:4
§ 11:5
§ 11:6

XX

Generally

Cooperation

Preparing for the conference

Early Fed. R. Civ. P. 34 requests
Attendance at the conference

Topics for the conference—Generally



TaBLE oF CONTENTS

§ 11:7
§ 11:8
§ 11:9
§ 11:10
§ 11:11
§ 11:12

—Form of production

—Privilege

—Accessibility

—Discovery requests

Failing to participate in framing discovery plan
Scheduling conferences

II. CHECKLISTS

§ 11:13  Checklist for preparing for discovery conference

§ 11:14  Checklist for discovery conference

§ 11:15 Checklist for meet and confer regarding electronically
stored information

§ 11:16  Questions for discovery conference

III. FORMS

§ 11:17 Report of parties planning meeting

§ 11:18 Stipulation and order regarding discovery conference
discussions

§ 11:19 Interim order to confer and to preserve electronically
stored information

§ 11:20 Case management report

§ 11:21 Joint case management statement and proposed case
scheduling order

§ 11:22  Scheduling order

CHAPTER 12. DEPOSITIONS
I. GUIDELINES

A.

§12:1
§ 12:2

§ 12:3

B.

§12:4
§ 12:5
§ 12:6
§ 12:7
§12:8

C.

§ 12:9

INTRODUCTION

Generally

Advantages and disadvantages of depositions upon
oral examination
Remote depositions

WHOSE DEPOSITION MAY BE TAKEN

Generally

Deposition of expert witness

Deposition of corporate representatives
Organization employees

Organization officers and managing agents

WHEN DEPOSITIONS MAY BE TAKEN
Generally

XX1



§ 12:10

§12:11
§ 12:12
§ 12:13
§ 12:14
§ 12:15

E.

§ 12:16

F.

§ 12:17

ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

Sequence

NOTICE OF DEPOSITION

Generally

Time of notice

Party deponent
Organizational parties
Objection to notice

COMPELLING PRODUCTION OF DOCUMENTS
AT DEPOSITION

Generally

PLACE OF EXAMINATION
Generally

II. CHECKLISTS

§ 12:18 Checklist of matters to consider in selecting deponent

§ 12:19  Checklist for deponent’s attorney

§ 12:20  Checklist for commencing deposition

§ 12:21  Checklist of objections

§ 12:22  Checklist for witness interview

III. FORMS

§ 12:23  Notice of deposition upon oral examination

§ 12:24 —Organization

§ 12:25 — —Specifically referencing electronically stored
information

§ 12:26  Stipulation to take deposition upon oral examination

§ 12:27 Deposition outline

§ 12:28 Notice of deposition of [name of organization] person

most knowledgeable concerning electronically stored
information systems and storage

CHAPTER 13. INTERROGATORIES
I. GUIDELINES

§13:1
§13:2
§ 13:3
§13:4

xxii

Generally

Service of interrogatories
Number of interrogatories
Propounding interrogatories



TaBLE oF CONTENTS

II. CHECKLISTS

§ 13:5 Checklist of topics for interrogatories
§ 13:6  Checklist for drafting interrogatories

III. FORMS

§13:7 Definitions for use in interrogatories seeking
information about responding party’s computer
system

§13:8 Definitions for use in interrogatories and requests to
produce

§13:9 Interrogatories

§ 13:10 —With definitions

§ 13:11 —Requesting information about security
§ 13:12 —Sex discrimination
§ 13:13 —Combined with requests to produce information

about computer system
§ 13:14 Order granting party leave to serve additional
interrogatories

§ 13:15 Motion to compel answers to interrogatories
§ 13:16  Order to compel answers to interrogatories

CHAPTER 14. REQUESTS FOR
PRODUCTION AND INSPECTION

I. GUIDELINES
A. INTRODUCTION

§ 14:1  Generally
§ 14:2 Actions in which production is available

B. PERSONS TO WHOM PRODUCTION
REQUESTS MAY BE DIRECTED

§ 14:3  Generally
§ 14:4 Possession, custody, or control—Generally
§ 14:5 —Email service providers and social media companies

C. MAKING PRODUCTION REQUESTS

§ 14:6 Generally

§ 14:7 Timing

§ 14:8 Number of requests

§ 14:9 Format and contents—Generally
§ 14:10 —Deciding on format

xx1i1



§ 14:11
§ 14:12
§ 14:13
§14:14
§ 14:15
§ 14:16
§14:17
§14:18
§ 14:19
§ 14:20
§ 14:21
§ 14:22

D.

§ 14:23
§ 14:24

ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

—Metadata

—One form
—Specificity
—Native format
—Databases

—On CDs or DVDs
—Searchable format
Objection to format
Service

E-mail
Videoconferencing and voicemail
Databases

REQUESTS TO INSPECT

Generally
Requirement of expert assistance

II. CHECKLISTS

§ 14:25  Electronically stored information

§ 14:26  Text message checklist

III. FORMS

§ 14:27 Requests to produce

§ 14:28 Requests to produce and inspect

§ 14:29 Plaintiff’s request for production of documents

§ 14:30 Request to produce information from databases

§ 14:31 Instructions where production on CDs or DVDs is
anticipated

§ 14:32 General definitions and instructions

§ 14:33 Request for physical inspection of computer

§ 14:34 Motion for default judgment against defendant for
failure to comply with order for production of
documents

§ 14:35 Motion for dismissal of action for plaintiff’s failure to
comply with order for production of documents

§ 14:36  Order for default judgment or dismissal of action for
failure to comply with order for production of
documents

§ 14:37 Plaintiff's emergency motion to prevent the further
destruction of evidence and for sanctions for
spoliation of evidence

§ 14:38  Order requiring production

§ 14:39  Order for production—Concerning e-discovery hearing

§ 14:40  Order for expedited forensic imaging

XXIV



TaBLE oF CONTENTS

§ 14:41  Order for forensic search of party’s computer systems
§ 14:42  Order for forensic search with clawback provision
§ 14:43  Order for full forensic imaging of computer

CHAPTER 15. RESPONDING TO REQUESTS
FOR PRODUCTION

I. GUIDELINES
A. INTRODUCTION

§ 15:1 Generally
§ 15:2 Custodian interviews
§ 15:3  Procedure for responding to requests to produce

B. STAGES IN RESPONDING TO E-DISCOVERY
REQUESTS

§15:4 Generally

§ 15:5 Identification

§ 15:6 Preservation

§ 15:7 Collection

§ 15:8 Processing

§ 15:9 Review

§ 15:10 Analysis

§ 15:11 Production—Generally
§ 15:12 —Form

§ 15:13 Presentation

C. SEARCHES

§ 15:14  Generally
§ 15:15 Keywords
§ 15:16  Technology assisted review and predictive coding

D. MISCELLANEOUS

§ 15:17 Redactions
§ 15:18 Metadata

E. OBJECTIONS
§ 15:19  Generally

II. CHECKLISTS
§ 15:20 Document production checklist

XXV



ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

§ 15:21  Checklist for searching for electronically stored
information

§ 15:22  Electronic media checklist

§ 15:23 Business function checklist

§ 15:24  Technology checklist

§ 15:25 Database checklist

§ 15:26  Sources of electronically stored information checklist

§ 15:27  Quality check checklist

§ 15:28  Checklist for logging electronically stored information

III. FORMS

§ 15:29  Procedure for reviewing computer’s hardware,
software, and operating system

§ 15:30  Procedure for reviewing information stored on
producing party’s computer

§ 15:31 Chain-of-custody log

§ 15:32 Response to request for production of documents

§ 15:33  Quick peek agreement

§ 15:34  Order affirming and adopting recommendation of
special master

§ 15:35 Custodian interview questionnaire

CHAPTER 16. REQUESTS FOR
ADMISSIONS

I. GUIDELINES

§ 16:1 Generally

§ 16:2 Role of requests for admissions

§ 16:3 Disadvantages of requests for admission

§ 16:4 Actions in which requests for admissions may be used

§ 16:5 Timing

§ 16:6 Number of requests

§ 16:7 Service of requests

§ 16:8 Form of requests

§ 16:9 Scope of requests

§ 16:10 Effect of admission

§ 16:11  Authentication of documents and electronically stored
information

II. CHECKLISTS
§ 16:12 Requests for admissions drafting checklist

III. FORMS

§ 16:13 Requests for admissions

XXV



TaBLE oF CONTENTS

§ 16:14 —General form
§ 16:15 —Specific requests
§ 16:16 —Genuineness of documents

§ 16:17 Motion for order that matter is admitted on grounds
of insufficiency of answer or objection

§ 16:18 Motion for award of expenses incurred to prove
matter opponent failed to admit

CHAPTER 17. DISCOVERY FROM NON-
PARTIES OF ELECTRONICALLY STORED
INFORMATION

I. GUIDELINES
A. INTRODUCTION
§17:1  Generally

B. SUBPOENAS
§ 17:2  Generally

§ 17:3 Issuance

§ 17:4 Service

§ 17:5 Challenging

§ 17:6 Digital Millennium Copyright Act
C. DEPOSITIONS

§ 17:7 Generally

§ 17:8 Organizations

D. PRODUCTION OF DOCUMENTS AND
ELECTRONICALLY STORED INFORMATION

§ 179 Generally
§ 17:10 Form of production

E. PROTECTION

§ 17:11  Privileges or work product
§ 17:12 Undue burden or expenses

II. CHECKLISTS
§ 17:13 Deposition subpoena checklist

XXVil



ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

III. FORMS
A. DEPOSITION SUBPOENA
§ 17:14 Deposition subpoena—Official form
§ 17:15 Subpoena to produce documents, information, or
objects or to permit inspection of premises in a civil
action—Official form
§ 17:16  Requiring production of documents—Warning of
penalty
§ 17:17 —No warning of penalty
§ 17:18 Corporate officer
§17:19 Request for subpoena
B. NOTICE OF TAKING DEPOSITION
§ 17:20 Naming and describing person not a party
§ 17:21 Designation of materials in related subpoena duces
tecum
§ 17:22  Motion to compel production of documents and

deposition—Antitrust case

CHAPTER 18. PRIVACY
I. GUIDELINES

A.

§ 18:1

INTRODUCTION

Generally

§ 18:2 First Amendment protection

B.

§ 18:3
§18:4

§ 18:5
§ 18:6
§ 18:7

§ 18:8
§ 18:9
§ 18:10
§18:11
§ 18:12
§18:13

XXViii

STATUTES PROTECTING ELECTRONICALLY
STORED INFORMATION

Health Insurance Portability and Accountability
Act—Generally

—Obtaining patient’s health care records or
information

Federal Wiretap Act

Electronic Communications Privacy Act

Stored Communications and Transactional Records
Act

Clarifying Lawful Overseas Use of Data Act

Computer Fraud and Abuse Act

Judicial privacy policy

General Data Protection Regulation

Children’s Online Privacy Protection Act of 1998

American Data Privacy and Protection Act



TaBLE oF CONTENTS

§ 18:14 EU-U.S. Data Privacy Framework
§ 18:15 State statutes

C. TRADE SECRETS AND PROPRIETARY
INFORMATION

§ 18:16  Generally

II. FORMS
A. HIPAA

§ 18:17 Written authorization by patient for release of
protected health information

§ 18:18 Motion to authorize disclosure of protected health
information

§ 18:19 Subpoena duces tecum to produce documents or other
things—Attendance of witness not required

§ 18:20 Written statement of satisfactory assurance of notice
to patient

§ 18:21 Notice to patient of intent to discover protected
health information

§ 18:22 Written statement of satisfactory assurance of
reasonable efforts to secure a qualified protective
order

§ 18:23 Agreed qualified protective order

B. CONFIDENTIALITY

§ 18:24 No waiver of privilege
§ 18:25 Confidentiality agreement

C. PROTECTIVE ORDERS

§ 18:26  Stipulation for protective order
§ 18:27 Confidentiality order
§ 18:28 Leave to serve a third-party subpoena

CHAPTER 19. WORK PRODUCT AND
PRIVILEGE; INADVERTENT PRODUCTION
I. GUIDELINES

A. WORK PRODUCT DOCTRINE

§19:1 Generally
§ 19:2 Establishing application of doctrine

XXIX



B.

§ 19:3
§19:4
§ 19:5
§19:6

C.

§ 19:7

D.

§ 19:8
§ 19:9
§19:10

E.

§ 19:11

F.

§ 19:12
§ 19:13

G.

§ 19:14
§ 19:15
§ 19:16
§ 19:17

H.

§ 19:18
§19:19
§ 19:20
§19:21
§ 19:22

ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

PRIVILEGES

Generally
Attorney-client privilege
Claiming privilege
Privilege logs

REVIEWING
Generally

METADATA

Generally
Duty or producing party
Duty of recipient

LEGAL HOLD NOTICES
Generally

CONSTITUTIONAL PROTECTION

Fifth Amendment
Constitutional right to privacy

INADVERTENT PRODUCTION

Generally

Recovery of produced material
Clawback agreements

Quick peek agreements

RULE 502 OF THE FEDERAL RULES OF
EVIDENCE

Generally

Securing protection—Generally
—Inadvertence

—Precautions

—Prompt remedial measures

II. CHECKLISTS

§ 19:23

Privilege log checklist

III. FORMS

§ 19:24

XXX

Privilege log



TaBLE oF CONTENTS

§19:25 —Tabular form

§ 19:26 Confidentiality order

§ 19:27 Confidentiality agreement
§ 19:28 —No waiver of privilege

§ 19:29  Quick peek agreement

CHAPTER 20. SPOLIATION

I. GUIDELINES
A. INTRODUCTION
§ 20:1  Generally

B. DUTY TO PRESERVE

§ 20:2  Generally

§ 20:3 Information under party’s control
§ 20:4 Foreseeability of future litigation
§ 20:5 Ethical considerations

C. DETERMINING WHETHER MEASURES
SHOULD BE IMPOSED

§20:6 Generally

§ 20:7 Safe harbor

§ 20:8 Prejudice to the discovering party
§ 20:9 Discovery on discovery

D. DETERMINING WHAT MEASURES TO CURE
THE SPOLIATION SHOULD BE APPLIED

§ 20:10 Generally

§ 20:11  Additional discovery

§ 20:12 Measures addressing spoliation of electronically
stored information

§ 20:13 Measures where party acted with intent to deprive—
Generally

§ 20:14 —Adverse inference instruction

§ 20:15 —Dismissal of action or entering default judgment

§ 20:16  Jury trial and adverse inference instructions

II. CHECKLISTS

§ 20:17 Checklist of counsel’s responsibilities

§ 20:18 Checklist for determining whether destruction of
documents pursuant to records retention policy
constitutes spoliation of evidence

XXXI1



ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

§20:19 Checklist for avoiding spoliation
§ 20:20 Checklist for detecting potential spoliation

III. FORMS

§ 20:21 Preservation policy

§ 20:22 Legal hold letter—To client

§ 20:23 — —Specifying documents to preserve
§ 20:24  Preservation letter to party

§ 20:25 Adverse inference instruction

§ 20:26 —Including factual findings

CHAPTER 21. PROTECTIVE ORDERS

I. GUIDELINES
A. INTRODUCTION

§ 21:1 Generally

§ 21:2 Good cause

§ 21:3  Procedure

§ 21:4 Good cause standard

B. OBJECTIONS TO SCOPE OR FREQUENCY

§ 21:5 Scope of Discovery
§ 21:6  Frequency or extent of discovery

C. UNDUE BURDEN

§ 21:7 Generally

§ 21:8 Proportionality—Generally

§ 21:9 —Requested discovery irrelevant

§ 21:10 —Third parties

§ 21:11 —Privacy and confidentiality interests
§ 21:12 —Needs of the case

§ 21:13  Protection of Nonparties

D. NOT REASONABLY ACCESSIBLE
ELECTRONICALLY STORED INFORMATION

§ 21:14  Generally
§ 21:15 Two-tiered analysis

§ 21:16  Responding party’s claim information not reasonably
accessible

§ 21:17  Order requiring discovery of information not
reasonably accessible

XXXi1



TaBLE oF CONTENTS

§ 21:18
§ 21:19
§ 21:20
§ 21:21
§ 21:22

Backup media
Legacy systems
Deleted information
Databases
Sampling

II. CHECKLISTS

§ 21:23 Checklist of factors to consider in compelling
disclosure of e-mail

§ 21:24  Checklist of considerations for determining whether
to require discovery of electronically stored
information that is not reasonably accessible

III. FORMS

§ 21:25 Notice and motion for protective order

§ 21:26  Notice of motion and motion for protective order
permitting defendant to suspend standard retention
periods for electronically stored information

§ 21:27 Motion to stay all discovery pending resolution of
certain motions submitted pursuant to stipulation

§ 21:28 Motion for return of computer backup media

§ 21:29 Defendant’s opposition to plaintiffs’ motion to compel
defendant to produce electronic documents in native
format with metadata

§ 21:30 Order to quash notice to take depositions and
subpoenas

§ 21:31 Order extending time within which to answer
requests for admissions

§ 21:32  Order sealing answers to interrogatories

§ 21:33 Defendant’s motion for protective order regarding re-
creation of backup server tapes

§ 21:34  Order governing discovery of deleted data

§ 21:35 Stipulated protective order for protection of

confidential material

CHAPTER 22. COST SHIFTING AND
RECOVERING COSTS

I. GUIDELINES

A.

§ 22:1

COST SHIFTING

Generally

§ 22:2 Determining when cost shifting may be appropriate
§ 22:3 Resisting and avoiding cost sharing

XXX111



ELEcTRONIC DI1SCOVERY AND RECORDS AND INFORMATION

B. RECOVERING COSTS
§ 22:4 Recovery of costs under 28 U.S.C.A. § 1920(4)

II. CHECKLISTS
§ 22:5 Checklist of cost shifting factors

III. FORMS
§ 22:6 Motion to shift costs

CHAPTER 23. SOCIAL MEDIA, EMOTICONS
AND EMOJIS

I. GUIDELINES

§ 23:1 Generally

§ 23:2 Duty to preserve

§ 23:3 Ethics

§ 23:4 Discoverability

§ 23:5 Privacy—Generally

§ 23:6 Emoticons and emojis

§ 23:7 Proportionality

§ 23:8 Authentication and admissibility

II. FORMS

§ 23:9 Request for electronic messages
§ 23:10 iPhone preservation directive

CHAPTER 24. ETHICS AND
PROFESSIONALISM

I. INTRODUCTION
§ 24:1 Generally

II. FEDERAL RULES OF CIVIL PROCEDURE

§ 24:2 Reasonable inquiry—Generally
§ 24:3 —Good faith
§ 24:4 Failure to participate in framing a discovery plan

III. MODEL RULES OF PROFESSIONAL CONDUCT

A. COMPETENCE
§ 24:5 Generally

XXXIV



TaBLE oF CONTENTS

§ 24:6  Ethical duties in handling electronically stored
information

B. REASONABLE INQUIRY
§ 24:7 Generally
C. RECEIPT OF UNAUTHORIZED OR
INADVERTENTLY PRODUCED MATERIAL
§ 24:8 Generally
§ 24:9 Intentional, unauthorized transmission of information
D. METADATA
§ 24:10 Generally

E. MISCELLANEOUS

§ 24:11  Untruthfulness in discovery

§ 24:12  Advising clients with regard to social media
§ 24:13 Lawyer’s use of social media

§ 24:14 Cloud computing

§ 24:15 E-mail

IV. ARTIFICIAL INTELLIGENCE
§ 24:16 Introduction

§ 24:17 Generative artificial intelligence tools

APPENDIX

Appendix A. Selected Federal Rules of Civil Procedure
Appendix B. Selected Federal Rules of Evidence

Table of Cases

Index

XXXV



