Index

ACCESS
Control, see index heading AcCESs CONTROL
Open records statutes, generally, §§ 4:1 to 4:5
Public Records Act, state and local bodies required to have written guidelines for
accessibility of records, §§ 4:2, App D

ACCESS CONTROL
Definition, § 1:5
Sources of electronic evidence, records or lists, § 2:11

ACCIDENT RECREATION
Computer generated visual evidence, presentations at trial, § 12:2

ADMISSIBILITY OF ELECTRONIC EVIDENCE

Generally, §§ 1:1, 9:1 to 12:9

Authentication of electronic evidence, see index heading AUTHENTICATION OF
ELECTRONIC EVIDENCE

Best evidence rule, see index heading SECONDARY EVIDENCE RULE

Computer forensic investigation, see index heading COMPUTER FORENSIC INVESTIGA-
TIONS

Hearsay, see index heading HEarsAy

Presentations at trial, see index heading PRESENTATIONS AT TRIAL

Secondary evidence rule, see index heading SECONDARY EVIDENCE RULE

ADMISSIONS
Hearsay exception, §§ 11:1, 11:3
Obtaining electronic evidence, requests for admissions, §§ 3:8, 3:12, 3:26

ADVERSE INFERENCES
Spoliation of evidence, discovery sanctions, § 7:3

AGREEMENTS
Authentication of electronic evidence, intermediary transmission, § 9:4
Confidentiality agreement, limits on discoverability of electronic evidence,

§§ 5:4, 5:5, 5:8

License restrictions on discoverability of electronic evidence, § 5:5
Litigation support agreement, § 1:7
Litigation support companies and forensic specialists, contracting with, § 1:3
Service levels and performance standards, § 1:8
Stipulations, see index heading STIPULATIONS

ANALYZING EVIDENCE
Forensic experts, use of, §§ 1:2, 13:4

ANIMATIONS
Computer generated visual evidence, presentations at trial, §§ 12:2, 12:4, 12:5

Index-1



ELEcTRONIC EVIDENCE IN CALIFORNIA

ANONYMOUS REMAILERS
Generally, §§ 1:5, 2:16

ANTICIPATION OF LITIGATION
Obtaining electronic evidence, making discovery plan, § 3:1

APPEALS
See index heading OPEN RECORDS STATUTES

APPLICATIONS
Obtaining electronic evidence, form for points and authorities supporting
application to compel production of documents and computer, § 3:23

ARCHIVAL DATA
Sources of electronic evidence, § 2:21

ASCII (AMERICAN STANDARD CODE FOR INFORMATION
INTERCHANGE)
Definition, § 1:5

ASYMMETRIC ENCRYPTION
Generally, §§ 1:5, 9:3

ATTORNEY-CLIENT PRIVILEGE
Limits on discoverability of electronic evidence, § 5:2

ATTORNEYS
Work product doctrine, limits on discoverability of electronic evidence, § 5:3

AUDIT TRAILS
Authentication of electronic evidence, §§ 9:1, 9:2
Definition, §§ 1:5, 9:2
Sources of electronic evidence, §§ 2:10, 2:13

AUTHENTICATION OF ELECTRONIC EVIDENCE
Generally, §§ 9:1 to 9:6
Agreements, intermediary transmission, § 9:4
Asymmetric encryption, § 9:3
Audit trails, §§ 9:1, 9:2
Burden of offering sufficient evidence to authenticate, § 9:1
Ciphertext, encryption, § 9:3
Circumstantial evidence, § 9:1
Communications
encryption, § 9:3
intermediary transmission, § 9:4
Computer generated visual evidence, checklist, § 12:9
Confidentiality, encryption, § 9:3
Decision-making, judicial, § 14:4
Definition of audit trail, § 9:2
Digital signatures, §§ 9:1, 9:3
Direct evidence, § 9:1
Direct examination of witness, form, § 9:6
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AUTHENTICATION OF ELECTRONIC EVIDENCE—Cont’d
E-mail
audit trails, § 9:2
encryption, § 9:3
Encryption, §§ 9:1, 9:3
Form, direct examination of witness, § 9:6
Hearsay, §§ 11:3, 11:5, 11:7
Intermediary transmission, §§ 9:1, 9:4
Judicial decision-making, § 14:4
Networks
audit trails, § 9:2
encryption, § 9:3
Obtaining electronic evidence, requests for admissions, § 3:12
Passwords, encryption, § 9:3
Plaintext, encryption, § 9:3
Private key encryption, § 9:3
Public key encryption, § 9:3
References, § 9:5
Stipulations, § 9:1
Symmetric encryption, § 9:3
Witnesses
direct evidence, § 9:1
form, direct examination, § 9:6

AUTHORITIES AND POINTS
Obtaining electronic evidence, form for points and authorities supporting
application to compel production of documents and computer, § 3:23
BACKUPS
Definition, § 1:5
Obtaining electronic evidence, production of documents and other physical evi-
dence, § 3:10
Sources of electronic evidence, §§ 2:13, 2:21

BBS (BULLETIN BOARD SERVICES)
Definition, § 1:5

BEST EVIDENCE RULE
See index heading SECONDARY EVIDENCE RULE

BEST PRACTICES FOR SEIZING ELECTRONIC EVIDENCE
Generally, § App H

BIT
Definition, § 1:5

BOOLEAN SEARCHES

Computer forensic investigations, generally, see index heading COMPUTER FOREN-
SIC INVESTIGATIONS

Forensic experts, use of, § 1:2
Sources of electronic evidence, Internet related information, § 2:13
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BREACH OF CONTRACT
License restrictions on discoverability of electronic evidence, § 5:5

BROWSERS
Web browsers, §§ 1:5,2:13

BURDEN OF LAYING FOUNDATION
Hearsay, business and official records, § 11:4

BURDEN OF OFFERING SUFFICIENT EVIDENCE
Authentication of electronic evidence, § 9:1

BURDEN OF PROOF
Secondary evidence rule, printed representations, §§ 10:3, 10:4

BUSINESS
Ordinary course of business, see index heading ORDINARY COURSE OF BUSINESS
Records, see index heading BUSINESS RECORDS

BUSINESS RECORDS
Hearsay exception, §§ 11:1, 11:4, 11:7
Obtaining electronic evidence, sanctions for discovery, § 3:8

BYOD PROGRAMS
Sources of electronic evidence, § 2:26

BYTE
Definition, § 1:5

CABLE
Computer Crime and Intellectual Property Section (CCIPS), § App I

CACHE
Definition, § 1:5
Sources of electronic evidence, Internet related information, § 2:13

CALIFORNIA PUBLIC RECORDS ACT (CPRA)
Generally, §§ 4:2,4:4, App D

CCIPS
Criminal matters, § App I

CENTRAL PROCESSING UNIT (CPU)
Generally, § 1:5

CERTIFICATIONS
Computer forensic investigations, § 13:7

CGVE (COMPUTER GENERATED VISUAL EVIDENCE)
Presentations at trial, §§ 12:1 to 12:9

CHARTS
Computer generated visual evidence, presentations at trial, §§ 12:2, 12:4
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CHECKLISTS
Authentication issues
computer generated visual evidence, § 12:9
hearsay, business records exception, § 11:7
Computer generated visual evidence, §§ 12:8, 12:9
Handling electronic evidence, § 2:28
Hearsay, authentication issues for business records exception, § 11:7
Potential objections to computer generated visual evidence, § 12:8
Records retention and e-discovery, §§ 6:4, 6:5, 6:7
Sources of electronic evidence, § 2:29

CIPHERTEXT
Generally, §§ 1:5, 9:3

CIRCUMSTANTIAL EVIDENCE
Authentication of electronic evidence, § 9:1

CLAIMS OF EMPLOYEES
Privacy, §§ 8:1 to 8:3

CLIENT COMPUTER
Definition, § 1:5

CLIENT-SERVER NETWORKS
Generally, §§ 1:5, 2:2

CLOUD
Definition, § 1:5

COMMERCE
Federal Trade Commission Guidelines, § App O

COMMON LAW
Invasion of privacy, § 8:2

COMMUNICATIONS

Attorney-client privilege, limits on discoverability of electronic evidence, § 5:2
Authentication of electronic evidence, see index heading AUTHENTICATION OF

ELECTRONIC EVIDENCE
Components of computer system, communications devices, § 1:5

Electronic Communications Privacy Act, see index heading ELeEcTrRONIC COM-

MUNICATIONS PRIVACY ACT
Federal Trade Commission Guidelines, § App O

COMPANY PROPERTY
Litigation support agreement, § 1:7

COMPELLING PRODUCTION OF DOCUMENTS AND OTHER

PHYSICAL EVIDENCE
Obtaining electronic evidence, §§ 3:2, 3:7, 3:23
Response to motion to compel, § 3:24
Sanctions, § 3:7
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COMPRESSED FILES
Definition, § 1:5

COMPUTER FORENSIC INVESTIGATIONS
Generally, §§ 13:1 to 13:8
Admissibility, § 13:1
Case preparation, § 13:2
Certifications, § 13:7
Client actions, § 13:6
Discovery, § 13:4
Equipment, § 13:5
Evidence, §§ 13:3, 13:5
Examiners, § 13:7
Identifying evidence, § 13:3
Investigators, § 13:7
Methods, § 13:5
Preparing for case, § 13:2
Questions to ask experts, § 13:8

COMPUTER GENERATED VISUAL EVIDENCE (CGVE)
Presentations at trial, §§ 12:1 to 12:9

COMPUTER READABLE FORM

Obtaining electronic evidence, medium of production of documents and other
physical evidence, § 3:3

CONDUCTING DISCOVERY
Generally, §§ 1:2, 3:8, 3:17, 13:4

CONFIDENTIALITY
Agreement, limits on discoverability of electronic evidence, §§ 5:4, 5:5, 5:8
Attorney-client privilege, limits on discoverability of electronic evidence, § 5:2
Authentication of electronic evidence, encryption, § 9:3
Limits on discoverability of electronic evidence, §§ 5:2, 5:4, 5:5, 5:8
Litigation support agreement, § 1:7
Litigation support companies and forensic specialties, contracting with, § 1:3

CONSTITUTIONAL CONSIDERATIONS
Privacy, §§ 8:1, 8:3 to 8:5

CONTEMPT
Spoliation of evidence, discovery sanctions, § 7:3

CONTINUING VIABILITY
Tort of spoliation of evidence, § 7:4

CONTRACTS
See index heading AGREEMENTS

CONTRIBUTORY COPYRIGHT INFRINGEMENT
Limits on discoverability of electronic evidence, § 5:5

Index-6



INDEX

CONTROL OF FEES
Contracting with litigation support companies and forensic specialties, § 1:3

COOKIES
Definition, § 1:5
Sources of electronic evidence, Internet related information, § 2:13

COPIES OF WRITINGS
Public Records Act, § 4:2
Secondary evidence rule, see index heading SECONDARY EVIDENCE RULE

COPYRIGHTS
Limits on discoverability of electronic evidence, §§ 5:5, 5:9, 5:10

CORPORATE INTRANETS
Sources of electronic evidence, § 2:15

COSTS
BYOD programs, § 2:26
Fees. See index heading Fegs
Forensic experts, § 1:2
Litigation support agreement, § 1:7
Obtaining electronic evidence, protective orders, § 3:15
Open records statutes, see index heading OPEN RECORDS STATUTES

COURSE OF BUSINESS
See index heading ORDINARY COURSE OF BUSINESS

CPRA (CALIFORNIA PUBLIC RECORDS ACT)
Generally, §§ 4:2,4:4, App D

CPU (CENTRAL PROCESSING UNIT)
Generally, § 1:5

CRIMINAL MATTERS
Computer Crime and Intellectual Property Section (CCIPS), § App I
Federal experts for computer crime investigations, § App E
Spoliation of evidence, destruction of documents, § 7:1

CYBERTERRORISM
Computer Crime and Intellectual Property Section (CCIPS), deterrence and
prevention, § App I

DAMAGES
Electronic Communications Privacy Act, § 8:4

DATA DUMPS
Obtaining electronic evidence, § 3:18

DATA ENCRYPTION STANDARD (DES)
Definition, § 1:5

DATABASES
Sources of electronic evidence, Internet related information, § 2:13
Work product doctrine, limits on discoverability of electronic evidence, § 5:3
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DECISION-MAKING
See index heading JUDICIAL DECISION-MAKING

DECLARATORY RELIEF
Public Records Act, § 4:2

DEFINITIONS
Access control, § 1:5
Anonymous remailer, § 1:5
ASCII, § 1:5
Asymmetric encryption, § 1:5
Audit trail, §§ 1:5, 9:2
Backups, § 1:5
BBS, § 1:5
Bit, § 1:5
Byte, § 1:5
Cache, § 1:5
Central processing unit, § 1:5
Ciphertext, § 1:5
Client computer, § 1:5
Client-server network, § 1:5
Cloud, § 1:5
Compressed files, § 1:5
Cookie, § 1:5
CPU, § 1:5
Data encryption standard, § 1:5
DES, § 1:5
Disk mirroring, § 1:5
EDI, § 1:5
Electronic data interchange, § 1:5
Encryption, § 1:5
Extranet, § 1:5
FAT, § 1:5
Field(s), § 1:5
File, § 1:5
File allocation table, § 1:5
File server, § 1:5
GIF, § 1:5
Hard disk, § 1:5
Hash function, § 1:5
Hearsay, § 11:1
Home page, § 1:5
HTML, § 1:5
M, § 1:5
Instant messaging, § 1:5
Internet, § 1:5
Intranet, § 1:5
ISP, § 1:5
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DEFINITIONS—Cont’d
JPG, § 1:5
Key, § 1:5
LAN, § 1:5
Listserv, § 1:5
Local area network, § 1:5
Log file, § 1:5
Loss, § App 1
Metadata, § 1:5
MIS, § 1:5
Modem, § 1:5
MPEG, § 1:5
Network map, § 1:5
Newsgroup, § 1:5
NOS, § 1:5
Object code, § 1:5
Operating system, § 1:5
Partition, § 1:5
PC, § 1:5
PCMCIA, § 1:5
Peer-to-peer network, § 1:5
Peripherals, § 1:5
Personal digital assistants, § 1:5
Plaintext, § 1:5
Platform as a Service (PaaS), § 1:5
Plug and play, § 1:5
Private-key encryption, § 1:5
Protected computer, § App I
Proxy server, § 1:5
RAM, § 1:5
Random access memory, § 1:5
Read only memory, § 1:5
ROM, § 1:5
ROT13,§1:5
RSA, § 1:5
Scanner, § 1:5
Slack space, § 1:5
Smart phone, § 1:5
Social media, § 1:5
Social networking sites, § 1:5
Software, § 1:5
Software as a Service (SaaS), § 1:5
Solid state drive (SSD), § 1:5
Source code, § 1:5
Stand alone computer, § 1:5
Steganography, § 1:5
Swap files, § 1:5
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DEFINITIONS—Cont’d
Symmetric encryption, § 1:5
Tablet or tablet computer, § 1:5
Temporary files, § 1:5
Unix, § 1:5
Usenet, § 1:5
Value added network, § 1:5
VAN, § 1:5
Virtual memory, § 1:5
WAN, § 1:5
Web, § 1:5
‘Web browser, § 1:5
Web server, § 1:5
Web site, § 1:5
Web-based e-mail, § 1:5
Wide area network, § 1:5
Workstation, § 1:5
World Wide Web, § 1:5
WWW, § 1:5

DELETED FILES
Sources of electronic evidence, recoverable data, § 2:22

DELETION OF DOCUMENTS
Spoliation of evidence, §§ 7:1, 7:2

DEMANDS
See index heading OBTAINING ELECTRONIC EVIDENCE

DEMONSTRATIVE EVIDENCE
Computer generated visual evidence, presentations at trial, §§ 12:1 to 12:5

DEPOSITIONS
Forensic experts, use of, § 1:2
Obtaining electronic evidence, see index heading OBTAINING ELECTRONIC EVIDENCE

DES (DATA ENCRYPTION STANDARD)
Definition, § 1:5
DESKTOP COMPUTERS

Sources of electronic evidence, § 2:2

DIAGRAMS
Computer generated visual evidence, presentations at trial, §§ 12:2, 12:4

DIGITAL ASSISTANT
See index heading PERSONAL DIGITAL ASSISTANT

DIGITAL MEDIA
Secondary evidence rule, images stored on digital media, §§ 10:1, 10:4

DIGITAL SIGNATURES
Authentication of electronic evidence, §§ 9:1, 9:3
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DIGITAL WATERMARKS
Sources of electronic evidence, non-textual material, § 2:23

DIRECT EVIDENCE
Authentication of electronic evidence, § 9:1

DIRECT EXAMINATION OF WITNESS
Authentication of electronic evidence, form, § 9:6
Hearsay, form, § 11:8
Secondary evidence rule, form, § 10:6

DISASTER RECOVERY FACILITIES
Sources of electronic evidence, § 2:24

DISCLOSURE
Attorney-client privilege, limits on discoverability of electronic evidence, § 5:2
Electronic Communications Privacy Act, §§ 8:4, 8:5
Obtaining electronic evidence, exchange of expert witness information, § 3:14
Open records statutes, §§ 4:1 to 4:5
Stored Communications Act, § 5:6
Trade secrets, limits on discoverability of electronic evidence, § 5:4
Work product doctrine, limits on discoverability of electronic evidence, § 5:3

DISCOVERY
Generally, §§ 1:1 to 1:8, 3:1
California Electronic Discovery Act, § App L
Company property, litigation support agreement, § 1:7
Conducting discovery, §§ 1:2, 3:8, 3:17, 13:4
Confidentiality
contracting with litigation support companies and forensic specialties, § 1:3
litigation support agreement, § 1:7
Contracting with litigation support companies and forensic specialists, § 1:3
Control of fees, contracting with litigation support companies and forensic
specialties, § 1:3
Depositions, see index heading DeposITIONS
Expenses, travel and living, litigation support agreement, § 1:7
Fee control, contracting with litigation support companies and forensic special-
ties, § 1:3
Fees, litigation support agreement, § 1:7
Forensic specialists, contracting with, § 1:3
Forensics, §§ 1:2, 1:3, 13:4
Indemnification
contracting with litigation support companies and forensic specialties, § 1:3
litigation support agreement, § 1:7
Information security, contracting with litigation support companies and forensic
specialties, § 1:3
Introduction to computers and computer networks, § 1:5
Judicial decision-making, see index heading JUDICIAL DECISTON-MAKING
Liability
contracting with litigation support companies and forensic specialties, § 1:3
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DISCOVERY—Cont’d
Liability—Cont’d
litigation support agreement, § 1:7
Limitation of liability
contracting with litigation support companies and forensic specialties, § 1:3
litigation support agreement, § 1:7
Limitations on, §§ 3:9, 5:1 to 5:10
Litigation support agreement, § 1:7
Litigation support companies, contracting with, § 1:3
Living expenses, litigation support agreement, § 1:7
Manual for Complex Litigation, § App F
Obtaining electronic evidence, see index heading OBTAINING ELECTRONIC EVIDENCE
Offshore workers, contracting with litigation support companies and forensic
specialties, § 1:3
Open records statutes, see index heading OPEN RECORDS STATUTES
Outsourcing legal services, § 1:4
Plans and planning discovery, §§ 1:2, 3:1
Preservation of privilege, contracting with litigation support companies and
forensic specialties, § 1:3
Privacy, see index heading Privacy
Privilege preservation, contracting with litigation support companies and foren-
sic specialties, § 1:3
Production of documents and things, see index heading PRODUCTION OF DOCUMENTS
AND THINGS
Records retention, see index heading RECORDS RETENTION AND E-DISCOVERY
Requests for discovery, generally, § 14:3
Scope of, § 3:9
Security, litigation support agreement, § 1:7
Services, litigation support agreement, § 1:7
Social media, §§ 5:6, 8:6
Sources of electronic evidence, see index heading SOURCES OF ELECTRONIC EVIDENCE
Spoliation of evidence, see index heading SPOLIATION OF EVIDENCE
Stored Communications Act, § 5:6
Subcontractors, contracting with litigation support companies and forensic
specialties, § 1:3
Taxes, litigation support agreement, § 1:7
Term, litigation support agreement, § 1:7
Termination, litigation support agreement, § 1:7
Travel expenses, litigation support agreement, § 1:7
Use of forensic experts, §§ 1:2, 13:4
Warranties, litigation support agreement, § 1:7

DISK MIRRORING
Definition, § 1:5

DISKS
Hard disk, see index heading HARD pisk
Sources of electronic evidence, see index heading SOURCES OF ELECTRONIC EVIDENCE
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DISMISSAL
Spoliation of evidence, discovery sanctions, § 7:3

DISPUTES
Secondary evidence rule, §§ 10:1, 10:2

DOCUMENTATION
Components of computer system, § 1:5

DUTIES
Preservation of ESI evidence in litigation, § 7:2

ECPA
See index heading ELEcTRONIC COMMUNICATIONS PRIvACY AcT

EDI (ELECTRONIC DATA INTERCHANGE)
Generally, §§ 1:5, 2:12

EDUCATION
Judicial decision-making, § 14:6

ELECTRONIC COMMUNICATIONS PRIVACY ACT
Generally, §§ 8:1, 8:4, 8:5
Federal Guidelines for Searching and Seizing Computers, § App G

Obtaining electronic evidence, demands for inspection of documents and other
physical evidence, § 3:2

Text of Act, § App C

ELECTRONIC CRIME SCENE

Guide for First Responders, National Institute of Justice Special Report, § App
N

ELECTRONIC DATA INTERCHANGE (EDI)
Generally, §§ 1:5, 2:12

ELECTRONIC FREEDOM OF INFORMATION ACT
Generally, §§ 4:3, App B

E-MAIL
Attorney-client privilege, limits on discoverability of electronic evidence, § 5:2

Authentication of electronic evidence, see index heading AUTHENTICATION OF
ELECTRONIC EVIDENCE

Forensic experts, § 1:2

Hearsay, §§ 11:2, 11:3

Privacy, employees, §§ 8:1 to 8:7

Sources of electronic evidence, §§ 2:1, 2:13, 2:16

Spoliation of evidence, retention of electronic documents, § 7:1
‘What is electronic evidence, § 1:1

EMBEDDED INFORMATION
Sources of electronic evidence, § 2:9
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EMERGENCY

Computer Crime and Intellectual Property Section (CCIPS), emergency
disclosures by communications providers, § App I

EMPLOYEE RETIREMENT INCOME SECURITY ACT
Spoliation of evidence, retention of electronic documents, § 7:1

EMPLOYEES
Monitoring of employees, see index heading MONITORING OF EMPLOYEES
Privacy, §§ 8:1 to 8:7
Social networking sites, see index heading SOCIAL NETWORKING

ENCRYPTION
Asymmetric encryption, §§ 1:5,9:3
Authentication of electronic evidence, §§ 9:1, 9:3
Definition, § 1:5
Private key encryption, §§ 1:5, 9:3
Symmetric encryption, §§ 1:5, 9:3
ENFORCEMENT
See index heading OPEN RECORDS STATUTES

EPHERMERAL MESSAGING
Sources of electronic evidence, § 2:13

EQUIPMENT
Computer forensic investigations, § 13:5

EXAMINATION OR EXAMINATIONS
Direct examination of witness, see index heading DIRECT EXAMINATION OF WITNESS
Obtaining electronic evidence, mental and physical examinations, § 3:8

EXCHANGE OF EXPERT WITNESS INFORMATION
Obtaining electronic evidence, §§ 3:8, 3:14

EXEMPTIONS OR EXCLUSIONS
Electronic Communications Privacy Act, § 8:5
Evidence exclusion
computer generated visual evidence, § 12:4
spoliation of evidence, discovery sanctions, § 7:3
Hearsay, §§ 11:1, 11:3 to 11:5, 11:7
Open records statutes, see index heading OPEN RECORDS STATUTES
Secondary evidence rule, § 10:1

EXPENSES
See index heading CosTs

EXPERIMENTS
Computer generated visual evidence, presentations at trial, § 12:4

EXPERTS

Computer forensic investigations, see index heading COMPUTER FORENSIC
INVESTIGATIONS

Computer generated visual evidence, presentations at trial, § 12:4
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EXPERTS—Cont’d
Decision-making, judicial, § 14:5
Federal experts for computer crime investigations, § App E
Forensic experts, see index heading FORENSIC EXPERTS
JPG (joint photographic experts group), definition, § 1:5
Judicial decision-making, § 14:5
MPEG (moving pictures experts group), definition, § 1:5
Obtaining electronic evidence, see index heading OBTAINING ELECTRONIC EVIDENCE
Sources of electronic evidence, §§ 2:1, 2:13

EXTRANET
Definition, § 1:5

FAT (FILE ALLOCATION TABLE)
Definition, § 1:5

FEDERAL MATTERS
Electronic Communications Privacy Act, see index heading ELecTroNIC CoM-
MUNICATIONS PrIvaCcYy Act
Electronic Freedom of Information Act, §§ 4:3, App B
Employee Retirement Income Security Act, retention of electronic documents,
§7:1
Experts for computer crime investigations, § App E
Federal Trade Commission Guidelines, § App O
Freedom of Information Act, §§ 4:3, 4:5, App B
Guidelines for Searching and Seizing Computers
generally, § App G
obtaining electronic evidence, § 3:19
sources of electronic evidence, § 2:27
Occupational Safety and Health Act, retention of electronic documents, § 7:1

FEES
Costs. See index heading Costs
Expenses. See index heading Costs
Freedom of Information Act, § 4:3
Litigation support agreement, § 1:7
Litigation support companies and forensic specialties, contracting with, § 1:3

FIELD(S)
Definition, § 1:5

FILE ALLOCATION TABLE (FAT)
Definition, § 1:5

FILE SERVER
Definition, § 1:5

FILES
Definition, § 1:5
Sources of electronic evidence, see index heading SOURCES OF ELECTRONIC EVIDENCE
Swap files, §§ 1:5, 2:6
Temporary files, §§ 1:5, 2:5
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FIRST RESPONDERS
National Institute of Justice, Special Report, Electronic Crime Scene Investiga-
tion, § App N

FLOPPY DISKS
Sources of electronic evidence, §§ 2:1 to 2:3

FOIA (FREEDOM OF INFORMATION ACT)
Generally, §§ 4:3, 4:5, App B

FORENSIC EXPERTS

Computer forensic investigations, see index heading CompuTER FORENSIC
INVESTIGATIONS

Contracting, § 1:3

Information security language for forensics expert agreement, example, form,
§1:6

Obtaining electronic evidence, depositions, § 3:13

Sources of electronic evidence, § 2:1

Use of, § 1:2

FORMS
Checklists, see index heading CHECKLISTS
Confidentiality agreement, limits on discoverability of electronic evidence, § 5:8
Direct examination of witness
authentication of electronic evidence, § 9:6
hearsay, § 11:8
secondary evidence rule, § 10:6
Freedom of Information Act request, § 4:5
Information security language for forensics expert agreement, example, § 1:6
Litigation support agreement, § 1:7
Notice letters, copyright restrictions on discoverability of electronic evidence,
§§ 5:9, 5:10
Obtaining electronic evidence, see index heading OBTAINING ELECTRONIC EVIDENCE
Performance standards, § 1:8
Privacy, see index heading Privacy
Public Records Act request, § 4:4
Service levels and performance standards, § 1:8
Spoliation of evidence, see index heading SPOLIATION OF EVIDENCE

FOUNDATION
Computer generated visual evidence, presentations at trial, § 12:4

Hearsay exception for business and official records, burden of laying foundation,
§11:4

FREEDOM OF INFORMATION ACT
Generally, §§ 4:3, 4:5, App B

GEOLOCATION DATA
Sources of electronic evidence, § 2:14

GIF (GRAPHICS INTERCHANGE FORMAT)
Definition, § 1:5
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GOOD CAUSE
Obtaining electronic evidence, protective orders, § 3:15

GRAPHS AND GRAPHICS
Computer generated visual evidence, presentations at trial, §§ 12:2, 12:4
GIF (graphics interchange format), definition, § 1:5

GUIDELINES

Federal Guidelines for Searching and Seizing Computers, see index heading
FEDERAL MATTERS

Federal Trade Commission Guidelines, § App O

National Institute of Justice Special Report, Electronic Crime Scene Investiga-
tion, Guide for First Responders, § App N

Public Records Act, state and local bodies required to have written guidelines for
accessibility of records, §§ 4:2, App D

U.S. District Court e-discovery (ESI) guidelines, § App P

HACKING
Computer Crime and Intellectual Property Section (CCIPS), § App I

HANDLING ELECTRONIC EVIDENCE
Sources of electronic evidence, checklist, § 2:28

HARD DISK
Definition, § 1:5
Sources of electronic evidence, recoverable data, § 2:22

HARDCOPY PRINTOUTS OF INFORMATION STORED ON
COMPUTERS
Secondary evidence rule, §§ 10:1 to 10:3

HARDWARE
Forensic experts, § 1:2

HASH FUNCTION
Definition, § 1:5

HEARSAY
Generally, §§ 11:1 to 11:8
Admissions, exception, §§ 11:1, 11:3
Authentication, §§ 11:3, 11:5, 11:7
Burden of laying foundation, business and official records, § 11:4
Business records, exception, §§ 11:1, 11:4, 11:7
Checklist of authentication issues for business records exception, § 11:7
Computer generated visual evidence, presentations at trial, § 12:4
Decision-making, judicial, § 14:4
Definition of hearsay, § 11:1
Direct examination of witness, form, § 11:8
E-mail, §§ 11:2, 11:3
Exceptions, §§ 11:1, 11:3 to 11:5, 11:7
Form, direct examination of witness, § 11:8
Judicial decision-making, § 14:4
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HEARSAY—Cont’d
Official records, exception, §§ 11:1, 11:4
Operative fact doctrine, §§ 11:1, 11:2
Ordinary course of business, business records exception, § 11:4
Qualifying the authenticating witness, § 11:5
Records
business records, exception, §§ 11:1, 11:4, 11:7
official records, exception, §§ 11:1, 11:4
References, § 11:6
Witnesses
form, direct examination of witness, § 11:8
qualifying the authenticating witness, § 11:5

HIGH DENSITY REMOVABLE DISKS
Sources of electronic evidence, § 2:3

HISTORY FILES
Sources of electronic evidence, Internet related information, § 2:13

HOME COMPUTERS
Sources of electronic evidence, § 2:18

HOME PAGE
Definition, § 1:5

HTML (HYPERTEXT MARKUP LANGUAGE)
Definition, § 1:5

M
See index heading INSTANT MESSAGING

IMAGES STORED ON VIDEO OR DIGITAL MEDIA
Secondary evidence rule, §§ 10:1, 10:4

INDEMNIFICATION
Litigation support agreement, § 1:7
Litigation support companies and forensic specialties, contracting with, § 1:3

INFERENCES
Spoliation of evidence, discovery sanctions, § 7:3

INFORMATION SECURITY
Information security language for forensics expert agreement, example, form,
§ 1:6
Litigation support companies and forensic specialties, contracting with, § 1:3
INFRINGEMENT OF COPYRIGHT
Limits on discoverability of electronic evidence, § 5:5

INJUNCTIONS
Obtaining electronic evidence, preservation of evidence, § 3:16
Public Records Act, § 4:2
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INPUT/OUTPUT DEVICES
Components of computer system, § 1:5

INSPECTION

Obtaining electronic evidence, documents and other physical evidence, §§ 3:2,
3:5, 3:8, 3:27
Open records statutes, §§ 4:1 to 4:5

INSTANT MESSAGING
Definition, § 1:5
Ephermeral messaging, § 2:17
Forensic experts, § 1:2
Sources of electronic evidence, §§ 2:1, 2:13
What is electronic evidence, § 1:1

INSTRUCTIONS TO JURY
Computer generated visual evidence, presentations at trial, §§ 12:4 to 12:6

INTELLECTUAL PROPERTY
Computer Crime and Intellectual Property Section (CCIPS), § App I
Copyrights, limits on discoverability of electronic evidence, §§ 5:5, 5:9, 5:10

INTENT
Spoliation of evidence tort, § 7:3

INTERMEDIARY TRANSMISSION
Authentication of electronic evidence, §§ 9:1, 9:4

INTERNET
Definition, § 1:5
Forensic experts, locating, § 1:2
List of search engines, § App A
Obtaining electronic evidence, see index heading OBTAINING ELECTRONIC EVIDENCE
Online electronic evidence resources, § App J
Privacy, use by employees, §§ 8:1, 8:4
Search engines
list, § App A
sources of electronic evidence, § 2:13
Social networking sites, see index heading SOCIAL NETWORKING
Sources of electronic evidence, §§ 2:13, 2:16, 2:21
Web sites, generally, § 1:5
What is electronic evidence, § 1:1

INTERROGATORIES
Obtaining electronic evidence, §§ 3:8, 3:11, 3:25

INTERSTATE COMMERCE
Federal Trade Commission Guidelines, § App O

INTRANET
Definition, § 1:5
Sources of electronic evidence, corporate intranets, § 2:15
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INVASION OF PRIVACY
Generally, §§ 8:1 to 8:5

INVESTIGATIONS
Federal experts for computer crime investigations, § App E
Forensic, see index heading CoMPUTER FORENSIC INVESTIGATIONS
National Institute of Justice Special Report, Electronic Crime Scene Investiga-
tion, Guide for First Responders, § App N
Privacy, employee privacy rights in electronic documents, § 8:1

ISP (INTERNET SERVICE PROVIDER)
Definition, § 1:5

JPG (JOINT PHOTOGRAPHIC EXPERTS GROUP)
Definition, § 1:5

JUDICIAL DECISION-MAKING
Generally, §§ 14:1 to 14:6
Advocacy, § 14:5
Approaches, § 14:5
Audience/decision-maker, § 14:2
Authenticity, § 14:4
Discovery requests, § 14:3
Education, § 14:6
Experts, § 14:5
Gatekeepers, § 14:3
Hearsay, § 14:4
Motions in limine, § 14:5
Protocols, § 14:1
RASH approach, § 14:4
Relevancy, § 14:4
Secondary evidence, § 14:4
Technical knowledge, § 14:2
Wisdom, § 14:6

KEY
Definition, § 1:5
Private key encryption, §§ 1:5, 9:3
Public key encryption, authentication of electronic evidence, § 9:3

LAN (LOCAL AREA NETWORK)
Definition, § 1:5

LAPTOP COMPUTERS
Sources of electronic evidence, §§ 2:2, 2:18, 2:20

LAWS
See index heading STATUTES

LEGISLATION
California Senate Bill No. 1574, 2011-2012 Regular Session, § App M
Stored Communications Act, § 5:6
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LIABILITY
Litigation support
agreement, § 1:7
companies and forensic specialties, contracting with, § 1:3

LICENSES
Limits on discoverability of electronic evidence, § 5:5

LIMITATIONS
Computer generated visual evidence, limiting instructions to jury, §§ 12:4 to
12:6
Discovery, §§ 1:3, 1:7, 3:9, 5:1 to 5:10, 8:6
Liability, discovery and discoverability of electronic evidence, §§ 1:3, 1:7
Public Records Act, § 4:2
Social media, privacy, § 8:6

LISTS
Checklists, see index heading CHECKLISTS
Internet search engines, § App A
Obtaining electronic evidence, expert witnesses, § 3:14
Public Records Act, state and local bodies required to have written guidelines for
accessibility of records, § App D

Sources of electronic evidence, access control lists, § 2:11

LISTSERV
Definition, § 1:5

LITIGATION SUPPORT
Discovery and discoverability of electronic evidence, §§ 1:3, 1:7

LIVING EXPENSES
Litigation support agreement, § 1:7

LOCALAREA NETWORK (LAN)
Definition, § 1:5

LOCAL BODIES

Public Records Act, local bodies required to have written guidelines for acces-
sibility of records, §§ 4:2, App D

LOCAL CACHING
Sources of electronic evidence, Internet related information, § 2:13

LOGS
Definition of log file, § 1:5
Sources of electronic evidence, see index heading SOURCES OF ELECTRONIC EVIDENCE

LOSS
Computer Crime and Intellectual Property Section (CCIPS), § App I

MAKING DISCOVERY PLAN
Obtaining electronic evidence, § 3:1
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MANDATE WRIT
Public Records Act, § 4:2

MANUAL FOR COMPLEX LITIGATION
Generally, § App F

MEDIUM OF PRODUCTION OF DOCUMENTS AND OTHER PHYSICAL
EVIDENCE

Obtaining electronic evidence, § 3:3

MEMO ON COMPUTER USE
Privacy, form, § 8:8

MEMORY

PCMCIA (Personal Computer Memory Card International Association), §§ 1:5,
2:20

Random access memory (RAM), §§ 1:5, 2:2

Read only memory (ROM), definition, § 1:5

USB (universal serial bus) fob and other removable media, sources of electronic
evidence, § 2:4

Virtual memory, definition, § 1:5

MENTAL EXAMINATIONS
Obtaining electronic evidence, sanctions for discovery, § 3:8

METADATA
Definition, § 1:5

METHODS
Computer forensic investigations, § 13:5

MIRROR DISKS
Sources of electronic evidence, § 2:7

MIRROR SITES
Sources of electronic evidence, Internet related information, § 2:13

MIS (MANAGEMENT INFORMATION SERVICES)
Definition, § 1:5

MISCONDUCT OF EMPLOYEES
Privacy, § 8:1

MOBILE PHONES
Sources of electronic evidence, § 2:19

MODELS
Computer generated visual evidence, presentations at trial, § 12:4

MODEM
Definition, § 1:5

MONETARY SANCTIONS
Spoliation of evidence, § 7:3
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MONITORING OF EMPLOYEES
Privacy, §§ 8:1 to 8:5
Sources of electronic evidence, § 2:13

MOTIONS IN LIMINE
Judicial decision-making, § 14:5

MPEG (MOVING PICTURES EXPERTS GROUP)
Definition, § 1:5

NATIONAL INSTITUTE OF JUSTICE, SPECIAL REPORT
Electronic Crime Scene Investigation, Guide for First Responders, § App N

NETWORKS

Authentication of electronic evidence, see index heading AUTHENTICATION OF
ELECTRONIC EVIDENCE

Client-server networks, §§ 1:5, 2:2

Federal Guidelines for Searching and Seizing Computers, § App G

Introduction to computer networks, § 1:5

Local area network (LAN), definition, § 1:5

Map, definition of network map, § 1:5

NOS (network operating system), definition, § 1:5

Peer-to-peer networks, §§ 1:5, 2:2

Privacy, §§ 8:1, 8:4 to 8:6

Social networking sites, see index heading SocIAL NETWORKING

Sources of electronic evidence, §§ 2:2, 2:12

Value added network (VAN), §§ 1:5, 2:12

Wide area network (WAN), definition, § 1:5

NEWSGROUPS
Usenet newsgroups, §§ 1:5,2:13

NONPARTIES
Obtaining electronic evidence, sanctions for discovery, § 3:8
Spoliation of evidence, § 7:4

NON-TEXTUAL MATERIAL
Sources of electronic evidence, § 2:23

NOS (NETWORK OPERATING SYSTEM)
Definition, § 1:5

NOTICE
Computer generated visual evidence, presentations at trial, §§ 12:3, 12:4
Copyrights, limits on discoverability of electronic evidence, §§ 5:5, 5:9, 5:10
Obtaining electronic evidence, deposition, §§ 3:13, 3:28
Open records statutes, see index heading OPEN RECORDS STATUTES

OBJECT CODE
Definition, § 1:5

OBJECTIONS
Computer generated visual evidence, presentations at trial, §§ 12:4, 12:8
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OBJECTIONS—Cont’d
ESI specific objections, § 5:7

OBTAINING ELECTRONIC EVIDENCE
Generally, §§ 3:1 to 3:32
Admissions, requests for, §§ 3:8, 3:12, 3:26
Anticipation of litigation, making discovery plan, § 3:1
Authentication of electronic documents, requests for admissions, § 3:12
Authorities and points supporting application to compel production of documents
and computer, form, § 3:23
Backups, production of documents and other physical evidence, § 3:10
Business records, sanctions for discovery, § 3:8
Compelling production of documents and other physical evidence, §§ 3:2, 3:7,
3:23
Computer readable form, medium of production of documents and other physical
evidence, § 3:3
Conducting discovery, §§ 3:8, 3:17
Copying, production of documents and other physical evidence, § 3:2
Costs, protective orders, § 3:15
Data dumps, § 3:18
Demands
example request for document production, § 3:22
exchange of expert witness information, § 3:14
production of documents and other physical evidence, §§ 3:2, 3:3, 3:5, 3:21
responding to document demand, § 3:4
Depositions
generally, §§ 3:8, 3:13
notice, §§ 3:13, 3:28
outline, form, § 3:29
Disclosure, exchange of expert witness information, § 3:14

Electronic Communications Privacy Act, demands for inspection of documents
and other physical evidence, § 3:2

Example request for document production, § 3:21
Exchange of expert witness information, §§ 3:8, 3:14
Exemplar Stipulated ESI Discovery Order, § 3:32
Experts
exchange of expert witness information, §§ 3:8, 3:14
forensic experts, depositions, § 3:13
Federal Guidelines for Searching and Seizing Computers, § 3:19
Forensic experts, depositions, § 3:13
Forms
admissions, requests for, § 3:26
demands for documents, § 3:21
notice of deposition, § 3:28
outline for deposition, § 3:29
physical inspection request, § 3:27
points and authorities supporting application to compel production of docu-
ments and computer, § 3:23
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OBTAINING ELECTRONIC EVIDENCE—Cont’d
Forms—Cont’d
preservation orders, §§ 3:30, 3:31
request for production of documents, example, § 3:22
response to motion to compel, example, § 3:24
special interrogatories, § 3:25
web site orders, § 3:31
Good cause, protective orders, § 3:15
Injunctions, preservation of evidence, § 3:16
Inspection of documents and other physical evidence, §§ 3:2, 3:5, 3:8, 3:27
Internet
production of documents and other physical evidence, § 3:10
records, sanctions for discovery, § 3:8
Interrogatories, §§ 3:8, 3:11, 3:25
Limitations on discovery, § 3:9
List of expert witnesses, § 3:14
Making discovery plan, § 3:1
Medium of production of documents and other physical evidence, § 3:3
Mental examinations, sanctions for discovery, § 3:8
Nonparties, sanctions for discovery, § 3:8
Notice of deposition, §§ 3:13, 3:28
Oral depositions, §§ 3:8, 3:13
Orders
preservation orders, §§ 3:16, 3:30, 3:31
protective orders, § 3:15
use of technology in conducting discovery, § 3:17
web site orders, § 3:31
Ordinary course of business, making discovery plan, § 3:1
Outline for deposition, form, § 3:29
Physical examinations, sanctions for discovery, § 3:8
Plan for discovery, § 3:1
Points and authorities supporting application to compel production of documents
and computer, form, § 3:23
Preservation of evidence, requests and orders, §§ 3:16, 3:30, 3:31
Production of documents and other physical evidence, §§ 3:2 to 3:5, 3:21, 3:23
Protective orders, § 3:15
Records, sanctions for discovery, § 3:8
References, § 3:20
Remote computers, documents stored on, § 3:10
Request for document production, § 3:22
Requests
admissions, §§ 3:8, 3:12, 3:26
making discovery plan, § 3:1
physical inspection, form, § 3:27
preservation of evidence, § 3:16
Responses
document demand, § 3:4
motion to compel, example, § 3:24
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OBTAINING ELECTRONIC EVIDENCE—Cont’d
Sanctions, motion to compel, § 3:7
Sanctions for discovery, § 3:8
Scope of discovery, § 3:9
Service
exchange of expert witness information, demand, § 3:14
inspection of documents and other physical evidence, demands, § 3:2
notice of deposition, § 3:13
requests for admissions, § 3:12
special interrogatories, § 3:11
Simultaneous exchange of expert witness information, §§ 3:8, 3:14
Software, medium of production of documents and other physical evidence,
§3:3
Special interrogatories, §§ 3:11, 3:25
Stipulations, use of technology in conducting discovery, § 3:17
Storage, documents stored on remote computers, § 3:10
Subpoenas, § 3:6
Substantive limitations on discovery, § 3:9
Use of technology in conducting discovery, § 3:17
Writings, document demands, § 3:3
Written depositions, §§ 3:8, 3:13

OCCUPATIONAL SAFETY AND HEALTH ACT
Spoliation of evidence, retention of electronic documents, § 7:1

OFFICIAL RECORDS
Hearsay exception, §§ 11:1, 11:4

OFFSHORE WORKERS
Litigation support companies and forensic specialties, contracting with, § 1:3

ONLINE
See index heading INTERNET

OPEN RECORDS STATUTES

Generally, §§ 4:1 to 4:5
Access to government records, §§ 4:1 to 4:5
Appeals

Freedom of Information Act, § 4:3

Public Records Act, § 4:2
Copies of writings, Public Records Act, § 4:2
Costs

Freedom of Information Act, § 4:3

Public Records Act, § 4:2
Declaratory relief, Public Records Act, § 4:2
Disclosure, §§ 4:1 to 4:5
Electronic Freedom of Information Act, §§ 4:3, App B
Enforcement

Freedom of Information Act, § 4:3

Public Records Act, § 4:2
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OPEN RECORDS STATUTES—Cont’d

Exemptions

Freedom of Information Act, § 4:3

Public Records Act, § 4:2
Fees, Freedom of Information Act, § 4:3
Forms

Freedom of Information Act request, § 4:5

Public Records Act request, § 4:4
Freedom of Information Act, §§ 4:3, 4:5, App B
Injunctions, Public Records Act, § 4:2
Inspection, §§ 4:1 to 4:5
Limitations, Public Records Act, § 4:2
Mandate writ, Public Records Act, § 4:2
Notice

Freedom of Information Act, § 4:3

Public Records Act, § 4:2
Orders

Freedom of Information Act, § 4:3

Public Records Act, § 4:2
Posting of guidelines, Public Records Act, § 4:2
Public Records Act, §§ 4:2, 4:4, App D
Redaction, Public Records Act, § 4:2
Requests

Freedom of Information Act, §§ 4:3, 4:5

Public Records Act, §§ 4:2, 4:4
Rights

Freedom of Information Act, § 4:3

Public Records Act, § 4:2
Writings, Public Records Act, § 4:2

OPERATING SYSTEM (0S)
Definition, § 1:5

OPERATIVE FACT DOCTRINE
Hearsay, §§ 11:1, 11:2

ORAL DEPOSITIONS
Obtaining electronic evidence, §§ 3:8, 3:13

ORDERS
Copyright restrictions on discoverability of electronic evidence, § 5:5
Limits on discoverability of electronic evidence, §§ 5:3 to 5:5
Obtaining electronic evidence, see index heading OBTAINING ELECTRONIC EVIDENCE
Open records statutes, see index heading OPEN RECORDS STATUTES
Protective orders, see index heading PROTECTIVE ORDERS
Trade secrets, limits on discoverability of electronic evidence, § 5:4
Work product doctrine, limits on discoverability of electronic evidence, § 5:3

ORDINARY COURSE OF BUSINESS
Hearsay, business records exception, § 11:4
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ORDINARY COURSE OF BUSINESS—Cont’d
Obtaining electronic evidence, making discovery plan, § 3:1

ORIGINAL WRITINGS
See index heading SECONDARY EVIDENCE RULE

OUTLINE FOR DEPOSITION
Obtaining electronic evidence, form, § 3:29

OUTSOURCE VENDORS
Sources of electronic evidence, § 2:25

OUTSOURCING LEGAL SERVICES
Discovery and discoverability of electronic evidence, § 1:4

PARTITION
Definition, § 1:5

PASSWORDS
Authentication of electronic evidence, encryption, § 9:3

PATRIOT ACT
Computer Crime and Intellectual Property Section (CCIPS), § App I

PC (PERSONAL COMPUTER)
Definition, § 1:5

PCMCIA (PERSONAL COMPUTER MEMORY CARD INTERNATIONAL
ASSOCIATION)

Generally, §§ 1:5, 2:20

PDA
See index heading PERSONAL DIGITAL ASSISTANT

PEER-TO-PEER NETWORKS
Generally, §§ 1:5, 2:2

PEN REGISTERS
Computer Crime and Intellectual Property Section (CCIPS), § App I

PENALTIES OR SANCTIONS
Spoliation of evidence, §§ 7:1, 7:3

PERFORMANCE STANDARDS
Form, § 1:8

PERIPHERALS
Definition, § 1:5
Sources of electronic evidence, see index heading SOURCES OF ELECTRONIC EVIDENCE

PERSONAL COMPUTER
PC (personal computer), definition, § 1:5

PCMCIA (Personal Computer Memory Card International Association), §§ 1:5,
2:20
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PERSONAL DIGITAL ASSISTANT
Definition, § 1:5
Sources of electronic evidence, §§ 2:2, 2:20

PERSONAL ELECTRONIC DEVICES
Sources of electronic evidence, § 2:26

PERSONAL FILES OF EMPLOYEES
Privacy, §§ 8:1 to 8:3

PHRASES AND WORDS
See index heading DEFINITIONS

PHYSICAL EXAMINATIONS
Obtaining electronic evidence, sanctions for discovery, § 3:8

PLAINTEXT
Generally, §§ 1:5, 9:3

PLANS AND PLANNING
Discovery, §§ 1:2, 3:1

PLATFORM AS A SERVICE (PaaS)
Definition, § 1:5

PLUG AND PLAY
Definition, § 1:5

PLUG AND PLAY STORAGE
USB fobs and other removable media, sources of electronic evidence, § 2:4

POINTS AND AUTHORITIES
Obtaining electronic evidence, form for points and authorities supporting
application to compel production of documents and computer, § 3:23

POLICY OR POLICIES
Privacy, employees, §§ 8:1, 8:5
Records retention and e-discovery, §§ 6:1 to 6:7
Retention of electronic documents policy, § 7:1

POSTING OF GUIDELINES
Public Records Act, § 4:2

POTENTIAL OBJECTIONS
Computer generated visual evidence, presentations at trial, §§ 12:4, 12:8

PRESENTATIONS AT TRIAL
Generally, §§ 12:1 to 12:9
Accident recreation, computer generated visual evidence, § 12:2
Animations, computer generated visual evidence, §§ 12:2, 12:4, 12:5
Authentication of computer generated visual evidence, checklist, § 12:9
CGVE (computer generated visual evidence), §§ 12:1 to 12:9
Charts, computer generated visual evidence, §§ 12:2, 12:4
Checklists
key authentication issues, computer generated visual evidence, § 12:9
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PRESENTATIONS AT TRIAL—Cont’d
Checklists—Cont’d
potential objections to computer generated visual evidence, § 12:8
Computer generated visual evidence (CGVE), §§ 12:1 to 12:9
Demonstrative evidence, computer generated visual evidence, §§ 12:1 to 12:5
Diagrams, computer generated visual evidence, §§ 12:2, 12:4
Exclusion of evidence, computer generated visual evidence, § 12:4
Experiments, computer generated visual evidence, § 12:4
Experts, computer generated visual evidence, § 12:4
Foundation, computer generated visual evidence, § 12:4
Graphs and graphics, computer generated visual evidence, §§ 12:2, 12:4
Hearsay, computer generated visual evidence, § 12:4
Key authentication issues, computer generated visual evidence checklist, § 12:9
Limiting instructions to jury, computer generated visual evidence, §§ 12:4 to
12:6
Models, computer generated visual evidence, § 12:4
Notice, computer generated visual evidence, §§ 12:3, 12:4
Potential objections, computer generated visual evidence, §§ 12:4, 12:8
Programs, computer generated visual evidence, §§ 12:1, 12:2
References, § 12:7
Simulations, computer generated visual evidence, §§ 12:2, 12:4
Types of computer generated visual evidence, § 12:2
Use of computer generated visual evidence, § 12:3
Visual evidence, computer generated, §§ 12:1 to 12:9
When to consider using computer generated visual evidence, § 12:3

PRESERVATION OF EVIDENCE
Obtaining electronic evidence, preservation requests and orders, §§ 3:16, 3:30,
3:31
Spoliation of evidence, §§ 7:2, 7:7

PRESERVATION OF PRIVILEGE
Litigation support companies and forensic specialties, contracting with, § 1:3

PRESUMPTIONS
Secondary evidence rule, printed representations, §§ 10:3, 10:4

PRINTED REPRESENTATIONS
Secondary evidence rule, §§ 10:1 to 10:4

PRIVACY
Generally, §§ 8:1 to 8:7
Claims of employees, §§ 8:1 to 8:3
Common law invasion of privacy, § 8:2
Constitutional considerations, §§ 8:1, 8:3 to 8:5
Damages, Electronic Communications Privacy Act, § 8:4
Disclosure, Electronic Communications Privacy Act, §§ 8:4, 8:5

Electronic Communications Privacy Act, see index heading ELEcTroNIC CoM-
MUNICATIONS PrIvacY AcT

E-mail of employees, §§ 8:1 to 8:7
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PRIVACY—Cont’d
Employees, §§ 8:1 to 8:7
Exemptions, Electronic Communications Privacy Act, § 8:5
Forms
employee computer use policy, § 8:7
memo on computer use, § 8:8
Internet, use by employees, §§ 8:1, 8:4
Invasion of privacy, §§ 8:1 to 8:5
Investigations, employee privacy rights in electronic documents, § 8:1
Memo on computer use, form, § 8:8
Misconduct of employees, § 8:1
Monitoring of employees, §§ 8:1 to 8:5
Networks, §§ 8:1, 8:4 to 8:6
Personal files of employees, §§ 8:1 to 8:3
Policies, employees, §§ 8:1, 8:5, 8:7
Proprietary information, § 8:1
Public employees, § 8:3
Right of privacy, §§ 8:1 to 8:3
Searches and seizures, constitution privacy rights, § 8:3
Social media, § 8:6
Software for monitoring employees, § 8:1
Tort of invasion of privacy, § 8:2
Trade secrets, § 8:1
Use of computers by employees, § 8:1
Violations, §§ 8:1, 8:4, 8:5

PRIVATE KEY ENCRYPTION
Generally, §§ 1:5, 9:3

PRIVILEGE
Limits on discoverability of electronic evidence, §§ 5:1 to 5:4
Litigation support companies and forensic specialties, contracting with, § 1:3

PRODUCTION OF DOCUMENTS AND THINGS
Limits on discoverability of electronic evidence, §§ 5:4, 5:5, 5:9, 5:10
Obtaining electronic evidence, §§ 3:2 to 3:5, 3:21, 3:23
Request for document production, § 3:22

PROGRAMS
Computer generated visual evidence, presentations at trial, §§ 12:1, 12:2
Secondary evidence rule, printed representations of electronic documents, § 10:3
Sources of electronic evidence, program files, § 2:8

PROPRIETARY INFORMATION
Limits on discoverability of electronic evidence, § 5:4
Privacy, § 8:1

PROTECTED COMPUTERS
Computer Crime and Intellectual Property Section (CCIPS), § App I
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PROTECTIVE ORDERS
Obtaining electronic evidence, § 3:15

Trade secrets and other proprietary information, limits on discoverability of
electronic evidence, § 5:4

PROXY CACHING
Sources of electronic evidence, Internet related information, § 2:13

PROXY SERVER
Definition, § 1:5

PUBLIC DATABASES
Sources of electronic evidence, Internet related information, § 2:13

PUBLIC EMPLOYEES
Privacy, § 8:3

PUBLIC KEY ENCRYPTION
Authentication of electronic evidence, § 9:3

PUBLIC RECORDS ACT
Generally, §§ 4:2,4:4, App D

QUALIFIED PRIVILEGES
Limits on discoverability of electronic evidence, §§ 5:3, 5:4

QUALIFYING THE AUTHENTICATING WITNESS
Hearsay, § 11:5

RANDOM ACCESS MEMORY (RAM)
Generally, §§ 1:5, 2:2

READ ONLY MEMORY (ROM)
Definition, § 1:5

RECORDS
Business records, see index heading BUSINESS RECORDS
Computer Crime and Intellectual Property Section (CCIPS), scope of subpoenas,
§Appl
Hearsay, see index heading HEarRsAY
Obtaining electronic evidence, sanctions for discovery, § 3:8
Open records statutes, see index heading OPEN RECORDS STATUTES
Records retention, see index heading RECORDS RETENTION
Spoliation of evidence, retention of records, § 7:1

RECORDS RETENTION AND E-DISCOVERY
Generally, §§ 6:1 to 6:7
Benefits, § 6:1
Checklists, §§ 6:4, 6:5, 6:7
Components of policy, § 6:6
Development of policy, §§ 6:2, 6:3
Policy components, § 6:6
Policy development, §§ 6:2, 6:3
U.S. District Court e-discovery (ESI) guidelines, § App P
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RECOVERY
See index heading SOURCES OF ELECTRONIC EVIDENCE

REDACTION
Public Records Act, § 4:2

REFERENCES
Authentication of electronic evidence, § 9:5
Hearsay, § 11:6
Obtaining electronic evidence, § 3:20
Presentations at trial, § 12:7
Secondary evidence rule, § 10:5
Spoliation of evidence, § 7:6

REMAILERS
Anonymous remailers, §§ 1:5, 2:16

REMOTE COMPUTERS
Obtaining electronic evidence, documents stored on remote computers, § 3:10

REMOVABLE DISKS
Sources of electronic evidence, § 2:3

REMOVABLE STORAGE MEDIA
Sources of electronic evidence, §§ 2:1, 2:4, 2:21

REPLACEMENT OF BEST EVIDENCE RULE
Secondary evidence rule, § 10:1

REQUESTS
Obtaining electronic evidence, see index heading OBTAINING ELECTRONIC EVIDENCE
Open records statutes, see index heading OPEN RECORDS STATUTES

RESTRICTIONS
See index heading LimITATIONS

RETENTION OF ELECTRONIC DOCUMENTS
Spoliation of evidence, § 7:1

RIGHTS
Open records statutes, see index heading OPEN RECORDS STATUTES
Privacy, §§ 8:1 to 8:3

ROM (READ ONLY MEMORY)
Definition, § 1:5

ROT13
Definition, § 1:5

RSA
Definition, § 1:5

SANCTIONS FOR DISCOVERY
Obtaining electronic evidence, § 3:8
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SANCTIONS OR PENALTIES
Compel, motion to, § 3:7
Spoliation of evidence, §§ 7:1, 7:3

SARBANES-OXLEY
Spoliation of evidence, document retention, § 7:5

SCANNER
Definition, § 1:5

SEARCH AND SEARCHING
Boolean searches, see index heading BOOLEAN SEARCHES
Engines, see index heading INTERNET
Forensic experts, use of, § 1:2
Sources of electronic evidence, Internet related information, § 2:13

SEARCHES AND SEIZURES
Best Practices for Seizing Electronic Evidence, § App H

Federal Guidelines for Searching and Seizing Computers, see index heading
FEDERAL MATTERS

Privacy, constitution rights, § 8:3

SECONDARY EVIDENCE RULE
Generally, §§ 10:1 to 10:6
Best evidence rule replaced by secondary evidence rule, § 10:1
Burden of proof, printed representations, §§ 10:3, 10:4
Decision-making, judicial, § 14:4
Digital media, images stored on, §§ 10:1, 10:4
Direct examination of witness, form, § 10:6
Disputes, §§ 10:1, 10:2
Exceptions, § 10:1
Form, direct examination of witness, § 10:6
Hardcopy printouts of information stored on computers, §§ 10:1 to 10:3
Images stored on video or digital media, §§ 10:1, 10:4
Judicial decision-making, § 14:4
Presumptions, printed representations, §§ 10:3, 10:4
Printed representations, §§ 10:1 to 10:4
Programs, printed representations of electronic documents, § 10:3
References, § 10:5
Replacement of best evidence rule, § 10:1
Storage
images stored on video or digital media, §§ 10:1, 10:4
printouts of information stored on computers, §§ 10:1 to 10:3
Video media, images stored on, §§ 10:1, 10:4
When is electronic copy best, § 10:2
Witnesses, form for direct examination, § 10:6

SECURITY
Litigation support agreement, § 1:7
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SEIZURES
See index heading SEARCHES AND SEIZURES

SERVICE
See index heading OBTAINING ELECTRONIC EVIDENCE

SERVICES
BBS (Bulletin Board Services), definition, § 1:5
Forensic experts, § 1:2
Form, service levels and performance standards, § 1:8
ISP (Internet service provider), definition, § 1:5
Litigation support agreement, § 1:7
MIS (management information services), definition, § 1:5

SIMULATIONS
Computer generated visual evidence, presentations at trial, §§ 12:2, 12:4

SIMULTANEOUS EXCHANGE OF EXPERT WITNESS INFORMATION
Obtaining electronic evidence, §§ 3:8, 3:14

SITES
Internet, see index heading INTERNET

SLACK SPACE
Definition, § 1:5

SMART PHONE
Definition, § 1:5

SOCIAL MEDIA
Definition, § 1:5
Limits on discovery, §§ 5:6, 8:6
Privacy, § 8:6
Stored Communications Act, § 5:6

SOCIAL NETWORKING
Definition, § 1:5

SOFTWARE
Components of computer system, § 1:5
Definition, § 1:5
Forensic experts, § 1:2
Obtaining electronic evidence, medium of production of documents and other
physical evidence, § 3:3
Privacy, monitoring employees, § 8:1
Programs, see index heading PRoGrRAMS
Sources of electronic evidence, see index heading SOURCES OF ELECTRONIC EVIDENCE

SOFTWARE AS A SERVICE (SaaS)
Definition, § 1:5

SOLID STATE DRIVE (SSD)
Definition, § 1:5
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SOURCE CODE
Definition, § 1:5

SOURCE CODE ESCROWS
Sources of electronic evidence, recoverable data, § 2:22

SOURCES
Electronic evidence, see index heading SOURCES OF ELECTRONIC EVIDENCE
Forensic experts, § 1:2

SOURCES OF ELECTRONIC EVIDENCE
Generally, §§ 2:1 to 2:29
Access control records or lists, § 2:11
Anonymous remailers, e-mail, § 2:16
Archival data, § 2:21
Audit trails, §§ 2:10, 2:13
Backups and backup facilities, §§ 2:13, 2:21
Boolean searches, Internet related information, § 2:13
BYOD programs, § 2:26
Caching, Internet related information, § 2:13
Checklists
handling electronic evidence, § 2:28
sources of electronic evidence, § 2:29
Client-server networks, § 2:2
Cookies, Internet related information, § 2:13
Corporate intranets, § 2:15
Costs of BYOD programs, § 2:26
Definitions, see index heading DErFINITIONS
Deleted files, recoverable data, § 2:22
Desktop computers, § 2:2
Digital watermarks, non-textual material, § 2:23
Disaster recovery facilities, § 2:24
Disks
floppy disks, §§ 2:1 to 2:3
hard disk, recoverable data, § 2:22
mirror disks, § 2:7
removable disks, § 2:3
Electronic data interchange, § 2:12
E-mail, §§ 2:1, 2:13, 2:16
Embedded information, § 2:9
Employee monitoring software, Internet related information, § 2:13
Ephermeral messaging, § 2:17
Experts, §§ 2:1, 2:13
Federal Guidelines for Searching and Seizing Computers, § 2:27
Files
cache files, Internet related information, § 2:13
deleted files, recoverable data, § 2:22
history files, Internet related information, § 2:13
laptops and home computers, § 2:18
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SOURCES OF ELECTRONIC EVIDENCE—Cont’d
Files—Cont’d
networks, § 2:2
non-textual material, § 2:23
program files, § 2:8
swap files, § 2:6
temporary files, § 2:5
web site log files, Internet related information, § 2:13
Floppy disks, §§ 2:1 to 2:3
Forensic experts, § 2:1
Geolocation data, § 2:14
Handling electronic evidence, checklist, § 2:28
Hard disk, recoverable data, § 2:22
High density removable disks, § 2:3
History files, Internet related information, § 2:13
Home computers, § 2:18
Instant messaging, §§ 2:1, 2:13
Internet related information, §§ 2:13, 2:16, 2:21
Intranets, corporate, § 2:15
Laptop computers, §§ 2:2, 2:18, 2:20
Local caching, Internet related information, § 2:13
Logs
computer logs, § 2:10
web site log files, Internet related information, § 2:13
Mirror disks, § 2:7
Mirror sites, Internet related information, § 2:13
Mobile phones, § 2:19
Networks, §§ 2:2,2:12
Non-textual material, § 2:23
Outsource vendors, § 2:25
PCMCIA memory cards, § 2:20
Peer-to-peer networks, § 2:2
Peripherals
networks, § 2:2
recoverable data, § 2:22
Personal digital assistants, §§ 2:2, 2:20
Personal electronic devices of employees, § 2:26
Program files, § 2:8
Proxy caching, Internet related information, § 2:13
Public databases, Internet related information, § 2:13
Random access memory, stand alone computers, § 2:2
Recovery
data recoverable, § 2:22
disaster recovery facilities, § 2:24
Removable disks, § 2:3
Removable storage media, §§ 2:1, 2:21
Searches, Internet related information, § 2:13
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SOURCES OF ELECTRONIC EVIDENCE—Cont’d
Social media, §§ 5:6, 8:6
Software
backups, § 2:21
employee monitoring software, Internet related information, § 2:13
non-textual material, § 2:23
recoverable data, § 2:22
Source code escrows, recoverable data, § 2:22
Spoofing, e-mail, § 2:16
Stand alone computers, § 2:2
Swap files, § 2:6
Tape backups, § 2:21
Third party vendors, § 2:25
USB (Universal Serial Bus) fobs and other removable media, § 2:4
Usenet newsgroups, Internet related information, § 2:13
Value added networks, electronic data interchange, § 2:12
‘Web browsers, Internet related information, § 2:13
Web sites, Internet related information, § 2:13
Workstations, § 2:2

SPECIAL INTERROGATORIES
Obtaining electronic evidence, §§ 3:11, 3:25

SPOLIATION OF EVIDENCE
Generally, §§ 7:1 to 7:8
Adpverse inferences, discovery sanctions, § 7:3
Contempt, discovery sanctions, § 7:3
Continuing viability of tort of spoliation of evidence, § 7:4
Criminal cases, destruction of documents, § 7:1
Deletion of documents, §§ 7:1, 7:2
Dismissal, discovery sanctions, § 7:3
Duty to preserve ESI evidence in anticipation of litigation, § 7:2
E-mail, retention of electronic documents, § 7:1
Employee Retirement Income Security Act, retention of electronic documents,
§7:1
Exclusion of evidence, discovery sanctions, § 7:3
Form
preservation letter, § 7:7
suspension of document destruction procedures, § 7:8
Inferences, discovery sanctions, § 7:3
Intent, tort of spoliation of evidence, § 7:3
Monetary sanctions, § 7:3
Nonparties, § 7:4
Occupational Safety and Health Act, retention of electronic documents, § 7:1
Penalties or sanctions, §§ 7:1,7:3
Policy for retention of electronic documents, § 7:1
Preservation of ESI evidence, § 7:2
Preservation of evidence, § 7:7
Records, retention, § 7:1
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SPOLIATION OF EVIDENCE—Cont’d
References, § 7:6
Retention of electronic documents, § 7:1
Sanctions, §§ 7:1,7:3
Sarbanes-Oxley and document retention, § 7:5
Social networking sites, see index heading SOCIAL NETWORKING
Statutes, retention of electronic documents, § 7:1
Suspension of document destruction procedures, § 7:8
Tort of spoliation of evidence, §§ 7:3, 7:4

SPOOFING
Sources of electronic evidence, e-mail, § 2:16

STAND ALONE COMPUTERS
Generally, §§ 1:5, 2:2

STATE BODIES

Public Records Act, state bodies required to have written guidelines for acces-
sibility of records, §§ 4:2, App D

STATE LAW
California Electronic Discovery Act, § App L
California electronic evidence rules, § App K
California Public Records Act (CPRA), §§ 4:2, 4:4, App D
2011-2012 Regular Session, Senate Bill No. 1574, § App M

STATUTES

California Electronic Discovery Act, § App L

California electronic evidence rules, § App K

California Public Records Act (CPRA), §§ 4:2,4:4, App D

Electronic Communications Privacy Act, see index heading ELEcTroNIC CoM-
MUNICATIONS PRIVACY AcT

Electronic Freedom of Information Act, §§ 4:3, App B

Employee Retirement Income Security Act, retention of electronic documents,
§7:1

Freedom of Information Act, §§ 4:3, 4:5, App B

Occupational Safety and Health Act, retention of electronic documents, § 7:1

Open records statutes, see index heading OPEN RECORDS STATUTES

Spoliation of evidence, retention of electronic documents, § 7:1

Stored Communications Act, § 5:6

STEGANOGRAPHY
Definition, § 1:5

STIPULATIONS
Authentication of electronic evidence, § 9:1
Obtaining electronic evidence, use of technology in conducting discovery, § 3:17

STORAGE
Components of computer system, storage devices, § 1:5
Obtaining electronic evidence, documents stored on remote computers, § 3:10
Secondary evidence rule, see index heading SECONDARY EVIDENCE RULE
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STORAGE—Cont’d
Sources of electronic evidence, removable storage media, §§ 2:1, 2:21

STORED COMMUNICATIONS ACT
Limits on discovery, § 5:6

SUBCONTRACTORS
Litigation support companies and forensic specialties, contracting with, § 1:3

SUBPOENAS

Computer Crime and Intellectual Property Section (CCIPS), scope of subpoenas,
§Appl
Obtaining electronic evidence, § 3:6

SURVEILLANCE
Federal Guidelines for Searching and Seizing Computers, § App G

SWAP FILES
Generally, §§ 1:5, 2:6

SYMMETRIC ENCRYPTION
Generally, §§ 1:5, 9:3

TABLET OR TABLET COMPUTER
Definition, § 1:5

TAPE BACKUPS
Sources of electronic evidence, § 2:21

TAXATION
Litigation support agreement, § 1:7

TEMPORARY FILES
Generally, §§ 1:5, 2:5

TERM
Litigation support agreement, § 1:7

TERMINATION
Litigation support agreement, § 1:7

TERRORISM
Computer Crime and Intellectual Property Section (CCIPS)
deterrence and prevention, § App I
emergency disclosures by communications providers, § App I

TESTIMONY
See index heading WITNESSES

THIRD PARTY VENDORS
Sources of electronic evidence, § 2:25

TORTS
Invasion of privacy, § 8:2
Spoliation of evidence, §§ 7:3, 7:4
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TRADE SECRETS
Limits on discoverability of electronic evidence, § 5:4
Privacy, § 8:1

TRAVEL EXPENSES
Litigation support agreement, § 1:7

TRESPASS
Computer Crime and Intellectual Property Section (CCIPS), § App I

TRIAL
Admissibility of electronic evidence, see index heading ADMISSIBILITY OF
ELECTRONIC EVIDENCE
Forensic experts, use of, § 1:2
Presentations at trial, see index heading PRESENTATIONS AT TRIAL

UNIFORM TRADE SECRETS ACT
Limits on discoverability of electronic evidence, § 5:4

UNIX
Definition, § 1:5

USB (UNIVERSAL SERIAL BUS) FOBS
Sources of electronic evidence, § 2:4

USE
Computer generated visual evidence, presentations at trial, § 12:3
Forensic experts, § 1:2
Obtaining electronic evidence, use of technology in conducting discovery, § 3:17
Privacy, use of computers by employees, § 8:1
Social networking policy, § 1:2

USENET NEWSGROUPS
Generally, §§ 1:5, 2:13

VALUE ADDED NETWORK (VAN)
Generally, §§ 1:5, 2:12

VIDEO MEDIA
Secondary evidence rule, images stored on video media, §§ 10:1, 10:4

VIOLATIONS
Privacy, §§ 8:1, 8:4, 8:5
VIRTUAL MEMORY
Definition, § 1:5

VISUAL EVIDENCE
Computer generated visual evidence, presentations at trial, §§ 12:1 to 12:9

WAIVER
Attorney-client privilege, limits on discoverability of electronic evidence, § 5:2

WAN (WIDE AREA NETWORK)
Definition, § 1:5
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WARRANTIES
Litigation support agreement, § 1:7

WARRANTLESS SEARCHES AND SEIZURES
Federal Guidelines for Searching and Seizing Computers, § App G

WARRANTS
Computer Crime and Intellectual Property Section (CCIPS), § App I
Federal Guidelines for Searching and Seizing Computers, § App G

WEB
See index heading WORLD WIDE WEB

WIDE AREA NETWORK (WAN)
Definition, § 1:5

WITNESSES

Authentication of electronic evidence, see index heading AUTHENTICATION OF
ELECTRONIC EVIDENCE

Direct examination of witness, see index heading DIRECT EXAMINATION OF WITNESS

Forensic experts, use of, § 1:2

Hearsay, see index heading HEarsay

Secondary evidence rule, form for direct examination, § 10:6

WORDS AND PHRASES
See index heading DEFINTTIONS

WORK PRODUCT DOCTRINE
Limits on discoverability of electronic evidence, § 5:3

WORKSTATIONS
Generally, §§ 1:5, 2:2

WORLD WIDE WEB
Definition, § 1:5
Internet web sites, see SClnternet
Preservation order, web sites, § 3:31
Web browsers, §§ 1:5,2:13
Web server, definition, § 1:5
Web-based e-mail, definition, § 1:5

WRIT OF MANDATE
Public Records Act, § 4:2

WRITINGS

Admissibility of electronic evidence, see index heading ADMISSIBILITY OF
ELECTRONIC EVIDENCE

Copies of writings, see index heading COPIES OF WRITINGS
Obtaining electronic evidence, document demands, § 3:3
Public Records Act, § 4:2

WRITTEN MATTERS
Depositions, obtaining electronic evidence, §§ 3:8, 3:13
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WRITTEN MATTERS—Cont’d
Public Records Act, state and local bodies required to have written guidelines for
accessibility of records, §§ 4:2, App D

WWW
See index heading WORLD WIDE WEB
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