Index

ACCESS

Computer Fraud and Abuse Act,
26:5

Foreign language conversations,
jury access to translations
during deliberations, 36:36

Legislative regulation of access
devices, fraud and related
activity, 18 U.S.C. § 1029,
25:8

Readily accessible to the general
public, definition, 2:139

Stored Wire and Electronic
Communications (this
index)

Unauthorized access to restricted
web site, interception, defini-
tions, 2:74

ACQUISITION, RETENTION,
DISSEMINATION

Foreign intelligence and national
security surveillance of
targets within the U.S., 12:71

ACTING STATE OFFICIALS
Authorization, 8:19

ACTIONS AND REMEDIES
Civil Actions (this index)

ADDRESSES
Defined, 21:3
Incorrect address, 8:51
Pen register/trap and trace to col-
lect addresses on e-mail sent
to/from target account,
sample application and order,
App. E
ADJUDICATORY DISCLOSURE
Crime, cause of action, or defense
adjudicatory disclosure nec-
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ADJUDICATORY DISCLOSURE
—Cont’d
essary to prove, 3:34

ADMINISTRATIVE OFFICE
Orders and applications, reports to
administrative office, 8:138
Roving interceptions, reports to
administrative office, 10:16

ADMINISTRATIVE REPORTS

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1807, 12:102

ADMISSIONS
Generally, 41:37
Tainted information, admission of

lawful but irrelevant surveil-
lance, 35:34

ADOPTED ADMISSIONS
Generally, 41:37

ADVANCE INSTALLATION
Roving Interceptions (this index)

ADVERTISING
Devices, 2:109
Illegal advertising, publicity,
2:109

Prohibited devices and advertis-
ing, 2:108 to 2:110

AERIAL SURVEILLANCE
Generally, 30:17 to 30:56
Airplanes and helicopters

Generally, 30:20 to 30:32
California v. Ciraolo, 30:21

Carpenter v. United States,
30:27
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AERIAL SURVEILLANCE
—Cont’d
Airplanes and helicopters—Cont’d
Dow case, 30:23 et seq.
Florida v. Riley, 30:22
Fourth Amendment, 30:28
High resolution photography,
30:23 et seq.
Imaging technologies, gener-
ally, 30:23 to 30:28
Kyllo v. United States, 30:27
Privacy, weighing measures
taken to preserve, 30:25
Public airspace, 30:20
Sophistication, 30:24, 30:26
U.S. v. Jones, 30:27
Baltimore aerial surveillance
program, 30:30
California v. Ciraolo, 30:21
Carpenter v. United States, 30:27
Dow case, 30:23 et seq.
Drones/UAVs (this index)
Florida v. Riley, 30:22
Fourth Amendment, 30:28
Helicopters. Airplanes and
helicopters, above
High resolution photography,
30:23 et seq.
Imaging technologies, generally,
30:23 to 30:28
Kyllo v. United States, 30:27
Large swath aerial surveillance,
30:29
Leaders of a Beautiful Struggle
Generally, 30:30 to 30:31
Baltimore aerial surveillance
program, 30:30
Liability, 30:31
Mootness, 30:31
Precedent, governing, 30:32
Standing, 30:31
Liability, 30:31
Mootness, 30:31
Persistent imaging surveillance
Generally, 30:29 to 30:32
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AERIAL SURVEILLANCE
—Cont’d
Persistent imaging surveillance
—Cont’d
Large swath aerial surveillance,
30:29
Leaders of a Beautiful Struggle
generally, 30:30 to 30:31
Baltimore aerial surveillance
program, 30:30
liability, 30:31
mootness, 30:31
precedent, governing, 30:32
standing, 30:31
Precedent, governing, 30:32
Privacy, weighing measures taken
to preserve, 30:25
Public airspace, 30:20
Remote sensing systems
Generally, 30:19
Drones/UAVs, remote sensing
capabilities of, 30:35
Satellites, 30:44 to 30:46
Satellites (this index)
Sophistication, 30:24, 30:26
Standing, 30:31
Unmanned aircraft, generally.
Drones/UAVs (this index)
U.S. v. Jones, 30:27

AFFIDAVITS

Generally, 8:26

Computers and the Internet,
searching computers, 24:3,
24:5, 24:6

Orders and applications, signing
and swearing to affidavits,
8:131

Probable cause, discoverability of
supporting affidavits, 8:57

Search warrants and accompany-
ing affidavits to search and
seize computers, App. I

AFTER-THE-FACT
MINIMIZATION
Generally, 15:7



INDEX

AGE GROUP RECOGNITION
Biometrics, 31:14

AGENCY

Consensual interceptions, law
enforcement agency regula-
tions, 5:92

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

Orders and applications, law
enforcement agency, 8:21

Title III actions, 3:37

AGENT OF A FOREIGN POWER
Foreign Intelligence and
National Security Surveil-
lance of Targets of Targets
Within the U.S. (this index)

AGGRAVATED IDENTITY
THEFT

Federal computer legislation,
25:10

Statutory authority, 18 U.S.C.
§ 1028A, 25:10

AGGRIEVED PERSON
Definitions, 2:128
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1801(k), 12:87

Suppression of evidence, 35:8 to
35:20

AIRCRAFT

Surveillance, generally. Aerial
Surveillance (this index)

Unmanned. Drones/UAVs (this
index)

ALABAMA
Generally, 27:7 to 27:13
Biometrics, 27:7.50

Child sex offenses involving
computers, 27:9
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ALABAMA—Cont’d

Civil cause of action by statute,
27:11

Computer crime, 27:8

Internet or computer-assisted
hunting, 27:10

Law enforcement officers,
consensual interceptions by,
5:18

Private persons, consensual
interceptions by, 5:107

Uniform Electronic Transactions
Act, 27:13

Unlawful interceptions or
disclosures, 3:56

Unmanned aircraft vehicles, 27:12

ALASKA

Generally, 27:14 to 27:23

Biometrics, 27:14.50

Child sex offenses involving
computers, 27:18

Civil cause of action by statute,
27:21

Computer contaminants, 27:17

Computer crime, 27:15

Deceptive business practices,
27:16

E-mail regulation, 27:20

Internet or computer-assisted
hunting, 27:19

Law enforcement officers,
consensual interceptions by,
5:19

Malicious software activities,
27:17

Private persons, consensual
interceptions by, 5:108

Uniform Electronic Transactions
Act, 27:23

Unlawful interceptions or
disclosures, 3:57

Unmanned aircraft vehicles, 27:22

ALIASES
Grand jury use of interceptions,
32:6
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ALIASES—Cont’d
Impersonation. Consensual
Interceptions (this index)

ALPHANUMERIC DISPLAY
PAGERS
Definitions, 2:140

AMERICAN CIVIL LIBERTIES
UNION V. CLAPPER
Electronic surveillance, 12:33.70

ANNUAL REPORTS
Pen registers, 4:20

ANSWERING MACHINES
Family interceptions, 6:21, 6:22

ANTICIPATORY
COUNTERMEASURES
Preliminary defense strategy and
motions, 33:1

ANTI-TERRORISM ACT
Michigan, 27:180

APPEAL AND REVIEW

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

Orders and Applications (this
index)

Suppression of Evidence (this
index)

Tapes sealing, standard of appel-
late review, 19:16

APPLICATIONS

Orders and Applications (this
index)

ARIZONA
Generally, 27:24 to 27:31
Biometrics, 27:24.50
Child sex offenses involving
computers, 27:26
Civil cause of action by statute,
27:29

Computer contaminants, 27:27
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ARIZONA—Cont’d

Computer crime, 27:25

E-mail regulation, 27:28

Law enforcement officers,
consensual interceptions by,
5:20

Malicious software activities,
27:27

Private persons, consensual
interceptions by, 5:109

Uniform Electronic Transactions
Act, 27:31

Unlawful interceptions or
disclosures, 3:58

Unmanned aircraft vehicles, 27:30

ARKANSAS

Generally, 27:32 to 27:39

Biometrics, 27:32.50

Child sex offenses involving
computers, 27:34

Civil cause of action by statute,
27:37

Computer contaminants, 27:35

Computer crime, 27:33

Internet privacy, 27:36

Law enforcement officers,
consensual interceptions by,
5:21

Malicious software activities,
27:35

Private persons, consensual
interceptions by, 5:110

Uniform Electronic Transactions
Act, 27:39

Unlawful interceptions or
disclosures, 3:59

Unmanned aircraft vehicles, 27:38

ARRAIGNMENT

Prisoners’ conversations, pre-ar-
raignment interceptions, 6:44

ARRESTS

Post-arrest, pre-arraignment
interceptions, 6:44
Warrants (this index)



INDEX

ATTORNEY-CLIENT
PRIVILEGE
Grand jury, 32:15
Minimization, 15:24
Suppression of evidence, tainted
information, 35:37

ATTORNEYS
Attorneys for employers, special
message, 1:30
Cellular, cordless, and mobile
telephones, 3:54
Civil practitioners, special mes-
sage, 1:28
Consensual interceptions
Attorney representation of
uncharged suspect, 5:95 to
5:100
Defense attorneys, statutory
restrictions, 5:159
Representation of uncharged
suspect, Sixth Amendment,
5:8,5:9
Criminal interceptions or
disclosures, disclosures by
attorney, 3:9
Culpable mental states, knowing
or having reason to know,
2:121
Defense attorneys, special mes-
sage, 1:27
Defense trial strategy, 41:3

Disclosure of intercepted com-
munications by attorney, 3:9

E-mail correspondence with
prisoner, 6:54.60

Employment, special message to
attorneys for employers, 1:30

Family law practitioners, special
message, 1:29

Privileged Communications (this
index)

Prosecutorial trial strategy, 41:2

Special message to civil
practitioners, 1:28
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AUCTIONS

Illinois, registration of Internet
Auction Listing Service,
27:110

AUDIOTAPES
Tapes (this index)

AURAL TRANSFERS
Wire communications, 2:4

AUTHENTICATION

Tapes (this index)

Voice identification, identifying
and authenticating calls to
and from business phone
numbers, 38:9

AUTHORIZATION

Orders and Applications (this
index)

Sample authorization for monitor-
ing computer trespasser
activity, App. J

Unsealing of tapes, authorized,
19:21

AUTOMOBILES
Tracking Devices (this index)

BACKUP PRESERVATION,
STORED WIRE AND
ELECTRONIC
COMMUNICATIONS

Generally, 7:60
Comment, 7:62
Customer challenge, 7:61

BACKUP PROTECTION,
STORED WIRE AND
ELECTRONIC
COMMUNICATIONS

Generally, 7:5 to 7:8

Broad view, storage . . . for
purposes of backup protec-
tion, 18 U.S.C.A.

§ 2510(17)(B), 7:7
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BACKUP PROTECTION,
STORED WIRE AND
ELECTRONIC
COMMUNICATIONS
—Cont’d

Evaluation, storage . . . for
purposes of backup protec-
tion, 7:8

Narrow view, storage . . . for
purposes of backup protec-
tion, 7:6

Storage for backup protection, 18
U.S.C.A. § 2510(17)(B), 7:5
to 7:8

BERGER DECISION
Generally, 1:4

BEST EVIDENCE RULE
Generally, 41:47 to 41:53

Enhanced re-recordings or
videotapes, 41:50

Interceptions regulated by statute,
41:53

Lost recording, testimony in lieu
of, 41:49

Re-recordings, 41:50

Testimony in lieu of lost record-
ing, 41:49

Transcripts in addition to record-
ings, 41:51

Transcripts in lieu of recordings,
41:52

Unrecorded conversations, 41:48

BILL OF PARTICULARS
Generally, 33:15

BIOMETRICS
Generally, 31:1 to 31:60
Accuracy errors, 31:51
Age group recognition, 31:14
Algorithmic biases, 31:51
Bias, algorithmic, 31:51
Concerns and conclusions, 31:60
Defense Department use, 31:37
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BIOMETRICS—Cont’d

Developing trends and legal
implications, 31:5

Disparte impacts, 31:51

DNA, 31:17

Drivers’ licenses and identification
cards, 31:42

Dynamic signature, 31:15

Enhanced Security and Visa
Reform Entry Act of 2002,
31:27

Facial recognition, 31:11

Fingerprints, 31:6

Finger scan, 31:6

Fourth and Fifth Amendment
issues, 31:49

Gait analysis, 31:16

Government use, 31:36 et seq.

Hand geometry, 31:7

History, 31:2

Homeland Security Department
use, 31:38

Intelligence Reform and Terrorism
Act, 31:28

Iris scans, 31:10

Justice Department use, 31:39

Legislation, 31:25 et seq.

Mobile multimodal biometric
identification, 31:18

NIST testing, 31:51

Objections, 31:60

Overview of technology, 31:4

Palm prints, 31:6

Pending legislation, 31:32

“Personal information” definition,
adding biometric data to,
31:31

Privacy, 31:48, 31:50

Private industry use, 31:44 et seq.

REAL ID Act, 31:29

Retina scans, 31:9

Schools, 31:43

Skin texture characteristics, 31:13

Social media, 31:45

Standing, 31:53



INDEX

BIOMETRICS—Cont’d
State Department use, 31:40
State legislation

BIOMETRICS—Cont’d
State legislation—Cont’d
South Carolina, 27:329.50

Generally, 27:6 et seq.
Overview, 31:30
Alabama, 27:7.50
Alaska, 27:14.50
Arizona, 27:24.50
Arkansas, 27:32.50
California, 27:40.50
Colorado, 27:51.50
Connecticut, 27:64.50
Delaware, 27:69.50
Florida, 27:77.50
Georgia, 27:84.50
Hawaii, 27:90.50

Idaho, 27:96.50

Illinois, 27:103.10, 31:30.10
Indiana, 27:114.50

Towa, 27:123.50

Kansas, 27:130.50
Kentucky, 27:137.50
Louisiana, 27:144.50
Maine, 27:155.50
Maryland, 27:163.10
Massachusetts, 27:170.50
Michigan, 27:175.50
Minnesota, 27:184.50
Mississippi, 27:194.10
Missouri, 27:201.50
Montana, 27:209.50
Nebraska, 27:215.50
Nevada, 27:222.50

New Hampshire, 27:231.50
New Jersey, 27:239.50
New Mexico, 27:248.50
New York, 27:257.50
North Carolina, 27:269.50
North Dakota, 27:278.50
Ohio, 27:287.50
Oklahoma, 27:295.50
Oregon, 27:305.50
Pennsylvania, 27:311.50
Rhode Island, 27:319.50
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South Dakota, 27:341.50
Tennessee, 27:344.50
Texas, 27:354.50, 31:30.20
Utah, 27:366.50
Vermont, 27:375.50
Virginia, 27:379.50
Washington, 27:388.50,
31:30.30
West Virginia, 27:396.50
Wisconsin, 27:403.50
Wyoming, 27:409.50
State use, 31:41 to 31:43
Vein recognition, 31:12
Voice recognition, 31:8
Welfare fraud prevention, 31:42

BLACKBERRIES

Attorneys, 3:54

Cell phones, basic technology,
28:2

Evidence to support prosecution
found on, 1:25

Fourth amendment, 22:1

Parent/child searches, 23:10

BORDER SEARCHES

Generally, 23:19

BOTNETS

Internet technology and
cybercrime, 21:14

BRADY MATERIAL

Foreign intelligence and national
security surveillance of
targets within the U.S., 12:87

BUGS

Oral Communications (this
index)

BURDEN OF PROOF

Search and seizure, private
searches, 23:4
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BURDEN OF PROOF—Cont’d
Suppression of Evidence (this
index)
Tapes, sealing, 19:16

CABLE ACT

Federal computer legislation,
25:12

Statutory authority, 47 U.S.C.
§ 551, 25:12

CACHE
Defined, 21:3

CALIFORNIA
Generally, 27:40 to 27:50
Biometrics, 27:40.50

Child sex offenses involving
computers, 27:42

Civil cause of action by statute,
27:48

Computer contaminants, 27:47

Computer crime, 27:41

Consumer Privacy Act, 27:44.50

Cyber piracy, 27:43

Definitions, confidential com-
munication, 2:30

Elected officials, Internet privacy,
27:45

E-mail regulation, 27:46

Internet privacy, 27:44, 27:45

Law enforcement officers,
consensual interceptions by,
5:22

Malicious software activities,
27:47

Private persons, consensual
interceptions by, 5:111

Statutory and other definitions,
2:30

Uniform Electronic Transactions
Act, 27:50

Unlawful interceptions or
disclosures, 3:60

Unmanned aircraft vehicles, 27:49
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CALLER IDENTIFICATION
SERVICE
Generally, 4:26

CALL-IDENTIFYING
INFORMATION
Definitions under CALEA, 2:146

CANSPAM ACT
State legislation, federal legisla-
tion as model for, 27:3
Statutory authority, 15 U.S.C.
§ 7701-7713, 18 U.S.C.
§ 1037, 25:13, 27:3

CARRIERS,
TELECOMMUNICATIONS

Interception devices, 2:85

CATV
Descramblers, 2:108
Devices, 2:108

CAUSE OF ACTION

Adjudicatory disclosure necessary
to prove crime, cause of
action, or defense, 3:34

CCTYV (CLOSE CIRCUIT
TELEVISION)
Video surveillance, 30:83

CELL PHONES
Generally, 2:98.30

CELLULAR AND OTHER
MOBILE PHONES
Generally, 28:1 to 28:54
Attorneys’ cellular telephones,
3:54
Cell site location information
(CSLI), 28:4, 28:5
Cell site simulators, 28:6, 28:7
Cellular communications network,
28:3
Communications network, cel-
lular, 28:3
Cordless phones
Scanner issues, 28:15



INDEX

CELLULAR AND OTHER

MOBILE PHONES—Cont’d
Cordless phones—Cont’d
Technology and law, 28:14

Cordless phones, technology and
law, 28:14

CSLI (cell site location informa-
tion), 28:4, 28:5

Definition of cellular phone call,
2:19

Determining target’s cell phone
number, 4:18.50

Disclosure, penalties, 28:11

Disposable cellular phones, 28:16

Evidence, 28:12

Exigent circumstances, warrant-
less searches, 28:44 to 28:51

Fourth Amendment, 28:8

Impersonation, consensual
interceptions by, 5:178

Incident to arrest search, 28:33 to
28:38

Interception of calls unlawfully,
penalties, 28:11

Jurisdictional issues with cellular
and other mobile phones,
28:10

Location of cellular site, trial
issues, 28:29

Location of interception, 2:70

Location of possessor, tracking,
4:28

Miscellany, 28:13

Orders and applications, state
applications, 8:10

Penalties for unlawful intercep-
tion, use and disclosure of
calls, 28:11

Premises search, answering cell
phone during, 28:52

Recommendations for law
enforcement regarding
disposable and throw away
cellular phones, 28:16

Riley v. California, 28:33 to 28:39
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CELLULAR AND OTHER
MOBILE PHONES—Cont’d

Scanner issues with respect to cel-
lular and cordless phones,
28:15

Seizing, answering, and searching,
28:30 to 28:51

Simulators, cell site, 28:6, 28:7

Standing as aggrieved person, sup-
pression of evidence,
35:14.50

Standing to challenge search or
seizure, 28:54

Technological advances and legal
uncertainty, 28:9

Technology of cell phones, basic,
28:2

Throw away cellular phones,
28:16

Title 111, 28:8

Tower dumps, 28:8

Use of calls unlawfully, penalties,
28:11

Warrant requirement, 28:39 to
28:43

Warrentless searches, exigent cir-
cumstances, 28:44 to 28:51

CERTIFICATION

Foreign Intelligence and
National Security Surveil-
lance of Targets within the
U.S. (this index)

CHAIN OF CUSTODY
Generally, 41:12

Specific requirements and circum-
stances, 37:15

CHEMICALS
Electronic tracking devices, 29:7

CHILD PORNOGRAPHY

Federal computer legislation,
25:18, 25:19

Internet technology and
cybercrime, 21:15
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CHILD PORNOGRAPHY CHILD SEX OFFENSES
PREVENTION ACT INVOLVING COMPUTERS
Federal computer legislation, —Cont’d
25:19 Oregon, 27:307
Statutory authority, 18 U.S.C. Pennsylvania, 27:313
§ 2251 et seq., 25:19 Texas, 27:356

Utah, 27:368

CHILDREN Virginia, 27:382

Consent of parents to interceptions o .
Generally, 5:171 West Virginia, 27:398

L . Wisconsin, 27:405.50
Family interceptions, 6:24
Family Interceptions (this index) =~ CHOICE OF LAW
Sex offenses. Child Sex Offenses Generally, 14:19, 34:30 to 34:32

Involving Computers (this ;g ~yMSTANTIAL EVIDENCE

index)
Probable cause, 8:62
CHILD SEX OFFENSES
INVOLVING COMPUTERs ~ CIVILACTIONS
Alabama. 27:9 Administrative discipline, 3:41
Alaska, 27:18 Alabama
Arizona, 27:26 Generally, 27:11
Arkansa’s 27:34 Unlawful interceptions, 3:56
California, 27:42 Alaska
Colorado, 27:53 Generally, 27:21
Connecticut, 27:63 Unlawful interceptions, 3:57
Florida, 27:79 Arizona
Idaho, 27:98 Generally, 27:29
Illino{s 27:105 Unlawful interceptions, 3:58
Indiana, 27:116 Arkansas
Kansas, 27:132 Generally, 27:37
Kentucky, 27:139 Unlawful interceptions, 3:59
Louisiana, 27:148 California

Generally, 27:48

Unlawful interceptions, 3:60
Colorado

Generally, 27:57

Unlawful interceptions, 3:61
Connecticut

Generally, 27:66

Unlawful interceptions, 3:62
Consensual interceptions

Maine, 27:157
Minnesota, 27:187
Mississippi, 27:196
Missouri, 27:204
Nebraska, 27:217
Nevada, 27:225

New Hampshire, 27:233
New Jersey, 27:241

New Mexico, 27:250 Other injurious act, 5:105

New YOI'k, 27:259 Private persons

North Carolina, 27:272 federal law, 5:101 to 5:106
North Dakota, 27:280 related state law issues, 5:158
Oklahoma, 27:297 to 5:162
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CIVIL ACTIONS—Cont’d
Consensual interceptions
Private persons—Cont’d
state law, 5:107 to 5:157
Tortious purpose, 5:103, 5:104
Conspiracy, 3:37
Delaware
Generally, 27:74
Unlawful interceptions, 3:63
Disclosures. Unlawful intercep-
tions or disclosures, below
Discovery and use of law enforce-
ment consensual intercep-
tions in civil litigation, 5:184
District of Columbia, unlawful
interceptions, 3:64
Evidence, use of interceptions as
Generally, 41:64 to 41:69
Disciplinary proceedings, 41:68
Federal forfeiture proceedings,
41:66
Forfeiture proceedings, 41:66,
41:67
Other crimes and criminals,
16:25
Private parties, use by, 41:69
State forfeiture proceedings,
41:67
Tax actions, 41:65
Federal government, suits against,
3:39
Florida
Generally, 27:81
Unlawful interceptions, 3:65
Georgia
Generally, 27:87
Unlawful interceptions, 3:66
Government agencies, suits
against, 3:42
Hawaii
Generally, 27:93
Unlawful interceptions, 3:67
Idaho
Generally, 27:100
Unlawful interceptions, 3:68

Cont’d
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CIVIL ACTIONS—Cont’d

I1linois

Generally, 27:111

Unlawful interceptions, 3:69
Indiana

Generally, 27:120

Unlawful interceptions, 3:70
Towa

Generally, 27:127

Unlawful interceptions, 3:71
Kansas

Generally, 27:134

Unlawful interceptions, 3:72
Kentucky

Generally, 27:141

Unlawful interceptions, 3:73
Law enforcement officials,

improper disclosure by, 3:40

Louisiana

Generally, 27:152

Unlawful interceptions, 3:74
Maine

Generally, 27:160

Unlawful interceptions, 3:75
Maryland

Generally, 27:167

Unlawful interceptions, 3:76
Massachusetts

Generally, 27:172

Unlawful interceptions, 3:77
Michigan

Generally, 27:181

Unlawful interceptions, 3:78
Minnesota

Generally, 27:191

Unlawful interceptions, 3:79
Mississippi

Generally, 27:198

Unlawful interceptions, 3:80
Missouri

Generally, 27:206

Unlawful interceptions, 3:81
Montana

Generally, 27:212
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CIVIL ACTIONS—Cont’d

Montana—Cont’d

Unlawful interceptions, 3:82
Nebraska

Generally, 27:220

Unlawful interceptions, 3:83
Nevada

Generally, 27:228

Unlawful interceptions, 3:84
New Hampshire

Generally, 27:236

Unlawful interceptions, 3:85
New Jersey

Generally, 27:245

Unlawful interceptions, 3:86
New Mexico

Generally, 27:254

Unlawful interceptions, 3:87
New York

Generally, 27:266

Unlawful interceptions, 3:88
North Carolina

Generally, 27:275

Unlawful interceptions, 3:89
North Dakota

Generally, 27:284

Unlawful interceptions, 3:90
Ohio

Generally, 27:292

Unlawful interceptions, 3:91
Oklahoma

Generally, 27:302

Unlawful interceptions, 3:92
Oregon

Generally, 27:308

Unlawful interceptions, 3:93
Pennsylvania

Generally, 27:316

Unlawful interceptions, 3:94
Rhode Island

Generally, 27:326

Unlawful interceptions, 3:95
South Carolina

Generally, 27:333
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CIVIL ACTIONS—Cont’d

South Carolina—Cont’d
Unlawful interceptions, 3:96
South Dakota
Generally, 27:341
Unlawful interceptions, 3:97
Tennessee
Generally, 27:351
Unlawful interceptions, 3:98
Texas
Generally, 27:363
Unlawful interceptions, 3:99
Title III actions
Administrative discipline, 3:41
Agency, 3:37
Conspiracy, 3:37
Federal government, suits
against, 3:39
Government agencies, suits
against, 3:42
Law enforcement officials,
improper disclosure by,
3:40
Procuring, 3:37

Suits against the federal govern-

ment, 3:39

Unlawful interceptions or
disclosures, 3:35 to 3:52

Unlawful interceptions or
disclosures

Generally, 3:35 to 3:50

Attorneys’ cellular, cordless,
and mobile telephones,
3:54

Consensual interceptions, tor-
tious purpose, 5:104

Cooperation with law enforce-
ment agencies, improper,
3:43

Damages, 3:45, 3:46

Defenses, 3:48 to 3:50

Discretionary exception func-
tion, 3:52

Elements of civil action, 3:38

Family interceptions, 6:28
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CIVIL ACTIONS—Cont’d
Unlawful interceptions or
disclosures—Cont’d
Federal Tort Claims Act, 3:52
Good faith reliance defense,
3:49
Immunity, 3:51
1983 actions, immunity, and
Title 111, 3:51
Other causes of action, 3:53
Other injurious act, 5:105
Pen registers, 4:22
Punitive damages, 3:46
Radio communications, 3:47
Remedies, generally, 3:44
State laws
generally, 3:55 to 3:106
Title IIT and corresponding
state statutes, 3:35 to
3:50
variations, 3:55
Statute of limitations, 3:50
Statutory provisions, 3:36
Stored wire and electronic com-

munications, exclusivity of

remedies, 7:55

Title IIT and corresponding state
statutes, 3:35 to 3:50

Video communications, 3:47
Utah

Generally, 27:372

Unlawful interceptions, 3:100
Vermont

Unlawful interceptions, 3:101
Virginia

Generally, 27:385

Unlawful interceptions, 3:102
Washington

Generally, 27:393

Unlawful interceptions, 3:103
West Virginia

Generally, 27:400

Unlawful interceptions, 3:104
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CIVIL ACTIONS—Cont’d
Wisconsin
Generally, 27:406
Unlawful interceptions, 3:105
Wyoming
Generally, 27:412
Unlawful interceptions, 3:106

CIVIL REMEDIES

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1810, 12:98

CLOSE CIRCUIT TELEVISION
(CCTV)
Video surveillance, 30:83

CLOUD DATA
Cloud Act, 25:26
Search logistics, 24:9

CO-CONSPIRATORS

Hearsay evidence, co-conspirator
exception, 41:38

CODED LANGUAGE
Minimization, 15:14

COLLATERAL USE

Tapes, collateral use of inadmis-
sible, 41:54

COLORADO
Generally, 27:51 to 27:59
Biometrics, 27:51.50
Child sex offenses involving
computers, 27:53

Civil cause of action by statute,
27:57

Computer crime, 27:52

E-mail regulation, 27:56

Internet or computer-assisted
hunting, 27:54

Internet privacy, 27:55

Law enforcement officers,

consensual interceptions by,
5:23

Index-13



COLORADO—Cont’d
Private persons, consensual
interceptions by, 5:112
Statutory and other definitions,
2:31
Uniform Electronic Transactions
Act, 27:59

Unlawful interceptions or
disclosures, 3:61

Unmanned aircraft vehicles, 27:58

COMMUNICATION COMMON
CARRIER

Definitions, 2:127

COMMUNICATIONS ACT

Electronic communication, defini-
tions, 2:134

COMMUNICATIONS
ASSISTANCE FOR LAW
ENFORCEMENT ACT OF
1994 (CALEA)

Generally, 1:16

COMMUNICATIONS DECENCY
ACT

Federal computer legislation,
25:20

Statutory authority, 47 U.S.C.
§ 224(a)(1)(B) and (d), 25:20

COMPARISON EVIDENCE
Grand jury, 32:22

COMPELLING COOPERATION
Pen registers, 4:19
Terms relating to those compelled
to cooperate with government
agents in execution of

intercept orders, 2:152 to
2:154

COMPOSITE TAPES
Presentation as evidence, 41:14

COMPUTER CONTAMINANTS
Georgia, 27:85.50
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COMPUTER CONTAMINANTS
AND MALICIOUS
SOFTWARE ACTIVITIES

Alaska, 27:17

Arizona, 27:27
Arkansas, 27:35
California, 27:47
Indiana, 27:118

Towa, 27:125

Louisiana, 27:147, 27:149
New Hampshire, 27:234
New York, 27:263
Rhode island, 27:325
Texas, 27:360

Utah, 27:370
Washington, 27:392

COMPUTER CRIME
Generally, 27:2
Alabama, 27:8
Alaska, 27:15
Arizona, 27:25
Arkansas, 27:33
California, 27:41
Colorado, 27:52
Connecticut, 27:61
Delaware, 27:70

Federal legislation as model for
state legislation, 27:2

Florida, 27:78
Georgia, 27:85
Hawaii, 27:91
Idaho, 27:97
Illinois, 27:104
Indiana, 27:115
Towa, 27:124
Kansas, 27:131
Kentucky, 27:138
Louisiana, 27:145
Maine, 27:156
Maryland, 27:164
Massachusetts, 27:171
Michigan, 27:176
Minnesota, 27:185



INDEX

COMPUTER CRIME—Cont’d

Mississippi, 27:195
Missouri, 27:202
Montana, 27:210
Nebraska, 27:216
Nevada, 27:223

New Hampshire, 27:232
New Jersey, 27:240
New Mexico, 27:249
New York, 27:258
North Carolina, 27:270
North Dakota, 27:279
Ohio, 27:288
Oklahoma, 27:296
Oregon, 27:306
Pennsylvania, 27:312
Rhode island, 27:320
South Carolina, 27:330
South Dakota, 27:337
Tennessee, 27:345
Utah, 27:367

Vermont, 27:376
Virginia, 27:380
Washington, 27:389
West Virginia, 27:397
Wisconsin, 27:404
Wyoming, 27:410

COMPUTER FRAUD AND

ABUSE ACT

Generally, 25:7, 26:1 to 26:10,
27:2

See also Computer Crime (this
index)

Access without amortization, 26:5

Civil actions, 26:6, 26:7

Criminal case issues, 26:10

Definitions, 26:4

Exceeding authorized access, 26:5

Federal jurisdiction, 26:3

Injunctive relief, 26:9

Limitations of actions, civil
actions, 26:7

Loss, statutory threshold require-
ment, 26:8
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COMPUTER FRAUD AND

ABUSE ACT—Cont’d

Statute of limitations for civil
actions, 26:7

Statutory authority, 18 U.S.C.
§ 1030, 25:7,26:2

Statutory threshold requirement
for loss, 26:8

Van Buren v. United States,
26:5.20

Venue, 26:3.10

COMPUTER LEGISLATION

Federal, 1:23
State, 1:24

COMPUTERS AND THE

INTERNET

Generally, 22:1 to 22:9

See also Electronic Communica-
tions; Internet Technology
and Cybercrime (this index)

Botnets, 21:14

Child pornography, generally,
25:18

Child Pornography Prevention
Act, 25:19

Computer Contaminants and
Malicious Software Activi-
ties (this index)

Computer Crime (this index)

Computer Fraud and Abuse Act
(this index)

Computer Legislation (this
index)

Convicts, monitoring convict’s
computer use while on parole
or probation, 6:57

Cyberstalking (this index)

Definitions, personal computers,
2:97

Department of Justice Guidelines
on searching computers, 22:2

Employer interception of
employee conversations, 6:15
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COMPUTERS AND THE
INTERNET—Cont’d
Foreign Intelligence Surveillance
Act (FISA), computer
searches, 12:29
Hunting With Assistance of
Computer or Internet (this
index)
Key logger systems, 21:11
Monitoring convict’s computer
use while on parole or proba-
tion, 6:57
Phishing, 21:13
Probable cause for searching
computers, 24:8
PROTECT ACT, 25:19
Searching computers
Generally, 24:1 to 24:13
Additional contraband, 24:13
Affidavit considerations, 24:3
Application considerations,
24:3
Cloud-based data, 24:9
Department of Justice
Guidelines, 22:2
Digital images as supporting
documentation, 24:7
Drafting application and sup-
porting affidavit, 24:5
Drafting warrant, 24:4
Insufficiencies and errors in
application and affidavit,
24:6
Legislation, 22:3, 24:2
Logistics of law enforcement
search, 24:9
Methodology, 24:12
Particularity of search, 24:11
Photographs as supporting
documentation, 24:7
Pre-warrant considerations,
24:3
Probable cause, 24:8
Protocols, 24:12
Records of same type, 24:13
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COMPUTERS AND THE
INTERNET—Cont’d
Searching computers—Cont’d
Scope of search, 24:11
Search warrants and
accompanying affidavits to
search and seize comput-
ers, App. I
Specificity of search, 24:11
Statutory warrant requirements,
24:2
Supporting documentation, 24:7
Time of search, 24:10

Video clips as supporting
documentation, 24:7
Warrant requirements, gener-
ally, 24:2
What gets seized, logistics of
law enforcement search,
24:9
Where search occurs, logistics
of law enforcement search,
24:9
Search warrants and accompany-
ing affidavits to search and
seize computers, App. I

Surveillance technology and
software

Cookies, 21:10
Filters, 21:8
Key logger systems, 21:11
Packet sniffers, 21:7
Spyware, 21:9

Toll records, computerized, 4:25

Trial and authentication issues,
22:9

COMPUTER TRESPASSER
Definitions, 2:144

CONDUCT OF SURVEILLANCE

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)



INDEX

CONFERENCE CALLS
Interception, definitions, 2:93

CONFRONTATION CLAUSE
Generally, 41:40
Computerized records, 4:25
Translations, 41:56.50

CONGRESSIONAL
OVERSIGHT
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1808, 12:103

CONNECTICUT

Generally, 27:60 to 27:68

Biometrics, 27:64.50

Child sex offenses involving
computers, 27:63

Civil cause of action by statute,
27:66

Computer crime, 27:61

Cyber piracy, 27:62

E-mail regulation, 27:65

Insurance cyber and data security,

27:64.50

Internet privacy, 27:64

Law enforcement officers,
consensual interceptions by,
5:24

Private persons, consensual
interceptions by, 5:113

Uniform Electronic Transactions
Act, 27:68

Unlawful interceptions or
disclosures, 3:62

Unmanned aircraft vehicles, 27:67

CONNECTION
Wire, cable, or other like connec-
tion, 2:7
CONSENSUAL
INTERCEPTIONS
Generally, 3:29, 5:1 to 5:185
Agency regulations, 5:92
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CONSENSUAL

INTERCEPTIONS—Cont’d
Alabama
Law enforcement officers,
interceptions by, 5:18
Private persons, consensual
interceptions by, 5:107
Alaska
Law enforcement officers,
interceptions by, 5:19
Private persons, consensual
interceptions by, 5:108
Alter ego test, U.S. v. Hammad ,
5:99
Arizona
Law enforcement officers,
interceptions by, 5:20
Private persons, consensual
interceptions by, 5:109
Arkansas
Law enforcement officers,
interceptions by, 5:21
Private persons, consensual
interceptions by, 5:110
Authorized by law, how states line
up, 5:97
Bar rules governing attorney
conduct, 5:160 to 5:162
Application to criminal defense
attorneys, 5:161
Civil litigants, 5:160
Defense counsel, 5:160
Suppression remedy in civil
litigation, 5:162
California
Law enforcement officers,
interceptions by, 5:22
Private persons, consensual
interceptions by, 5:111
Civil litigants, bar rules governing
attorney conduct, 5:160
Code of Professional Conduct,
5:95
Colorado
Law enforcement officers,
interceptions by, 5:23
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CONSENSUAL
INTERCEPTIONS—Cont’d
Colorado—Cont’d
Private persons, consensual
interceptions by, 5:112

Compelling technical assistance,
5:15.10

Connecticut

Law enforcement officers,
interceptions by, 5:24
Private persons, consensual
interceptions by, 5:113
Consent, defining
Generally, 5:163
Electronic communications,
5:164
Consent, proving, 5:165
Constitutional law. Law enforce-
ment officers, interceptions
by, below

Criminal cases

Application of bar rules govern-
ing attorney conduct to
criminal defense attorneys,
5:161

Defense attorneys, statutory
restrictions, 5:159

Due process of law, 5:158

Statutory restrictions, 5:158,
5:159

Criminal or tortious purpose
Generally, 5:103
Other injurious act, 5:105
Specific applications, 5:104
Defense counsel

Application of bar rules govern-
ing attorney conduct to
criminal defense attorneys,
5:161

Bar rules governing attorney
conduct, 5:160

Statutory restrictions, 5:159

Defining and proving consent
Generally, 5:163
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CONSENSUAL
INTERCEPTIONS—Cont’d
Defining and proving consent
—Cont’d
Electronic communications,
5:164

Extent of consent, 5:170
Implied consent, 5:166
non-investigative context,
5:166
oral communications, 5:168

specific factual findings,
5:167
Miscellaneous situations and
holdings, 5:169
Noninvestigative context,
implied consent, 5:166

Oral communications, implied
consent, 5:167

Parental consent, 5:171

Specific factual findings,
implied consent, 5:167

Delaware

Law enforcement officers,
interceptions by, 5:25

Private persons, consensual
interceptions by, 5:115

Discovery and use of law enforce-
ment consensual intercep-
tions in civil litigation, 5:184

District of Columbia

Law enforcement officers,
interceptions by, 5:26

Private persons, consensual
interceptions by, 5:114
Due process claims, lost or miss-
ing tapes, 5:181
Electronic communications, defin-
ing consent, 5:164
Evidence
Consent, proof of, 5:165

Interceptions as evidence, 5:180
to 5:183

Proving consent, 5:165



INDEX

CONSENSUAL CONSENSUAL
INTERCEPTIONS—Cont’d INTERCEPTIONS—Cont’d
Florida Investigations into uncharged

Law enforcement officers,
interceptions by, 5:27
Private persons, consensual
interceptions by, 5:116
Georgia
Law enforcement officers,
interceptions by, 5:28
Private persons, consensual
interceptions by, 5:117
Governing consent, 5:2
Hawaii
Law enforcement officers,
interceptions by, 5:29
Private persons, consensual
interceptions by, 5:118
Idaho
Law enforcement officers,
interceptions by, 5:30
Private persons, consensual
interceptions by, 5:119
Illinois (this index)
Impersonation
Generally, 5:172 to 5:179
Caller, admissibility against,
5:175

Cellular and mobile telephones,

5:178
Non-occupant of premises,
admissibility against,
5:177
Occupant of premises, admis-
sibility against, 5:176
Statutory legality, 5:173
Surreptitious searches, 5:174
Implied consent, 5:166
Indiana
Law enforcement officials,
interceptions by, 5:37
Private persons, consensual
interceptions by, 5:121
Investigations into uncharged
crimes
Law enforcement officers,
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crimes—Cont’d
interceptions by, 5:8 to
5:11
Limitations on Moulton
exclusionary rule, 5:10
Maine v. Moulton , 5:8 to 5:11
Statements concerning pending
charges elicited during
investigation into
uncharged crimes, 5:9
Statements concerning
uncharged crimes elicited
after prosecution has com-

menced on other charges,
5:11

lTowa

Law enforcement officials,
interceptions by, 5:38

Private persons, consensual
interceptions by, 5:122

Kansas

Law enforcement officials,
interceptions by, 5:39

Private persons, consensual
interceptions by, 5:123

Kentucky

Law enforcement officials,
interceptions by, 5:40

Private persons, consensual
interceptions by, 5:124

Kuhlmann v. Wilson , passive

listening posts, 5:12

Law enforcement officers,

interceptions by
Generally, 3:29
Agency regulations, 5:92
Alter ego test, U.S. v Hammad ,
5:99
Attorney representation of
uncharged suspect
alter ego test, U.S. v Hammad
,5:99
authorized by law, 5:97
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CONSENSUAL CONSENSUAL
INTERCEPTIONS—Cont’d INTERCEPTIONS—Cont’d
Law enforcement officers, Law enforcement officers,
interceptions by—Cont’d interceptions by—Cont’d
Attorney representation of Motives of cooperating civilian,
uncharged suspect 5:16
—Cont’d Passive listening posts, 5:12
impact of violation, 5:100 Regulations of agency, 5:92
McDade Act, 5:96 Roving interceptions, telephone
Rules or Code of Professional company cooperation,
Conduct, 5:95 10:15
Sixth Amendment, 5:9 Sixth Amendment
U.S. v Hammad , 5:98, 5:99 generally, 5:7 to 5:14
Civil actions alleging improper investigations into uncharged
cooperation, 3:43 crimes, 5:8 to 5:11
Compelling cooperation, pen Maine v. Moulton , 5:8 to
registers, 4:19 5:11
Constitutional law Massiah v. U.S. , 5:7
generally, 5:3 to 5:14 uncharged crimes, 5:8, 5:9
Fifth Amendment, 5:5, 5:6 State laws
First Amendment, 5:3 (see also specific states)
Fourth Amendment, 5:4 generally, 5:17 to 5:90
mandatory recording of Statements concerning pending
custodial interrogation, charges elicited during
5:6 investigation into
Sixth Amendment, 5:7 to uncharged crimes, 5:9
5:14 Statements from represented but
Federal officials, state restric- uncharged suspect, 5:13
tions on, 5:91 Suppressed interception orders,
Fifth Amendment, 5:5, 5:6 5:93
First Amendment, 5:3 Title III and corresponding state
Fourth Amendment, 5:4 law, 5:15 to 5:90
Impact of violation, 5:100 Tracking Devices (this index)
Improper cooperation, civil Uncharged crimes, 5:8 to 5:11
actions alleging, 3:43 U.S. v Hammad , 5:98, 5:99
Investigations into uncharged Lost tapes, 5:181, 5:182

crimes, 5:8 to 5:11

¥ Louisiana
K.uhlm'ann v. Wilson , 5:12 Law enforcement officials,
Listening posts, 5:12 interceptions by, 5:41
Maine v. Moulton , 5:8 to 5:11 Private persons, consensual
Mandatory recording of interceptions by, 5:125
custodial interrogation, 5:6 Maine
Massiah v. U.S. , 5:7 Law enforcement officials,
McDade Act, 5:96 interceptions by, 5:42
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CONSENSUAL
INTERCEPTIONS—Cont’d
Maine—Cont’d
Private persons, consensual
interceptions by, 5:126
Maine v. Moulton
Investigations into uncharged
crimes, 5:8 to 5:11
Limitations on Moulton
exclusionary rule, 5:10
Statements concerning pending
charges elicited during
investigation into
uncharged crimes, 5:9
Statements concerning
uncharged crimes elicited
after prosecution has com-
menced on other charges,
5:11
Mandatory recording of custodial
interrogation, 5:6
Maryland
Law enforcement officials,
interceptions by, 5:43
Private persons, consensual
interceptions by, 5:127
Massachusetts (this index)
Massiah v. U.S. , 5:7
McDade Act, 5:96
Michigan
Law enforcement officials,
interceptions by, 5:48
Private persons, consensual
interceptions by, 5:129
Minnesota
Law enforcement officials,
interceptions by, 5:49
Private persons, consensual
interceptions by, 5:130
Missing tapes, 5:181, 5:182
Mississippi
Law enforcement officials,
interceptions by, 5:50
Private persons, consensual
interceptions by, 5:131
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CONSENSUAL
INTERCEPTIONS—Cont’d
Missouri
Law enforcement officials,
interceptions by, 5:51
Private persons, consensual
interceptions by, 5:132
Montana
Law enforcement officials,
interceptions by, 5:52
Private persons, consensual
interceptions by, 5:133
Nebraska
Law enforcement officials,
interceptions by, 5:53
Private persons, consensual
interceptions by, 5:134
Nevada
Law enforcement officials,
interceptions by, 5:54
Private persons, consensual
interceptions by, 5:135
New Hampshire
Law enforcement officials,
interceptions by, 5:55
Private persons, consensual
interceptions by, 5:136
New Jersey
Law enforcement officials,
interceptions by, 5:56
Private persons, consensual
interceptions by, 5:137
New Mexico
Law enforcement officials,
interceptions by, 5:57
Private persons, consensual
interceptions by, 5:138
New York
Law enforcement officials,
interceptions by, 5:58
Private persons, consensual
interceptions by, 5:139
North Carolina
Law enforcement officials,
interceptions by, 5:59

Index-21



CONSENSUAL
INTERCEPTIONS—Cont’d
North Carolina—Cont’d
Private persons, consensual
interceptions by, 5:140
North Dakota
Law enforcement officials,
interceptions by, 5:60
Private persons, consensual
interceptions by, 5:141
Ohio
Law enforcement officials,
interceptions by, 5:61
Private persons, consensual
interceptions by, 5:142
Oklahoma
Law enforcement officials,
interceptions by, 5:62
Private persons, consensual
interceptions by, 5:143
Oral communications
Owner, consent by, 2:51
Special issues, 5:106
Oregon
Law enforcement officials,
interceptions by, 5:63
Private persons, consensual
interceptions by, 5:144
Other injurious act, 5:105
Parental consent
Defining and proving consent,
5:171
Family interceptions, 6:24
Pennsylvania (this index)
Private persons
Criminal cases, 5:158
Criminal or tortious purpose,
5:103, 5:104
Defense attorneys, 5:159 to
5:161
Due process of law, 5:158
Federal law, 5:101 to 5:106
Oral communications, special
issues, 5:106
Other injurious act, 5:105
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CONSENSUAL

INTERCEPTIONS—Cont’d
Private persons—Cont’d
Related state law, 5:158 to
5:162
Rules of bar governing attorney
conduct, 5:160 to 5:162
State law, 5:107 to 5:157
Statutory authority, 18 U.S.C.A.
§ 2511(2)(d), 5:102
Statutory restrictions, 5:158,
5:159
Suppression remedy in civil
litigation, 5:162
Professional Conduct Code or
Rules, 5:95
Proof of consent, 5:165
Proving consent, 5:165
Rhode Island
Law enforcement officials,
interceptions by, 5:70
Private persons, consensual
interceptions by, 5:146
Roving interceptions, cooperation
by telephone company, 10:15
Rules or Code of Professional
Conduct, 5:95
South Carolina
Law enforcement officials,
interceptions by, 5:71
Private persons, consensual
interceptions by, 5:147
South Dakota
Law enforcement officials,
interceptions by, 5:72
Private persons, consensual
interceptions by, 5:148
State laws
Agency regulations, 5:92
Authorized by law, 5:97
Law enforcement officers,
interceptions by, 5:17 to
5:90
Private citizens, consensual
interceptions by, 5:107 to
5:157



INDEX

CONSENSUAL
INTERCEPTIONS—Cont’d
State laws—Cont’d
State restrictions, effect on
federal officials, 5:91
Suppressed interception order
intercepts, 5:93
Statements concerning pending
charges elicited during
investigation into uncharged
crimes, 5:9
Statutory authority
18 USCA § 2517(3), applicabil-
ity of, 5:185
18 U.S.C.A. § 2511(2)(d),
5:102
Suppressed interception order
intercepts, 5:93
Surreptitious searches, intercep-
tion by impersonation, 5:174
Tennessee
Law enforcement officials,
interceptions by, 5:73
Private persons, consensual
interceptions by, 5:149
Texas
Law enforcement officials,
interceptions by, 5:74
Private persons, consensual
interceptions by, 5:150
Title IIT and corresponding state
law
Law enforcement officers,
interceptions by, 5:15 to
5:90
Motives of cooperating civil-
ians, 5:16
Under color of law, 5:15
Tracking Devices (this index)
Uncharged but represented
suspect, rules or code of
professional conduct and,
5:94 to 5:100
Under color of law, Title III and
corresponding state law, 5:15
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CONSENSUAL
INTERCEPTIONS—Cont’d
U.S. v. Hammad approach, 5:98,
5:99
Utah
Law enforcement officials,
interceptions by, 5:75
Private persons, consensual
interceptions by, 5:151
Vermont
Law enforcement officials,
interceptions by, 5:76
Private persons, consensual
interceptions by, 5:152
Violation, impact, 5:100
Virginia
Law enforcement officials,
interceptions by, 5:77
Private persons, consensual
interceptions by, 5:153
Washington (this index)
West Virginia
Law enforcement officials,
interceptions by, 5:88
Private persons, consensual
interceptions by, 5:155
Wisconsin
Law enforcement officials,
interceptions by, 5:89
Private persons, consensual
interceptions by, 5:156
Wyoming
Consensual interceptions by
private persons, 5:157
Law enforcement officials,
interceptions by, 5:90
CONSPIRACY
Hearsay evidence, coconspirator
exception, 41:38
CONSTITUTIONAL LAW
Consensual Interceptions (this
index)
Fifth Amendment
Consensual interceptions by law

enforcement officers, 5:5,
5:6
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CONSTITUTIONAL LAW
—Cont’d
Fifth Amendment—Cont’d
Mandatory recording of
custodial interrogation, 5:6
First Amendment
Consensual interceptions by law
enforcement officers, 5:3
Criminal interceptions or
disclosures, defenses, 3:14
Foreign Intelligence Surveil-
lance Act (FISA) (this index)
Fourth Amendment (this index)

Intercept, overhearing with
unaided ear, 2:64

Mandatory recording of custodial
interrogation, Fifth Amend-
ment, 5:6

Orders and applications, 8:2

Private citizens, prosecutorial use
of unlawful interceptions by,
6:34

Sixth Amendment confrontation
clause. Hearsay Evidence
(this index)

Stored wire and electronic com-
munications, 7:54.40, 7:59

Tracking devices, 29:29

CONSUMER PROTECTION
New York, 27:265

CONTAINER

Fourth Amendment, computer as
container, 22:6

CONTEMPT OF COURT,
GRAND JURY

Criminal contempt, 32:25

Hearings on contempt, 32:20,
32:21

CONTENTS
Interception, definitions, 2:76

CONTEXT
Implied admissions, 41:37
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CONTRABAND
Electronic tracking devices, 29:11

Searching computers, additional
contraband, 24:13

CONTRACTS
Texas, Internet contracts, 27:362

CONTROL
Custody and Control (this index)

CONVERSATIONS
Oral Communications (this
index)
Telephones (this index)

COOKIES
Defined, 21:3
Internet technology and
cybercrime, 21:10

COOPERATION

Consensual Interceptions (this
index)

COPIES

Orders and applications, custody
and copies, 8:13, 8:132

COPYRIGHT INFRINGEMENT
ACT
Federal legislative authority, 25:16

COPYRIGHT STATUTES

Federal computer legislation,
25:15 to 25:17

CORDLESS PHONE CALLS
Federal law
1986-1994, 2:11
1994 to present, 2:12
State law, 2:13
Summary, 2:14

CORDLESS TELEPHONES
Generally, 3:19

Attorneys’ cordless telephones,
3:54
Technology and law, 28:14



INDEX

COUNSEL
Attorneys (this index)

COUNTERINTELLIGENCE

Constitutional challenges to 18
U.S.C.A. § 3511, 7:54.40

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

Foreign Intelligence Surveil-
lance Act (FISA) (this index)

National security letters, 7:54 et
seq.

Nondisclosure orders, 7:54.30

Stored wire and electronic com-
munications, 7:54 et seq.

COUNTERMEASURES

Preliminary defense strategy and
motions, anticipatory coun-
termeasures, 33:1

COURSE OF BUSINESS
Devices, 2:84
Employer interception of
employee conversations, 6:8

COURT OF CHANCERY
Delaware, 27:73

COURT ORDERS

Foreign intelligence and national
security surveillance of
targets within the U.S., 12:43

Toll records, pen registers and
other information about wire
communications and e-mail,
4:13 to 4:16

COURT REPORTER ACT
Transcripts and translations, 36:37

COVERT ENTRY
Orders and applications, 8:119

CRIMINAL CONDUCT

Foreign intelligence and national
security surveillance of
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CRIMINAL CONDUCT—Cont’d
targets within the U.S., evi-
dence of, 50 U.S.C.A.

§ 1801(h)(3), 12:74

CRIMINAL CONVERSATION

Nature of conversation or conduct
intercepted, 2:46

CRIMINAL-FOREIGN
INTELLIGENCE
DICHOTOMY

Foreign Intelligence Surveillance
Act (FISA), 12:16

CRIMINAL INTERCEPTIONS
OR DISCLOSURES
Generally, 3:1 to 3:34
Adjudicatory disclosure necessary
to prove crime, cause of
action, or defense, 3:34
Alabama, 3:56
Alaska, 3:57
Arizona, 3:58
Arkansas, 3:59
Bartnicki v. Vopper , 3:15
California, 3:60
Colorado, 3:61
Common knowledge, defenses,
3:13
Conduct, unlawful, 3:2
Connecticut, 3:62
Cooperation with government
officials, 3:28
Defenses
Adjudicatory disclosure neces-
sary to prove crime, cause
of action, or defense, 3:34
Bartnicki v. Vopper , 3:15
Criminal prosecutions, gener-
ally, 3:12
First Amendment, 3:14
Post-Bartnicki v. Vopper , 3:16
Public information common
knowledge, 3:13
Definition of procure, 3:5
Delaware, 3:63
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CRIMINAL INTERCEPTIONS
OR DISCLOSURES—Cont’d
Disclosure of intercepted com-
munications, unlawful
Generally, 3:6 to 3:16
Attorney, disclosures by, 3:9
Defenses, above
Inadvertent interceptions, 3:11
Mens rea, 3:7
Penalties, below
Quantifying disclosures, 3:8
Stored wire and electronic com-
munications
exclusivity of remedies, 7:55
Unlawful use, 3:10
Disclosure of interception orders
unlawful, 3:22
District of Columbia, 3:64
First Amendment, 3:14
Florida, 3:65
Georgia, 3:66
Grand jury use of interceptions
Contempt of court, criminal,
32:25
Illegal surveillance, 32:23
Hawaii, 3:67
Idaho, 3:68
Illinois, 3:69
Indiana, 3:70
Interceptions, unlawful, 3:3, 3:4
Towa, 3:71
Kansas, 3:72
Kentucky, 3:73
Louisiana, 3:74
Maine, 3:75
Maryland, 3:76
Massachusetts, 3:77
Mens rea element, 3:7
Michigan, 3:78
Minnesota, 3:79
Mississippi, 3:80
Missouri, 3:81
Montana, 3:82
Nebraska, 3:83
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CRIMINAL INTERCEPTIONS

OR DISCLOSURES—Cont’d
Nevada, 3:84
New Hampshire, 3:85
New Jersey, 3:86
New Mexico, 3:87
New York, 3:88
North Carolina, 3:89
North Dakota, 3:90
Ohio, 3:91
Oklahoma, 3:92
Oregon, 3:93
Other criminal charges, 3:23
Penalties
Generally, 3:17 to 3:21
Basic provisions, 3:18, 3:19
Fines, 3:19
Government injunctions, 3:20
Injunctions, 3:20, 3:21
Less serious criminal violations,
3:20
Pennsylvania, 3:94
Pen registers, 4:22
Personal computers and e-mail,
unlawful interception, 3:4
Public information, defenses, 3:13
Rhode island, 3:95
Sanctions. Penalties, above
Satellite transmissions, certain,
3:33
South Carolina, 3:96
South Dakota, 3:97
State laws, generally, 3:55 to
3:106
Stored wire and electronic com-
munications, exclusivity of
remedies, 7:55
Tennessee, 3:98
Texas, 3:99
Unlawful disclosure or use of
intercepted communication
Bartnicki v. Vopper , 3:15
Post-Bartnicki v. Vopper , 3:16
Utah, 3:100
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CRIMINAL INTERCEPTIONS
OR DISCLOSURES—Cont’d
Vermont, 3:101
Virginia, 3:102
Washington, 3:103
West Virginia, 3:104
Wire and electronic communica-
tions, certain, 3:30
Wisconsin, 3:105
Wyoming, 3:106

CRIMINAL SANCTIONS

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1809, 12:97

CROSS-EXAMINATION

Tapes, presentation as evidence,
41:17

CRYPTIC LANGUAGE
Minimization, 15:14

CSLI (CELL SITE LOCATION
INFORMATION)
Generally, 28:4

Legal requirements for obtaining,
28:5

CULPABLE MENTAL STATES
Generally, 2:102
Attorneys, knowing or having rea-
son to know, 2:121
Exceptions, 2:102
Intentionally
Generally, 2:116
Inadvertent interceptions, 2:117
Jury instructions, 2:119
Motive and intention, 2:118
Willfully, 2:115

Jury instructions, intentionally,
2:119

Knowing or having reason to
know

Generally, 2:120
Attorneys, 2:121
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CULPABLE MENTAL STATES
—Cont’d
Knowing or having reason to
know—Cont’d
Jury instructions, 2:122
Knowledge, 2:102
Willfulness
Generally, 2:111
Bad purpose, defining willfully
as, 2:114
Conscious or reckless disregard
of the law, defining will-
fully as, 2:113
Definitions, 2:112 to 2:115
Evil motive, defining willfully
as, 2:114
Intentionally, defining willfully
as, 2:115

CUSTODY AND CONTROL
Child custody proceedings, family
interceptions, 6:27
Preservation requests
Sample language for preserva-
tion request letters under
18 U.S.C. 2703(f), App. C
Stored wire and electronic com-
munications, backup preser-
vation, 7:60 to 7:62
Tapes (this index)

CYBER HARASSMENT
Wisconsin, 27:405

CYBER INTELLIGENCE
SHARING AND
PROTECTION ACT OF 2013

Federal computer legislation,
25:27

CYBER PIRACY
California, 27:43
Connecticut, 27:62
New York, 27:261

CYBERSTALKING
Generally, 22:1, 24:1
Cause of action, 3:53
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CYBERSTALKING—Cont’d
Enforcement of federal laws, 25:1
Illinois, 27:106
North Carolina, 27:271
Ohio, 27:289
Prosecutors, 1:25
Washington, 27:390

DAMAGES

Unlawful interceptions or
disclosures, 3:45, 3:46

DANGER
Emergency surveillance, immedi-
ate danger, 11:3
Orders and applications, 8:38

Other investigative procedures,
8:84

DATA COMPRESSION
Defined, 21:3

DATING

New Jersey, Intenet dating regula-
tion, 27:242

DECEPTIVE BUSINESS
PRACTICES

Alaska, 27:16

DEFENSE DEPARTMENT
Biometrics, 31:37

DEFENSES

Criminal Interceptions or
Disclosures (this index)

Good faith reliance defense,
unlawful interceptions or
disclosures, 3:49

Minimization, suppression of evi-
dence, defense planning,
35:65, 35:66

Other investigative procedures,
defense challenges, 8:83 to
8:85

Pen registers, traps and traces,
unlawful interceptions or
disclosures, 4:22
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Preliminary Defense Strategy
and Motions (this index)

Stored Wire and Electronic
Communications (this
index)

DEFINITIONS

Generally, 2:1
Aggrieved person, 2:128

Alphanumeric display pagers,
2:140

Alphanumeric pager, 2:17
Aural transfers, 2:4

California, confidential com-
munications, 2:30

Call identifying information,
CALEA definition, 2:146
Cellular phone calls, 2:19
Colorado, 2:31
Common carrier deletion, 2:6
Communication common carrier,
2:127
Communications Act, definition of
electronic communication,
2:134
Communications affecting inter-
state or foreign commerce,
2:20
Communications Assistance for
Law Enforcement Act of
1994 (CALEA)
Generally, 2:145
Call identifying information,
2:146
Electronic messaging services,
2:147
Information services, 2:148
Other definitions, 2:151

Telecommunications carrier,
2:150
Telecommunications support
services, 2:149
Comparing reasonable expectation
of privacy and justifiable
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DEFINITIONS—Cont’d
expectation of non-intercep-
tion, 2:25

Computer trespasser, 2:144
Confidential communication, 2:30
Contents, 2:76, 2:77
Criminal interceptions or
disclosures, procure, 3:5
Devices
E-mail, 2:97
Personal computers, 2:97
Text messages, 2:97
Devices (this index)
Eavesdropping, oral communica-
tions, 2:52
Electronic communications, gen-
erally, 2:130 to 2:144
Electronic communication service,
2:138
Electronic communications
system, 2:137
Electronic messaging services,
CALEA definitions, 2:147
Electronic storage, 2:21, 2:141
Electronic surveillance, 12:22
E-mail, 2:97
Exceptions, electronic com-
munication, 2:132
Expectation of non-interception,
2:24
Federal law
1986-1994, 2:11
1994 to present, 2:12
Florida, 2:32
Foreign intelligence information,
2:129
Georgia, 2:32.50
Illinois, conversation, 2:33
Information services, CALEA
definitions, 2:148
Interception (this index)
Investigative or law enforcement
officer, 2:125

Judge of competent jurisdiction,
2:126
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DEFINITIONS—Cont’d

Maryland, 2:34
Michigan, private conversation,
2:35
Minimum of interference, 2:154
New Jersey, 2:36
New York, 2:37
Nexus to interstate commerce,
2:23
Oral communications
State variations and case law,
2:29
Statutory definition, 2:22
Oral Communications (this
index)
Other person, 2:153
Pennsylvania, 2:38
Person, 2:124
Personal computers, 2:97
Private conversation, 2:35
Private networks and
intracompany communica-
tions systems, 2:20
Protected computer, 2:143
Radio communications, 2:133
Readily accessible to the general
public, 2:139
Remote computing service, 2:142
Search, 30:12
State, 2:123
State law, 2:13
State variations on federal defini-
tion, 2:10
Statutory definition of oral com-
munication, 2:22
Stored voice mail, 2:21
Switching stations, 2:5
Telecommunications carrier,
CALEA definitions, 2:150
Telecommunications support ser-
vices, CALEA definitions,
2:149
Terms relating to those compelled
to cooperate with government
agents in execution of
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DEFINITIONS—Cont’d
intercept orders, 2:152 to
2:154
Texas, 2:39.50
Text messages, 2:97
Tone and voice pager, 2:18
Tone-only pager, 2:16
Under color of law/not under color
of law distinction, 2:26
User, 2:136
Vermont, 2:40
Visual surveillance, enhanced,
30:3
Voice mail, stored, 2:21
Washington, 2:41
Wire, cable, or other like connec-
tion, 2:7
Wire communication
Generally, 2:3
Expectation of non-interception,
2:8
Other issues, 2:9
State variations on federal defi-
nition, 2:10
Wire Communications (this
index)

DELAWARE

Generally, 27:69 to 27:76

Biometrics, 27:69.50

Civil cause of action by statute,
27:74

Computer crime, 27:70

Court of Chancery, 27:73

Insurance cyber and data security,
27:72.50

Internet or computer-assisted
hunting, 27:71

Internet privacy, 27:72

Law enforcement officers,
consensual interceptions by,
5:25

Private persons, consensual
interceptions by, 5:115

Uniform Electronic Transactions
Act, 27:76
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DELAWARE—Cont’d
Unlawful interceptions or
disclosures, 3:63
Unmanned aircraft vehicles, 27:75

DELAY

Constitutionality of withholding
and postponing notice
without showing of probable
cause, 7:59

Pre-interception delays, 14:5

Service, postponement of, 18:5,
18:6

Stored wire and electronic com-

munications, postponement
of notice, 7:57 to 7:59

Time of interception, delay
between issuance and com-
mencement, 8:97

DELEGATION OF AUTHORITY
Federal applications, 8:16
State applications, 8:17 to 8:20

DENIAL OF SERVICE ATTACK
(DOS ATTACK)

Defined, 21:3

DESCRAMBLERS
Prohibited devices, 2:108

DESCRIPTION OF
COMMUNICATIONS

Generally, 8:52
Roving Interceptions (this index)

DESIGNATED OFFENSES

Orders and Applications (this
index)

DESTRUCTION OF
RECORDINGS

Generally, 19:26
Tainted information, 35:40

DEVICES

All phone calls, police station
recording of, 2:95
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DEVICES—Cont’d

Bugs. Oral communications,
below
CATY, 2:108
Cell phones, 2:98.30
Common carriers, communica-
tions, 2:85
Component, 2:83
Computer screen, 2:98
Consensual surveillance equip-
ment, primarily useful
devices, 2:104
Definitions
Advertising, 2:109
CATYV, 2:108
Component, 2:83
Exceptions, 2:85, 2:86
Extension phones, 2:88 to 2:92
1986 Amendment, 2:80
Police station recording of calls,
2:95
Pre-ECPA definition, 2:79
Prohibited devices and advertis-
ing, 2:109
Radio descramblers, 2:108
Specialized equipment, 2:82
State variations, 2:29, 2:81
Statutory definition, 2:78
Telephones, 2:87 to 2:95
Discriminatory prosecution, pri-
marily useful devices, 2:106
E-mail, 2:97
Employer interception of
employee conversations, 6:6
Extension phones, 2:88 to 2:92
Family interceptions, 6:21
Foreign intelligence and national
security surveillance of
targets within the U.S.,
multiple devices, 12:51
Home, interception device in, 2:52
Hotel room, interception device in,
2:48
Law enforcement officers
Generally, 2:86
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DEVICES—Cont’d

Law enforcement officers
—Cont’d
Extension phones, 2:92
Legislative history, primarily use-
ful devices, 2:104
Location of Interception (this
index)
1986 Amendment, 2:80
Oral communications
Home, 2:52
Hotel room, 2:48
Ordinary course of business, 2:84
Overhearing with naked ear, 6:58
Personal computers, 2:97
Police station recording of calls,
2:95
Private citizens, interceptions by
Employer interception of
employee conversations,

Family interceptions, 6:17 to
6:30
Prohibited devices and advertising
Definitions, 2:109
Particular devices and issues,
2:108 to 2:110
Primarily useful, 2:103 to 2:107
Statutory definitions, 2:100 to
2:110
Prohibited Devices (this index)
Pseudo-defense, primarily useful
devices, 2:107

Radio descramblers, 2:108

Specialized monitoring or record-
ing equipment, 2:82

State variations in application of
laws, 2:29

Surreptitious, 2:103.10

Telephones, 2:87 to 2:95

Text messages, 2:97

Tracking Devices (this index)

Used in the ordinary course, 2:84

Vagueness challenges, primarily
useful devices, 2:105
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DEVICES—Cont’d
Video cameras, 2:96

DIGITAL MILLENNIUM
COPYRIGHT ACT

Statutory authority, 17 U.S.C.
§ 1201-1205, 25:17

DIRECTIVES

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1805(c)(2), 12:57

DISCIPLINARY PROCEEDINGS
Evidence, use of interceptions as,
41:68

DISCLOSURE

Adjudicatory disclosure necessary
to prove crime, cause of
action or defense, 3:34

Civil Actions (this index)

Criminal Interceptions or
Disclosures (this index)

Discovery (this index)

Electronic communications ser-
vice providers, 3:25

Evidence (this index)

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

Investigative use

Generally, 14:12 to 14:14

Civil cases, interjurisdictional
disclosure, 14:20

Criminal cases,
interjurisdictional
disclosure, 14:19

Interjurisdictional disclosure,
14:19, 14:20

Jurisdiction, 14:19

Other crimes and criminals,
16:4

Remedies for improper
disclosure, 14:17

Index-32

WIRETAPPING & EAVESDROPPING

DISCLOSURE—Cont’d
Investigative use—Cont’d
Statutory provisions, 14:12 to
14:14
Unlawful interceptions, use of,
14:18
Not unlawful conduct, 3:27
Other crimes and criminals
Investigative use, 16:4
Testimonial use, 16:25
Preliminary Defense Strategy
and Motions (this index)
Records and record keeping, 3:26
Unlawful disclosures. Civil
Actions; Criminal Intercep-
tions or Disclosures (this
index)
Unlawful Interceptions (this
index)

DISCOVERY
Generally, 33:4 to 33:19
Bill of particulars, 33:15
Defense strategy, 33:18
Failure to disclose, 33:9
Federal law, 33:4, 33:6
Federal Rules of Criminal Proce-
dure, 33:5
Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)
Freedom of Information Act
(FOIA), 33:7
Grand jury
Motion to inspect grand jury
minutes, 33:17
Use of interceptions, 32:7
Law enforcement consensual
interceptions in civil litiga-
tion, 5:184
Minimization, 35:62
Motions for discovery
Generally, 33:8
Grand jury minutes, motion to
inspect, 33:17



INDEX

DISCOVERY—Cont’d
Motions for discovery—Cont’d
Supplemental discovery motion,
33:16

Noncompliance, 33:9

Post indictment, generally, 33:4 to
33:19

Preliminary defense strategy and
motions, 33:18

Preliminary Defense Strategy
and Motions (this index)

Probable cause, applications and
supporting affidavits, 8:57

Sanctions, 33:9
Severance, motion for, 33:21
Statutory authority
18 U.S.C.A. § 2518(9), 33:4
18 U.S.C.A. § 3504, 33:6
18 U.S.C.A. § 2510(a), 33:4
Statutory provisions, 33:4

Supplemental discovery motion,
33:16

Tampering, examinations for,
33:11

Transcripts, disclosure of, 33:10

Unlawful interceptions, civil
discovery, 41:58.50

DISCRETIONARY EXCEPTION
FUNCTION
Unlawful interceptions or

disclosures, civil actions,
3:52

DISMISSAL

Foreign intelligence and national
security surveillance of
targets within the U.S., 12:96

DISQUALIFICATION OF
JUDGE

Suppression hearings, 35:2
Trial judge, 41:4
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DISSEMINATION OF
NON-FOREIGN
INTELLIGENCE
INFORMATION

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1801(h)(2), 12:73

DISTRIBUTION

Grand jury use of interceptions,
transcript distribution, 32:3
Minimization, 15:2

DISTRICT OF COLUMBIA

Law enforcement officers,
consensual interceptions by,
5:26

Private persons, consensual
interceptions by, 5:114

Unlawful interceptions or
disclosures, 3:64

DIVORCE PROCEEDINGS
Family interceptions, 6:27

DNA
Biometrics, 31:17

DOCUMENTARY EVIDENCE
Grand jury, 32:22

DOMAIN
Defined, 21:3

DOMAIN NAME
Defined, 21:3

DOMESTIC RADIO
COMMUNICATIONS
Foreign Intelligence Surveillance
Act (FISA), 50 U.S.C.A.
§ 1801(H)(3), 12:26

DOMESTIC WIRETAPPING

Foreign Intelligence Surveillance
Act (FISA), 50 U.S.C.A.
§ 1801(f)(2), 12:25
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DOWNLOADING DRONES/UAVs—Cont’d
Defined, 21:3 Legally appropriate usage, 30:38

DRIVERS’ LICENSES AND pegsiation, 30:41 to 30:43
IDENTIFICATION CARDS ol

. ) Maine, 27:161
Biometrics, 31:42 Maryland, 27:168

DRONES/UAVs Massachusetts, 27:173
Generally, 30:33 to 30:43 Michigan, 27:182
Alabama, 27:12 Minnesota, 27:192
Alaska, 27:22 Mississippi, 27:199
Arizona, 27:30 Missouri, 27:207
Arkansas, 27:38 Montana, 27:213
Artificial intelligence, 30:36 Nebraska, 27:220
Automation and autonomous Nevada, 27:229

systems, 30:36 New Hampshire, 27:237
Basic function, 30:34 New Jersey, 27:246
California, 27:49 New Mexico, 27:255
Colorado, 27:58 New York, 27:267
Connecticut, 27:67 North Carolina, 27:276
Delaware, 27:75 North Dakota, 27:285
Federal Aviation Administration, Ohio, 27:293

30:40 Oklahoma, 27:303
Florida, 27:82 Oregon, 27:309
Fourth Amendment, 30:39 Pennsylvania, 27:317
Function, basic, 30:34 Remote sensing capabilities, 30:35
Georgia, 27:88 Rhode Island, 27:327
Hawaii, 27:94 South Carolina, 27:334
Idaho, 27:101 South Dakota, 27:342
Mlinois, 27:112 Tennessee, 27:352
Indiana, 27:121 Terminology, 30:34
IOW&, 27:128 Texas, 27:364

Utah, 27:373
Vermont, 27:378.50
Virginia, 27:386
Washington, 27:394
West Virginia, 27:401
Wisconsin, 27:407

Kansas, 27:135
Kentucky, 27:142
Law enforcement, usage by

Generally, 30:37 to 30:43,
30:37 to 30:43

Federal Aviation Administra-

tion, 30:40, 30:40 Wyoming, 27:413
Fourth Amendment, 30:39, DUAL PURPOSE ORDERS

30:39 . Roving Interceptions (this index)
Legally appropriate usage,

30:38, 30:38 DUAL RECORDER
Legislation, 30:41 to 30:43, MINIMIZATION

30:41 to 30:43 Generally, 15:6
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DUCES TECUM SUBPOENAS
Grand jury, 32:22

DYNAMIC IP ADDRESS
Defined, 21:3

DYNAMIC SIGNATURE
Biometrics, 31:15

EFFECTIVE DATE OF
INTERCEPTION

Generally, 8:96

ELECTED OFFICIALS
California, Internet privacy, 27:45

ELECTRONIC COMMERCE
SECURITY ACT
Illinois, 27:113

ELECTRONIC
COMMUNICATIONS

Generally, 3:1 to 3:31, 4:26

Applications and orders, 8:40

Crimes, designating, 8:40

Definitions, 2:131

Electronic Transactions (this
index)

E-Mail (this index)

Encryption and Scrambling (this
index)

Foreign Intelligence Surveillance
Act (FISA), 12:29
Interception, definitions, 2:73
Intercoms, prisoners’ conversa-
tions, 6:54
Mail
E-mail. E-Mail (this index)
Voice mail. Voice Mail (this
index)
Minimization, 15:22
Orders and applications, 8:40
Radio and Telecommunications
(this index)
Remote computing services, 2:142
Roving Interceptions (this index)
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ELECTRONIC
COMMUNICATIONS
—Cont’d

Stored Wire and Electronic
Communications (this
index)

Suppression of evidence, unlaw-
fully intercepted communica-
tions, 34:8

Systems, electronic communica-
tions, 3:4

Telephones (this index)

Television and Video Com-
munications (this index)

Tracking Devices (this index)

Voice Mail (this index)

ELECTRONIC
COMMUNICATION
SERVICE

Definitions, 2:138

ELECTRONIC
COMMUNICATIONS
PRIVACY ACT,
DEFINITIONS

Minimum of interference, 2:154
Other person, 2:153

ELECTRONIC
COMMUNICATIONS
PRIVACY ACT (ECPA)

Generally, 1:15, 25:4

ELECTRONIC
COMMUNICATION
SYSTEM

Definitions, 2:137

ELECTRONIC MESSAGING
SERVICES
Definitions under CALEA, 2:147

ELECTRONIC PAGERS
Generally, 2:15 to 2:18
Alphanumeric pager, 2:17
Tone and voice pager, 2:18
Tone-only pager, 2:16
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ELECTRONIC STORAGE

Definitions, 2:141

ELECTRONIC SURVEILLANCE

Foreign Intelligence Surveil-
lance Act (FISA) (this index)

ELECTRONIC TRACKING

DEVICES
Generally, 29:1 to 29:37
Attaching tracking device to vehi-
cle, standard, 29:34
Automobiles. Motor vehicles,
below
Cars. Motor vehicles, below
Case law overview, 29:2
Consensual installations
Generally, 29:6
Contraband, installation into,
29:11
Karo decision, 29:7
Other consensual installations,
29:9
Post Karo state decisions, 29:8
Precursor chemicals, 29:7
Vehicles, 29:10
Contraband, consensual installa-
tion into, 29:11
Definitions, 29:4
Duration of surveillance, warrant
requirements, 29:26
Execution of warrant, require-
ments, 29:24
Fourth Amendment
Appropriate standard, 29:29
Geofences, GPS-enabled, 29:36
Geography, warrant requirements,
29:27
GPS technology and devices,
29:37
Geofences, GPS-enabled, 29:36
Overview, 29:35
U.S. v. Jones, 29:37
Installation
Generally, 29:5
Consensual installations, above
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ELECTRONIC TRACKING

DEVICES—Cont’d
Installation—Cont’d

Issues, 29:21

Trespassory installations, below
In-transit monitoring

Devices that reveal container
has been opened, 29:16

Knotts , 29:15

Inventory and notice, warrant
requirements, 29:28

Issuance of warrant, requirements,
29:24

Jurisdiction, warrant requirements,
29:27
Karo decision
Consensual installations, 29:7,
29:8
General vicinity monitoring,
29:19

Post Karo state action, 29:8,
29:18

Private location monitoring,
29:17

Knotts decision

General vicinity monitoring,
29:19

In-transit monitoring, 29:15,
29:16

Monitoring

Devices that reveal a container
has been opened, 29:16

General vicinity monitoring,
29:19

In-transit monitoring, above
Issues, 29:22

Private location monitoring,
29:17

Motor vehicles

Attaching tracking devices,
standard, 29:34

Consensual installations, 29:10

GPS and cellular tracking,
29:35 to 29:37
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ELECTRONIC TRACKING
DEVICES—Cont’d
Motor vehicles—Cont’d
In-transit monitoring, 29:15,
29:16
Trespassory installations, 29:13
Necessity, warrant requirements,
29:28
Particularity of warrant, 29:25
Precursor chemicals, consensual
installations, 29:7
Private location monitoring, 29:17
Probable cause
Reasonable suspicion, 29:31
Warrant requirements, 29:30
Reasonable suspicion
Applying standard, 29:33
Exception to probable cause
requirement, 29:31
Tainted transactions, consensual
installation into contraband,
29:11
Time of surveillance, warrant
requirements, 29:26
Tracking devices, 29:3
Trespassory installations
Generally, 29:12
Vehicles, 29:13
Vehicles. Motor vehicles, above
Warrant requirement
Generally, 29:23
Execution, 29:24
Geography, 29:27
Inventory, 29:28
Issuance, 29:24
Jurisdiction, 29:27
Necessity, 29:28
Notice, 29:28
Particularity, 29:25
Probable cause, 29:30
Time and duration of surveil-
lance, 29:26

ELECTRONIC TRANSACTIONS

Uniform Electronic Transactions

Act (this index)

© 2022 Thomson Reuters, 11/2022

ELECTRONIC TRANSACTIONS

—Cont’d
Washington, 27:395

ELECTRONIC VIDEO

SURVEILLANCE
Probable cause analysis, 29:32

E-MAIL

Generally, 27:3

Alaska, 27:20

Arizona, 27:28

California, 27:46

CANSPAM ACT (this index)

Colorado, 27:56

Connecticut, 27:65

Court order requirement, 4:16

Definitions, 2:97

Employer interception of
employee conversations, 6:14

Florida, 27:80

Georgia, 27:86

Idaho, 27:99

Illinois, 27:104

Indiana, 27:119

Interception devices, 2:97

Iowa, 27:126

Kansas, 27:133

Louisiana, 27:151

Maine, 27:159

Maryland, 27:165

Michigan, 27:178

Minimizing interception, 8:107

Minnesota, 27:190

Missouri, 27:205

Nevada, 27:224

New Mexico, 27:253

New York, 27:264

North Dakota, 27:282

Ohio, 27:290

Oklahoma, 27:300

Pennsylvania, 27:315

Pen registers, generally, 4:16

Pen register/trap and trace on
e-mail account, sample
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E-MAIL—Cont’d

application and order for pen
register/trap and trace for
web-based e-mail account,
App.D

Pen register/trap and trace to col-
lect addresses on e-mail sent
to/from target account,
sample application and order,
App. E

Phishing (this index)

Prisoners’ correspondence with
attorneys, 6:54.60

Sample application and order for
pen register/trap and trace for
web-based e-mail account,
App.D

South Dakota, 27:338, 27:339

State legislation, federal legisla-
tion as model for, 27:3

Tennessee, 27:349

Texas, 27:358

Traps and traces, 4:16

Virginia, 27:381

Washington, 27:391

West Virginia, 27:399

E-MAIL ADDRESSES

Pen register/trap and trace to col-
lect addresses on e-mail sent
to/from target account,
sample application and order,
App. E

EMERGENCY SURVEILLANCE
Generally, 11:1 to 11:8
Assistance, obtaining, 11:6
Authorization

Post-interception authorization,
11:7
Pre-interception authorization,
11:5
Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)
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EMERGENCY SURVEILLANCE
—Cont’d

Government access to com-
munications, 7:52.50

Grounds for order, 11:2

Immediate danger, 11:3

Organized crime, 11:4

Pen registers, 4:18

Post-interception authorization,
11:7

Pre-interception authorization,
11:5

Situation, emergency, 11:2

State variations, 11:8

Traces, 4:18

Traps, 4:18

EMPLOYER INTERCEPTION
OF EMPLOYEE
CONVERSATIONS

Generally, 6:3 to 6:16

Business contacts, employee
conversation with, 6:8

City of Ontario v. Quon, 6:4.50

Computers, voice mail, and
e-mail, 6:14, 6:15

Customers, employee conversa-
tion with, 6:8

Devices, 6:6

Fourth Amendment, 6:4

Government as employer, 6:4,
6:4.50

Implied consent, 6:5

Indiscriminate monitoring, 6:12,
6:13

Misconduct, employee suspected
of, 6:9

Monitoring for purposes unrelated
to prohibition of personal
calls or suspected
misconduct, 6:11

O’Connorv. Ortega , 6:4

Ordinary course of business, 6:7

Personal calls prohibited, 6:10

Proving indiscriminate monitor-
ing, 6:13



INDEX

EMPLOYMENT
Attorneys for employers, special
message, 1:30

ENCRYPTION AND
SCRAMBLING
Generally, 3:24
CATYV descramblers, 2:108
Defined, 21:3

Subscription radio descramblers,
2:108

ENFORCEMENT
MECHANISMS

Foreign intelligence and national
security surveillance of
targets within the U.S., 12:75

ENHANCED RERECORDINGS

Specific requirements and circum-
stances, 37:19

ENHANCED SECURITY AND
VISA REFORM ENTRY
ACT OF 2002

Generally, 31:27

ENHANCED VISUAL
SURVEILLANCE

Technologically Enhanced
Visual Surveillance (this
index)

ENTRY
Covert entry, 8:119

EQUIPMENT
Devices (this index)

ESPIONAGE

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

Foreign Intelligence Surveil-
lance Act (FISA) (this index)

Stored wire and electronic com-
munications, 7:54 et seq.
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EVIDENCE
Admissions, 41:37
Adopted admissions, 41:37
Authentication (this index)
Best Evidence Rule (this index)
Burden of Proof (this index)
Chain of custody, 41:12

Circumstantial evidence, probable
cause, 8:62

Civil Actions (this index)

Coconspirator exception, hearsay
evidence, 41:38

Comparison evidence, grand jury,
32:22

Confrontation clause, 41:40
Consensual interceptions
Consent, proof of, 5:165
18 USCA § 2517(3), 5:185
Interceptions as evidence, 5:180
to 5:183
Context, 41:37
Cross-examination, 41:17
Custody and Control (this index)
Destruction of Recordings (this
index)
Disciplinary proceedings, use of
interceptions in, 41:68
Discovery and use of law enforce-
ment consensual intercep-
tions in civil litigation, 5:184
18 USCA § 2517(3), applicability
to consensual interceptions,
5:185
Fifth Amendment, consensual
interceptions, 5:5, 5:6
Foreign intelligence and national
security surveillance of
targets within the U.S., crimi-
nal conduct, 50 U.S.C.A.
§ 1801(h)(3), 12:74
Forfeiture proceedings, use of
interceptions in, 41:66, 41:67
Hearsay Evidence (this index)
Implied admissions, 41:37
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EVIDENCE—Cont’d

Lost tapes
Consensual interceptions,
5:181, 5:182
Rerecording of missing original,
41:15
Mandatory recording of custodial
interrogation, Fifth Amend-
ment, 5:6
Order of presentation, 41:16
Other crimes and criminals,
testimonial use, 16:25
Roving interceptions, evidence of
necessity, 10:5 to 10:7
Sequential presentation, 41:16
Sixth Amendment
Generally, 41:40
Consensual interceptions by law
enforcement officers, 5:7
to 5:14
Suppression of Evidence (this
index)
Tainted information, demonstra-
tion of, 35:41
Tapes (this index)
Tax actions, use of interceptions
in, 41:65
Testimony interpreting intercepted
communications
Generally, 41:21 et seq.
Agent as fact witness and expert
witness, 41:33
All such testimony as lay
testimony, 41:29.50
Combined lay and expert
testimony, 41:29.30
Distinctions based on witness
reasoning process,
41:29.40
Expert v lay witness testimony,
41:23
Fed. R. Evid 702, 41:26.30
Fed. R. Evid 701, lay witness
testimony, 41:24
Fed. R. Evid 702, state
equivalents, 41:26
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EVIDENCE—Cont’d

Testimony interpreting intercepted
communications—Cont’d
Former member of conspiracy,

41:24.30

Helpful to fact-finder require-
ment, 41:22

Interpretation by attorney in
summation, 41:21.50

Lay and expert opinions, 41:21

Lay opinion based on participa-
tion in investigation,
41:29.20

Legal versus non-legal
terminology, 41:28.10

Narcotics cases and related
special problems, 41:32

Need for expert testimony,
qualifications, 41:25

Need for interpretive or explan-
atory testimony, 41:21

Officer’s testimony not based
on participation in
conversation, 41:24.40

Other uses of expert testimony,
41:35

Overview witnesses, 41:26.35

Participant in conversation,
41:24.20

Participation in investigation,
41:29 et seq.

Police interpretive testimony,
41:24.10

Requirements and restrictions,
41:26.10 et seq.

Scope and form of permissible
expert testimony, Fed. R.
Evid 704, 41:27

State of mind issues, 41:30 et
seq.

Strict expert testimony
approach, 41:29.10

Sufficiency of expert testimony
to support conviction,
41:34

Unadmitted evidence, 41:28



INDEX

EVIDENCE—Cont’d
Testimony interpreting intercepted
communications—Cont’d
Unadmitted evidence, interpret-
ing conversation in light
of, Fed. R. Evid 704, 41:30
Unlawful interceptions. Suppres-
sion of Evidence (this index)
Voice Identification (this index)
Witnesses (this index)

EXCLUSION OF EVIDENCE
Suppression of Evidence (this
index)
EXCLUSIVITY OF REMEDIES

Stored wire and electronic com-
munications, 7:55

EXEMPLARS
Grand jury, 32:22

EXIGENT CIRCUMSTANCES

Cell phone searches, warrantless,
28:44 to 28:51

EXPECTATIONS
Noninterception, expectation of,
2:24 to 2:27

EXPERT OPINION
Probable cause, 8:63

EXTENSION PHONES
Generally, 2:88
Consent of participant, 2:89, 2:90
Devices, 2:92
Family interceptions, extension
phone exception, 6:20, 6:21
Modification by user, 2:91

EXTENSIONS
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1805(d), 12:59

EXTENSIONS OF
INTERCEPTION

Generally, 9:1 to 9:19

© 2022 Thomson Reuters, 11/2022

EXTENSIONS OF
INTERCEPTION—Cont’d
Application to cellular phones, 9:5

Cellular phones, 9:5
Decision to issue, 9:17
Definition, 9:4
Duration of extensions, 9:3
Explanation or results, 9:8
Extensions, generally, 9:2
Grounds for extension, 9:7
Hours of surveillance, extensions
of, 14:10
Incorporation of original applica-
tion and order, 9:10
Issuance, decision, 9:17
Multiple extensions, 9:9
New crimes, individuals, or goals,
9:14
Normal investigative procedures
Extensions, 9:12
Second generation applications,
9:13
Notice
Extensions, 9:18
Second generation orders, 9:19
Number of extensions, 9:3
Probable cause, 9:11
Repeated extensions, 9:9
Results, 9:8
Sealing
Extensions, 9:18
Second generation orders, 9:19
Statutory authority
18 U.S.C.A. § 2518(5), 9:2
18 U.S.C.A. § 2518(1)(f), 9:8
Submission of application, 9:7
Suppression of evidence, 35:23
Tainted original applications, 9:15
Time for application, 9:7

FACIAL RECOGNITION
Biometrics, 31:11

FALSE STATEMENTS
Probable cause, 8:67
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FALSE STATEMENTS—Cont’d
Suppression of evidence, 35:26

FAMILY INTERCEPTIONS
Generally, 6:17 to 6:30
Answering machines, 6:21, 6:22
Children

Generally, 6:23
Consent by parents, 6:24
Custody proceedings, 6:27

Not involving children,
conversations, 6:22

Civil actions against tapper and
associates, 6:28

Computers, intrafamily issues
relating to, 6:30

Custody proceedings, 6:27

Devices, 6:21 to 6:23

Divorce proceedings, 6:27

Extension phone exception, 6:20,
6:21

Family home exemption, 6:18,
6:19

Marital home exemption, 6:18,
6:19

Oral communications, 6:26

Related causes of action, family or
marital home exemption,
6:19

Vicarious consent, parent or simi-
lar relationships, 6:24, 6:25

FAXES
Minimizing interception, 8:107
FEDERAL AVIATION

ADMINISTRATION
Drones/UAVs, 30:40

FEDERAL COMMUNICATIONS
COMMISSION (FCC)

Interception by FCC, 3:31

FEDERAL COMPUTER
LEGISLATION

Generally, 1:23
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FEDERAL RULES OF
CRIMINAL PROCEDURE

Discovery, 33:5

FEDERAL-STATE ISSUES
Generally, 14:19, 34:30 to 34:32

FEDERAL TORT CLAIMS ACT

Unlawful interceptions or
disclosures, civil actions,
3:52

FEDERAL UNIFORM
ELECTRONIC
TRANSACTIONS ACT

State legislation, federal legisla-
tion as model for, 27:5

FIFTH AMENDMENT

Consensual interceptions by law
enforcement officers, 5:5, 5:6

Mandatory recording of custodial
interrogation, 5:6

Prisoner conversations, 6:54.50

FILTERS
Defined, 21:3

Internet technology and
cybercrime, 21:8

FINALITY OF ORDERS

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1806(h), 12:94

FINGERPRINTS
Biometrics, 31:6

FINGER SCAN
Biometrics, 31:6

FIREWALL
Defined, 21:3

FIRST AMENDMENT

Consensual interceptions by law
enforcement officers, 5:3

Criminal interceptions or
disclosures, defenses, 3:14



INDEX

FIRST AMENDMENT—Cont’d
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1805(a)(2)(A),
12:39

FISA
Foreign Intelligence Surveil-
lance Act (FISA) (this index)

FISA-CR (FOREIGN
INTELLIGENCE
SURVEILLANCE ACT
COURT OF REVIEW)

Foreign Intelligence Surveillance
Act (FISA), 50 U.S.C.A.
§ 1803(b), 12:10

FISC (FOREIGN
INTELLIGENCE
SURVEILLANCE COURT)

Foreign Intelligence Surveillance
Act (FISA), 50 US.C.A.
§ 1803, 12:9

FLORIDA
Generally, 27:77 to 27:83
Biometrics, 27:77.50
Child sex offenses involving
computers, 27:79

Civil cause of action by statute,
27:81

Computer crime, 27:78

E-mail regulation, 27:80

Law enforcement officers,
consensual interceptions by,
5:27

Private persons, consensual
interceptions by, 5:116

Statutory and other definitions,
2:32

Uniform Electronic Transactions
Act, 27:83

Unlawful interceptions or
disclosures, 3:65

Unmanned aircraft vehicles, 27:82
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FOREIGN CRIMINAL
PROSECUTIONS
Foreign intelligence and national

security surveillance of
targets within the U.S., 12:82

FOREIGN INTELLIGENCE AND
NATIONAL SECURITY
SURVEILLANCE

Agent of a foreign power. Foreign
powers and agents, below
Applications. Orders and applica-
tions, below
Disclosure, use, litigation
Discovery and suppression,
below
Notice
notification prior to eviden-
tiary use, below
Suppression. discovery and sup-
pression, below
FISA. Foreign Intelligence
Surveillance Act (FISA)
(this index)
Foreign Intelligence Surveil-
lance Act (FISA) (this index)
Notice. Disclosure, use, litigation,
above
Orders and applications
Surveillance orders, below
Potential surveillance of innocent
U.S. person. General surveil-
lance of official foreign
power; potential surveillance
of innocent U.S. person,
above
Pre-surveillance procedures
General surveillance of official
foreign power; potential
surveillance of innocent
U.S. person, above
Potential surveillance of
innocent U.S. person. Gen-
eral surveillance of official
foreign power; potential
surveillance of innocent
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FOREIGN INTELLIGENCE AND
NATIONAL SECURITY
SURVEILLANCE—Cont’d

Pre-surveillance procedures
—Cont’d
U.S. person, above
Suppression. Discovery and sup-
pression, above

FOREIGN INTELLIGENCE AND
NATIONAL SECURITY
SURVEILLANCE OF
TARGETS WITHIN THE
U.S.

Generally, 12:1 to 12:98
Acquisition, retention, dissemina-
tion, 12:71
Additional requirements
Application, 12:52
Surveillance orders, 12:58
Administrative reports, 50
U.S.C.A. § 1807, 12:102
Aggrieved persons, 50 U.S.C.A.
§ 1801(k), 12:87
Appeal and review
Appealability of orders, 50
U.S.C.A. § 1806(h), 12:94
Review, scope of, 12:95
Application, 12:62
Applications. Orders and applica-
tions, below
Brady material, 12:87
Categories of surveillance, 12:41
Certain privacy-protected radio
communications, 50
U.S.C.A. § 1806(1), 12:81
Certification
Limited surveillance of official
foreign power without
court order, 12:43
Need, 50 U.S.C.A.
§ 1804(a)(6), 12:53
Retention of, 50 U.S.C.A.
§ 1085(g), 12:40
Civil remedy, 50 U.S.C.A. § 1810,
12:98
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FOREIGN INTELLIGENCE AND
NATIONAL SECURITY
SURVEILLANCE OF
TARGETS WITHIN THE
U.S.—Cont’d

Compliance, good-faith effort
requirement, 12:76
Conduct of surveillance
Acquisition, retention, dis-
semination, 12:71
Clapper v Amnesty
International, 12:6.70 et
seq.
Compliance, good-faith effort
requirement, 12:76
Criminal conduct, evidence of,
50 U.S.C.A. § 1801(h)(3),
12:74
Dissemination of non-foreign
intelligence information,
50 U.S.C.A. § 1801(h)(2),
12:73
Enforcement mechanisms,
12:75

Evidence of criminal conduct,
50 U.S.C.A. § 1801(h)(3),
12:74

50 U.S.C.A. § 1881a, 12:6.50
50 U.S.C.A. § 1801(h)(1),
12:72

50 U.S.C.A. § 1801(h), minimi-
zation, 12:70

50 U.S.C.A. § 1801(h)(2),
retention and dissemina-
tion of non-foreign intel-
ligence information, 12:73

50 U.S.C.A. § 1801(h)(3), evi-
dence of criminal conduct,
12:74

FISA and Title IIT compared,
minimization, 12:71

Good-faith effort requirement,
compliance, 12:76

Minimization

50 U.S.C.A. § 1801(h), 12:70



INDEX

FOREIGN INTELLIGENCE AND
NATIONAL SECURITY
SURVEILLANCE OF
TARGETS WITHIN THE
U.S.—Cont’d

Conduct of surveillance
Minimization—Cont’d
Title IIT and FISA compared,
12:71
Non-foreign intelligence infor-
mation, retention and dis-
semination, 50 U.S.C.A.
§ 1801(h)(2), 12:73
Retention of non-foreign intel-
ligence information, 50
U.S.C.A. § 1801(h)(2),
12:73
Title IIT and FISA compared,
minimization, 12:71
U.S. persons, 12:71
Congressional oversight, 50
U.S.C.A. § 1808, 12:103
Court orders, limited surveillance
of official foreign power
without court order, 12:43
Criminal conduct, evidence of, 50
U.S.C.A. § 1801(h)(3), 12:74
Criminal sanctions, 50 U.S.C.A.
§ 1809, 12:97
Disclosure, use, litigation
Generally, 12:77 to 12:96
Aggrieved persons, 50 U.S.C.A.
§ 1801(k), 12:87
Appealability of orders, 50
U.S.C.A. § 1806(h), 12:94
Brady material, 12:87
Certain privacy-protected radio
communications, 50
U.S.C.A. § 1806(i), 12:81
Deciding the motion, 12:93
Dismissal, 12:96
18 U.S.C.A. § 3504, standing to
seek discovery and sup-
pression, 12:89
Emergency surveillance not
subsequently approved,

Cont’d
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FOREIGN INTELLIGENCE AND
NATIONAL SECURITY
SURVEILLANCE OF
TARGETS WITHIN THE
U.S.—Cont’d

Disclosure, use, litigation—Cont’d
notice of, 50 U.S.C.A.
§ 1806(j), 12:88
Federal proceedings, 50
U.S.C.A. § 1806(d),
notification prior to evi-
dentiary use, 12:85
50 U.S.C.A. § 1806
generally, 12:77
finality and appealability of
orders, 12:94
50 U.S.C.A. § 1806(a), minimi-
zation, 12:78
50 U.S.C.A. § 1806(b), required
statement, 12:79
50 U.S.C.A. § 1806(d)
federal proceedings, notifica-
tion prior to evidentiary
use, 12:85
state and local proceedings,
notification prior to evi-
dentiary use, 12:86
50 U.S.C.A. § 1806(e), grounds
for suppression, 12:90
50 U.S.C.A. § 1806(f), in
camera procedure, 12:92
50 U.S.C.A. § 1806(g), post-
denial disclosure, 12:93
50 U.S.C.A. § 1806(i), certain
privacy-protected radio
communications, 12:81
50 U.S.C.A. § 1806(j), notice of
emergency surveillance not
subsequently approved,
12:88
50 U.S.C.A. § 1801(k),
aggrieved persons, 12:87
50 U.S.C.A. § 1806(k),
homeland security

purposes, disclosure for,
12:80
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FOREIGN INTELLIGENCE AND
NATIONAL SECURITY
SURVEILLANCE OF
TARGETS WITHIN THE
U.S.—Cont’d

Disclosure, use, litigation—Cont’d
Finality of orders, 50 U.S.C.A.
§ 1806(h), 12:94
FISA information in foreign
criminal prosecutions, use
of, 12:82
Foreign criminal prosecutions,
use of FISA information
in, 12:82
Government’s right to refuse
disclosure, 12:96
Grounds for suppression, 50
U.S.C.A. § 1806(e), 12:90
Homeland security purposes,
disclosure for, 50 U.S.C.A.
§ 1806(k), 12:80
In camera procedure, 50
U.S.C.A. § 1806(f), 12:92
Jencks Act material, 12:87
Law enforcement purposes,
disclosure for, 12:79
Lawful purposes, 12:78
Minimization, 50 U.S.C.A.
§ 1806(a), 12:78
Motion, deciding, 12:93
Notice
generally, 12:83 to 12:88
aggrieved persons, 50
U.S.C.A. § 1801(k),
12:87
Brady material, 12:87
emergency surveillance not
subsequently approved,
notice of, 50 U.S.C.A.
§ 1806(j), 12:88
federal proceedings, 50
U.S.C.A. § 1806(d),
notification prior to evi-
dentiary use, 12:85
50 U.S.C.A. § 1806(d),
federal proceedings,
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FOREIGN INTELLIGENCE AND
NATIONAL SECURITY
SURVEILLANCE OF
TARGETS WITHIN THE
U.S.—Cont’d

Disclosure, use, litigation—Cont’d
Notice—Cont’d
notification prior to evi-
dentiary use, 12:85
50 U.S.C.A. § 1806(d), state
and local proceedings,
notification prior to evi-
dentiary use, 12:86
50 U.S.C.A. § 1806(j), notice
of emergency surveil-
lance not subsequently
approved, 12:88
50 U.S.C.A. § 1801(k),
aggrieved persons,
12:87
Jencks Act material, 12:87
notice of emergency surveil-
lance not subsequently
approved, 50 U.S.C.A.
§ 1806(j), 12:88
state and local proceedings,
50 U.S.C.A. § 1806(d),
notification prior to evi-
dentiary use, 12:86
Notice of emergency surveil-
lance not subsequently
approved, 50 U.S.C.A.
§ 1806(j), 12:88
Notification prior to evidentiary
use
generally, 12:84
federal proceedings, 50
U.S.C.A. § 1806(d),
12:85
state and local proceedings,
50 U.S.C.A. § 1806(d),
12:86
Post-denial disclosure, 50
U.S.C.A. § 1806(g), 12:93
Privacy-protected radio com-
munications, 50 U.S.C.A.




INDEX

FOREIGN INTELLIGENCE AND

NATIONAL SECURITY

SURVEILLANCE OF

TARGETS WITHIN THE

U.S.—Cont’d

Disclosure, use, litigation—Cont’d

§ 1806(i), 12:81

Privileged communications,
12:78

Radio communications,
privacy-protected, 50
U.S.C.A. § 1806(i), 12:81

Refusal of disclosure,
government’s right, 12:96

Required statement, 50
U.S.C.A. § 1806(b), 12:79

Review, scope of, 12:95

Scope of review, 12:95

Standing to seek discovery and
suppression, 18 U.S.C.A.
§ 3504, 12:89

State and local proceedings, 50
U.S.C.A. § 1806(d),
notification prior to evi-
dentiary use, 12:86

Use of FISA information in
foreign criminal prosecu-
tions, 12:82

Discovery and suppression

Generally, 12:91 to 12:96

Appealability of orders, 50
U.S.C.A. § 1806(h), 12:94

Deciding the motion, 12:93

Disclosure, government’s right
to refuse, 12:96

Dismissal, 12:96

18 U.S.C.A. § 3504, standing to
seek discovery and sup-
pression, 12:89

50 U.S.C.A. § 1806, finality and
appealability of orders,
12:94

50 U.S.C.A. § 1806(e), grounds
for suppression, 12:90

50 U.S.C.A. § 1806(f), in
camera procedure, 12:92
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FOREIGN INTELLIGENCE AND

NATIONAL SECURITY
SURVEILLANCE OF
TARGETS WITHIN THE
U.S.—Cont’d
Discovery and suppression
—Cont’d
50 U.S.C.A. § 1806(g), post-
denial disclosure, 12:93
Finality of orders, 50 U.S.C.A.
§ 1806(h), 12:94
Government’s right to refuse
disclosure, 12:96
Grounds, 50 U.S.C.A.
§ 1806(e), 12:90
Grounds for suppression, 50
U.S.C.A. § 1806(e), 12:90
In camera procedure, 50
U.S.C.A. § 1806(f), 12:92
Motion, deciding, 12:93
Post-denial disclosure, 50
U.S.C.A. § 1806(g), 12:93
Procedure, 12:96
Refusal of disclosure,
government’s right, 12:96
Review, scope of, 12:95
Scope of review, 12:95
Standing to seek discovery and
suppression, 18 U.S.C.A.
§ 3504, 12:89
Dismissal, 12:96
Dissemination of non-foreign
intelligence information, 50
U.S.C.A. § 1801(h)(2), 12:73
Duration of surveillance
Application, 12:50
Order, 12:59
18 U.S.C.A. § 3504, standing to
seek discovery and suppres-
sion, 12:89
Emergency surveillance
50 U.S.C.A. § 1805(e), 12:66
Not subsequently approved,
notice of, 50 U.S.C.A.
§ 1806(j), 12:88
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FOREIGN INTELLIGENCE AND

NATIONAL SECURITY
SURVEILLANCE OF
TARGETS WITHIN THE
U.S.—Cont’d

Enforcement mechanisms, 12:75

Evidence of criminal conduct, 50
U.S.C.A. § 1801(h)(3), 12:74

Exceptions, limited surveillance of

official foreign power
without court order, 12:45
Extensions, 50 U.S.C.A.
§ 1805(d), 12:59
Federal proceedings, 50 U.S.C.A.
§ 1806(d), notification prior
to evidentiary use, 12:85
50 U.S.C.A. § 1802, 12:42
50 U.S.C.A. § 1805, 12:46
50 U.S.C.A. § 1806
Generally, 12:77
Finality and appealability of
orders, 12:94

50 U.S.C.A. § 1807, administra-
tive reports, 12:102

50 U.S.C.A. § 1808, Congres-
sional oversight, 12:103

50 U.S.C.A. § 1809, criminal
sanctions, 12:97

50 U.S.C.A. § 1810, civil remedy,
12:98

50 U.S.C.A. § 1801(a)(1)-(3),
official foreign power, 12:35

50 U.S.C.A. § 1801(a)(4)-(7),
unofficial foreign power,
12:36

50 U.S.C.A. § 1804(a)

Application, 12:47
Pre-surveillance procedures,
12:46

50 U.S.C.A. § 1804(a)(3), prob-
able cause, 12:49

50 U.S.C.A. § 1804(a)(6), certifi-
cation of need, 12:53

50 U.S.C.A. § 1805(a), (b),
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22:2

1928-1964, 1:3

Notices of monitoring, 22:8

Orders and applications, 8:2

Privacy, effect of Internet on rea-
sonable expectation, 22:7

Procedural and conceptual dif-
ficulties, 1:5

Reasonable expectation of privacy,
effect of Internet, 22:7

Satellites, 30:54

Thermal imaging, 30:10
Tracking devices, 29:29
Video surveillance, 30:71

Visual surveillance and its
equivalents, 1:6

FREEDOM OF INFORMATION

ACT (FOIA)

Preliminary defense strategy and
motions, 33:7

FTP

Defined, 21:3

GAIT ANALYSIS

Biometrics, 31:16

GAMBLING

Indiana, professional gambling,
27:117

Louisiana, professional gambling,
27:146
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GENERAL SURVEILLANCE OF

OFFICIAL FOREIGN
POWER
Foreign Intelligence and
National Security Surveil-

lance of Targets Within the

U.S. (this index)

GEOFENCES
GPS-enabled, 29:36

GEORGIA
Generally, 27:84 to 27:89
Biometrics, 27:84.50

Civil cause of action by statute,
27:87

Computer contaminants, 27:85.50

Computer crime, 27:85

E-mail regulation, 27:86

Law enforcement officers,
consensual interceptions by,
5:28

Private persons, consensual
interceptions by, 5:117

Statutory and other definitions,
2:32.50

Uniform Electronic Transactions
Act, 27:89

Unlawful interceptions or
disclosures, 3:66

Unmanned aircraft vehicles, 27:88

GOALS OF INVESTIGATION
Generally, 8:75 to 8:80
Minimization, 15:11

GOOD FAITH COMPLIANCE

Foreign intelligence and national
security surveillance of

targets within the U.S., 12:76

Stored wire and electronic com-
munications, 18 U.S.C.A.
§ 2707(e), 7:42
GOOD FAITH EXCEPTION
Probable cause, Leon , 8:55
Suppression of evidence, unlaw-

fully intercepted communica-
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GOOD FAITH EXCEPTION
—Cont’d
tions, U.S. v. Leon , 34:10

GOOD FAITH RELIANCE
DEFENSE
Stored wire and electronic com-
munications, 7:18
Unlawful interceptions or
disclosures, 3:49

GOVERNMENT USE
Biometrics, 31:36 et seq.

GPS TECHNOLOGY AND
DEVICES
See Satellites (this index)
Fourth Amendment, 29:37
Geofences, GPS-enabled, 29:36
Tracking, generally, 29:35 to
29:37

U.S. v. Jones, 29:37

GRAND JURY
Generally, 32:1 to 32:26
Aliases, 32:6
Attorney-client privilege, 32:15
Contempt of court
Criminal contempt, 32:25
Hearings on contempt, 32:20,
32:21
Suppression hearing, 32:20
Conversations, 32:2, 32:3
Criminal interceptions or
disclosures
Contempt of court, criminal,
32:25
Illegal surveillance, 32:23
Discovery
Motion to inspect grand jury
minutes, 33:17
Use of interceptions, 32:7
Documentary evidence, 32:22
Exemplars, 32:22
Gelbard v. U.S. , 32:10
Identification
Aliases, 32:6
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GRAND JURY—Cont’d
Identification—Cont’d
Voice identification, 32:4
Immunity, 32:8
Indictments, 32:5
Oral communications, 32:2, 32:3
Perjury, 32:9
Privilege, claims of
Attorney-client privilege, 32:15
Denial, form and contents,
32:17
Detailed claim, 32:14
Prosecutor’s response, 32:16
Standing to assert claim, 32:11

Sufficiency of claim, 32:13,
32:14

Timing of claim, 32:12
State laws, 32:24
Statutory authority

18 U.S.C.A. § 2515, 32:10

18 U.S.C.A. § 3504, 32:10
Subpoenas duces tecum, 32:22

Suppression hearing, recalcitrant
witness, 32:20

Transcripts, distribution of, 32:3
Unlawful surveillance, 32:23
Voice identification, 32:4

Warrant, surveillance pursuant to,
32:18

GROUNDS FOR SUPPRESSION

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1806(e), 12:90

GUARDED LANGUAGE
Minimization, 15:14

HACKING
Generally, 24:1
Access, 7:12
Defined, 21:3
Enforcement of federal laws, 25:1
Exclusivity of remedies, 7:55
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HACKING—Cont’d
International treaties and efforts,
25:25

Private versus government
searches, 23:3

Prosecutors, 1:25

Trojan horse, 2:73

HAND GEOMETRY
Biometrics, 31:7

HARASSMENT

Wisconsin, cyber harassment,
27:405

HASH VALUE
Defined, 21:3

HAWAII
Generally, 27:90 to 27:95
Biometrics, 27:90.50

Civil cause of action by statute,
27:93

Computer crime, 27:91

Internet privacy, 27:92

Law enforcement officers,
consensual interceptions by,
5:29

Private persons, consensual
interceptions by, 5:118

Satellites, 27:94.50

Uniform Electronic Transactions
Act, 27:95

Unlawful interceptions or
disclosures, 3:67

Unmanned aircraft vehicles, 27:94

HEARINGS
Grand jury, hearings on contempt,
32:20, 32:21
Suppression of Evidence (this
index)

HEARSAY EVIDENCE
Generally, 41:36 to 41:46
Admissions, 41:37
Adopted admissions, 41:37
Co-conspirator exception, 41:38
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HEARSAY EVIDENCE—Cont’d
Coconspirator statements, 41:38
Implied admissions, 41:37
Other hearsay exceptions and situ-

ations, 41:39
Sixth Amendment confrontation
clause

Generally, 41:40 to 41:46

Crawford v Washington , 41:42

New Confrontation Clause,
41:42

Police statements of ““facts,” or
belief or disbelief, during
interrogation, 41:44.30

Pre-2004 Confrontation Clause,
41:41

Statements among confidential
informants, 41:46

Statements by and among
coconspirators, 41:45

Statements by defendant, 41:43

Statements by suspects during
interviews by law enforce
officers, 41:44

Toll records, 4:25

HELICOPTERS

Surveillance, generally. Aerial
Surveillance (this index)

HIGH RESOLUTION
PHOTOGRAPHY
Technologically Enhanced
Visual Surveillance (this
index)
HOME
Monitoring device in home, 2:52

HOMELAND SECURITY
Biometrics, 31:38
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1806(k), 12:80

HOTEL ROOM BUG
Oral communications, 2:48
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HOTELS AND MOTELS

Monitoring device in hotel room,
2:48

HTML
Defined, 21:3

HTTP
Defined, 21:3

HUNTING WITH ASSISTANCE
OF COMPUTER OR
INTERNET

Alabama, 27:10
Alaska, 27:19
Colorado, 27:54
Delaware, 27:71
Maine, 27:158
Michigan, 27:179
Minnesota, 27:188
Mississippi, 27:197
Nebraska, 27:219
New Hampshire, 27:235
New Jersey, 27:244
New Mexico, 27:252
New York, 27:260
Oklahoma, 27:298
Pennsylvania, 27:314
Rhode island, 27:323
South Carolina, 27:331
Tennessee, 27:346
Texas, 27:357

Utah, 27:369
Vermont, 27:377
Virginia, 27:383
Wyoming, 27:411

HUSBAND AND WIFE
Family Interceptions (this index)

IDAHO
Generally, 27:96 to 27:102
Biometrics, 27:96.50
Child sex offenses involving
computers, 27:98

Civil cause of action by statute,
27:100
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IDAHO—Cont’d

Computer crime, 27:97

E-mail regulation, 27:99

Law enforcement officers,
consensual interceptions by,
5:30

Private persons, consensual
interceptions by, 5:119

Uniform Electronic Transactions
Act, 27:102

Unlawful interceptions or
disclosures, 3:68

Unmanned aircraft vehicles,
27:101

IDENTIFICATION

Aliases, grand jury use of
interceptions, 32:6

Authorizing officials, identifica-
tion of, 8:13

Caller identification service, 4:26

Consensual Interceptions (this
index)

Conversation, identification of,
41:13

Evidence, identification of
conversation, 41:13

Grand jury use of interceptions

Aliases, 32:6
Voice identification, 32:4

Impersonation. Consensual
Interceptions (this index)

Other interceptees, as yet
unknown, 8:32

Participants, identifying, 14:9

Roving interceptions, identity of
interceptee, 10:4

Voice Identification (this index)

IDENTITY THEFT

Federal computer legislation,
25:10

Montana, 27:211
New Mexico, 27:251

Statutory authority, 18 U.S.C.
§ 1028(a)(7), 25:9
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ILLEGAL DEVICES
Prohibited Devices (this index)

ILLEGAL DISCLOSURES
Civil Actions (this index)
Criminal Interceptions or

Disclosures (this index)

ILLEGAL INTERCEPTIONS

Unlawful Interceptions (this
index)

ILLINOIS
Generally, 27:103 to 27:113
Anti-phishing, 27:108
Biometrics
Biometric Privacy Information
Act, 31:30.10
State legislation, generally,
27:103.10
Child and adult sex offenses
involving computers, 27:105

Civil cause of action by statute,
27:111

Computer crime, 27:104
Cyberstalking, 27:106

Electronic Commerce Security
Act, 27:113

E-mail regulation, 27:104
Internet privacy, 27:109

Law enforcement officers,
consensual interceptions by

Generally, 5:31 et seq.

Application and order, 5:32

Emergency exception to war-
rant requirement, 5:35

Other exceptions to warrant
requirement, 5:36
Post-interception remedies,

5:33
Suppression remedy, 5:34
Online property offenses, 27:107
Private persons, consensual
interceptions by, 5:120

Registration of Internet Auction
Listing Service, 27:110
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ILLINOIS—Cont’d
Statutory and other definitions,
2:33
Uniform Electronic Transactions
Act, 27:113
Unlawful interceptions or
disclosures, 3:69

Unmanned aircraft vehicles,
27:112

IMAGE MAGNIFICATION

Technologically Enhanced
Visual Surveillance (this
index)

IMMEDIACY
Emergency surveillance, 11:3

IMMUNITY
Civil actions for unlawful
interceptions or disclosures,
3:51
Grand jury use of interceptions,
32:8

IMPEACHMENT OF
WITNESSES

Rule of completeness, 41:57.50
Unlawful interceptions used for

purpose of, 41:55 to 41:57.50

IMPERSONATION

Consensual Interceptions (this
index)

IMPLIED ADMISSIONS
Generally, 41:37
Context, 41:37

IMPLIED CONSENT

Employer interception of
employee conversations, 6:5

Interceptions, 5:166

IMPROPER DISCLOSURES
Civil Actions (this index)

Criminal Interceptions or
Disclosures (this index)
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INADMISSIBLE
INTERCEPTIONS

Unlawful Interceptions (this
index)

INADVERTENT
INTERCEPTIONS

Unlawful disclosures, 3:11

IN CAMERA PROCEDURE
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1806(f), 12:92

INCIDENT TO ARREST

Cellular and other mobile phones,
searches incident to arrest,
28:33 to 28:38

INCORPORATION BY
REFERENCE
Extensions of interception,
incorporation of original
application and order, 9:10

Orders and applications, 8:116

INDIANA

Generally, 27:114 to 27:122

Biometrics, 27:114.50

Child sex offenses involving
computers, 27:116

Civil cause of action by statute,
27:120

Computer contaminants, 27:118

Computer crime, 27:115

E-mail regulation, 27:119

Law enforcement officers,
consensual interceptions by,
5:37

Malicious software activities,
27:118

Private persons, consensual
interceptions by, 5:121

Professional gambling, 27:117

Uniform Electronic Transactions
Act, 27:122
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INDIANA—Cont’d
Unlawful interceptions or
disclosures, 3:70

Unmanned aircraft vehicles,
27:121

INDICTMENTS
Bill of particulars, 33:15
Grand jury use of interceptions,
32:5

INDISCRIMINATE
MONITORING

Employer interception of
employee conversations,
6:12, 6:13
INFORMANTS
Probable cause, 8:59, 8:60

INFORMATION SERVICES
Definitions under CALEA, 2:148

INJUNCTIONS
Computer Fraud and Abuse Act,
26:9
Unlawful interceptions or
disclosures, 3:21

IN RE SEALED CASE, 2002

Post PATRIOT ACT litigation.
Foreign Intelligence
Surveillance Act (FISA)
(this index)

INSTALLATION

Electronic Tracking Devices (this
index)

INSTALLATION WIZARD
Defined, 21:3

INSTANT MESSAGAING (IM)
Defined, 21:3

INSURANCE, CYBER AND
DATA SECURITY
Connecticut, 27:64.50
Delaware, 27:72.50
Michigan, 27:179.50
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INSURANCE, CYBER AND
DATA SECURITY—Cont’d
Ohio, 27:291.10
South Dakota, 27:340.10

INTELLIGENCE REFORM AND
TERRORISM ACT
Biometrics, 31:28

INTENSITY OF
SURVEILLANCE
Generally, 8:99

INTENT

Consensual interceptions, motives
of cooperating civilian, 5:16

Culpable Mental States (this
index)

Foreign intelligence and national
security surveillance of
targets within the U.S.,
intentional surveillance of
U.S. person, 12:65

INTERCEPTION
Definitions

Generally, 2:1

Contents, 2:76, 2:77

Electronic communications,
2:73

Intercept and Record, 2:62

Location of Interception (this
index)

Recording of what one can law-
fully hear as not intercep-
tion, 2:62

State variations on definition of
intercept, 2:67

Statutory definition of intercept,
2:61

Terms relating to those com-
pelled to cooperate with
government agents in exe-
cution of intercept orders,
2:152 to 2:154

Title III misconstrued by view
that recording of what one
can lawfully hear is not
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INTERCEPTION—Cont’d

Definitions—Cont’d

interception, 2:63
Unauthorized access to

restricted web site, 2:74
Wire communications, 2:3

Devices (this index)

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

INTERCOMS
Prisoners’ conversations, 6:54

INTERJURISDICTIONAL
ISSUES

Generally, 14:19, 34:30 to 34:32

INTERNATIONAL WIRE OR
RADIO
COMMUNICATIONS

Foreign Intelligence Surveillance
Act (FISA), 50 US.C.A.
§ 1801(f)(1), 12:27

INTERNET

Computers and the Internet (this
index)

INTERNET CACHE
Defined, 21:3

INTERNET RELAY CHAT (IRC)
Defined, 21:3

INTERNET SERVICE
PROVIDERS

Stored wire and electronic com-
munications, 7:20 to 7:22

INTERNET TECHNOLOGY
AND CYBERCRIME
Generally, 21:1 to 21:15
Botnets, 21:14
Case law, VoIP, 21:5
Child pornography, 21:15, 25:18,
25:19

Common abbreviations, 21:3
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INTERNET TECHNOLOGY
AND CYBERCRIME
—Cont’d

Cookies, 21:10

Cybercrime, generally, 21:12

Definitions, 21:3

Filters, 21:8

Internet technology, overview,
21:2

Key logger systems, 21:11

Packet sniffers, 21:7

Phishing, 21:13

Spyware, 21:9

Surveillance technology and
software

Cookies, 21:10
Overview, 21:6
Packet sniffers, 21:7
Spyware, 21:9
Terminology, 21:3
Voice over Internet Protocol
(VoIP), 21:4
VoIP
Generally, 21:4
Case decisions, 21:5

Issues under current statutory
scheme, 21:5

INTERSTATE ISSUES
Crimes, specifying, 8:44
Oral communications, interception
of, 2:29

IN-TRANSIT MONITORING

Electronic tracking devices, 29:15,
29:16

INTRUDER

Pen register/trap and trace on
computer network intruder,
sample application and order,
App. F

INVENTORY
Generally, 18:1 to 18:12
Additions to inventory, 18:8
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INVENTORY—Cont’d

Administrative reports, inventory
and notice, 18:12
Contents of inventory, 18:4
Filing return, 18:2
New York, 18:11
Noncompliance, 18:7
Notice, service of, 18:4
Person to be served, 18:3
Postponement of service, 18:5,
18:6
Prejudice, 18:9
Pretrial or prehearing notice,
18:10
Service of inventory
Generally, 18:3 to 18:6
Person to be served, 18:3
Postponement of service, 18:5,
18:6
Subsequent additions to inventory,
18:8
Tracking devices, 29:28

INVESTIGATIVE DISCLOSURE

AND USE

California hands-off debacle,
14:16

Disclosure for national security
and foreign intelligence
purposes, 18 U.S.C.A.
§ 2517(6)-(8), 14:21

18 U.S.C.A. § 2517(6)-(8), 14:21

Pager logs, 14:7

Recipient of information, 18
U.S.C.A. §2517(1), 14:15

Remedies for improper disclosure,
14:17

Statutory authority

18 U.S.C.A. § 2517, generally,
14:12

18 U.S.C.A. § 2517(1),
investigative disclosure,
14:14, 14:15

18 U.S.C.A. § 2517(2),
investigative use, 14:13
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INVESTIGATIVE DISCLOSURE
AND USE—Cont’d
Statutory authority—Cont’d
18 U.S.C.A. § 2517(6)-(8),
disclosure for national
security and foreign intel-
ligence purposes, 14:21
Terminating surveillance, 18
U.S.C.A. § 2518(5), 14:6
‘When and how to record, 18
U.S.C.A. § 2518(8)(a),
14:6
When and how to record, 14:6

IOWA

Generally, 27:123 to 27:129

Biometrics, 27:123.50

Civil actions arising from com-
puter crime, 27:127

Computer contaminants, 27:125

Computer crime, 27:124

E-mail regulation, 27:126

Law enforcement officers,
consensual interceptions by,
5:38

Malicious software activities,
27:125

Private persons, consensual
interceptions by, 5:122

Uniform Electronic Transactions
Act, 27:129

Unlawful interceptions or
disclosures, 3:71

Unmanned aircraft vehicles,
27:128

IP ADDRESS
Defined, 21:3

IRIS SCANS
Biometrics, 31:10

ISPS
Defined, 21:3

JENCKS ACT

Foreign intelligence and national
security surveillance of
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JENCKS ACT—Cont’d
targets within the U.S., 12:87

JOINT FEDERAL-STATE
INVESTIGATIONS
Generally, 8:25
Massachusetts, 5:45.50

JOINT PHOTOGRAPHIC
EXPERTS GROUP (JPEG)
Defined, 21:3

JONES ACT
Transcripts and translations, 36:37

JPEG
Defined, 21:3

JUDGES
Definitions
Judge of competent jurisdiction,
2:126
Disqualification of judge
Suppression hearings, 35:2
Trial judge, 41:4
Foreign intelligence and national
security surveillance of
targets within the U.S.,
judicial findings, 50 U.S.C.A.
§ 1805(a), (b), 12:54
Issuing or approving judge, role,
16:20
Meetings with prosecutor, 14:4
Minimization, 8:106
Necessity requirement, standard of
trial judge and appellate
review, 8:92
Orders and Applications (this
index)
Other Crimes and Criminals
(this index)
Pen registers, 4:14
Pen registers, role of judge, 4:14
Recusal of judge
Suppression hearings, 35:2
Trial judge, 41:4
Special message, 1:31
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JUDGES—Cont’d
Special message to judges and
their law clerks, 1:31
Supervision, judicial, 14:3
Suppression hearings
Recusal of judge, 35:2
Role of judge, 16:20
Tapes, sealing, less than immedi-
ate response, 19:13
Transcript accuracy, role of judge
in testing, 36:15
Transcripts, role of judge in test-
ing accuracy, 36:15
Traps, role of judge, 4:14
Voice Identification (this index)

JURISDICTION
Authorization of applications, 8:8
Cellular and other mobile phones,
28:10
Disclosures between jurisdictions,
14:19

Other crimes and criminals, inter-
jurisdictional issues, 16:13

Pen registers, 4:14

Tracking devices, 29:27

JURY INSTRUCTIONS
Generally, 41:61
Culpable mental states

Intentionally, 2:119

Knowing or having reason to
know, 2:122

JURY TRIALS
Deliberations of jury, playing
tapes during, 41:62
Instructions to jury, 41:61
Selection of jury, 41:8

Transcript accuracy, role of jury in
testing, 36:15

Voice Identification (this index)

JUSTICE DEPARTMENT
Biometrics, 31:39
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KAHN, DONOVAN, SCOTT
DECISIONS
Conversations between identified
and non-identified
participants, 8:28
Conversations between persons
not named in order, 8:29

Failure to identify participant as
probable interceptee, 8:30

Implications, 8:31
Who must be identified as prob-
able interceptee, 8:30

KANSAS
Generally, 27:130 to 27:136
Biometrics, 27:130.50

Child sex offenses involving
computers, 27:132

Civil cause of action by statute,
27:134

Computer crime, 27:131

E-mail regulation, 27:133

Law enforcement officers,
consensual interceptions by,
5:39

Private persons, consensual
interceptions by, 5:123

Uniform Electronic Transactions
Act, 27:136

Unlawful interceptions or
disclosures, 3:72

Unmanned aircraft vehicles,
27:135

KARO DECISION

Electronic Tracking Devices (this
index)

KATZ v UNITED STATES
Generally, 1:4

Technologically enhanced visual
surveillance, 30:13

KENTUCKY
Generally, 27:137 to 27:143
Biometrics, 27:137.50
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KENTUCKY—Cont’d

Child and adult sex offenses
involving computers, 27:139

Civil actions arising from com-
puter crime, 27:141

Computer crime, 27:138

Law enforcement officers,
consensual interceptions by,
5:40

Pharmacies doing business on
Internet, 27:140

Private persons, consensual
interceptions by, 5:124

Uniform Electronic Transactions
Act, 27:143

Unlawful interceptions or
disclosures, 3:73

Unmanned aircraft vehicles,
27:142

KEY LOGGER SYSTEMS
Generally, 21:11
Internet technology and
cybercrime, 21:11

KNOTTS DECISION
Electronic Tracking Devices (this
index)

KNOWLEDGE
Culpable mental states, 2:102

Other interceptees, as yet
unknown, 8:32

Required information. Foreign
Intelligence and National
Security Surveillance of
Targets Within the U.S.
(this index)

Roving Interceptions (this index)

Tainted Information (this index)

KYLLO v. UNITED STATES
Generally, 30:10 to 30:16
Aerial surveillance, 30:28

“Constitutionally protected
areas,” 30:13

Dissenting opinion, 30:14
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KYLLO v. UNITED STATES
—Cont’d

Evaluation and post-case impacts,
30:15

Facts and procedural history,
30:11

Fourth Amendment, thermal imag-
ing and, 30:10

“General availability,” sophistica-
tion and, 30:27

Other technologically enhanced
surveillance, impact on,
30:16

Procedural history, facts and,
30:11

Search, definition, 30:12

Sophistication and “‘general avail-
ability,” 30:27

Thermal imaging and the Fourth
Amendment, 30:10

LAW CLERKS

Special message to judges and
their law clerks, 1:31

LAW ENFORCEMENT
Generally, 14:1
Applications and orders, 8:21

Civil actions, improper disclosure
by law enforcement, 3:40

Civilians secretly taping public
official, 2:57

Communications Assistance for
Law Enforcement Act of
1994 (CALEA), 1:16

Consensual Interceptions (this
index)

Cooperation with law enforcement
officers. Consensual
Interceptions (this index)

Definitions

Generally, 2:125
CALEA definitions
generally, 2:145
call-identifying information,
2:146
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LAW ENFORCEMENT—Cont’d
Definitions—Cont’d
CALEA definitions—Cont’d
electronic messaging ser-
vices, 2:147
information services, 2:148
other definitions, 2:151
telecommunications carrier,
2:150
telecommunications support
services, 2:149
Extension phones and law
enforcement exemption,
2:92
Ordinary course, 2:86
Terms relating to those com-
pelled to cooperate with
government agents in exe-
cution of intercept orders,
2:152 to 2:154
Devices
Generally, 2:86
Extension phones, 2:92
Discovery and use of law enforce-
ment consensual intercep-
tions in civil litigation, 5:184
Disposable and throw away cel-
lular phones, 28:16
Drones/UAVs (this index)
Extension phones, 2:92
Foreign intelligence and national
security surveillance of
targets within the U.S.,
disclosure for law enforce-
ment purposes, 12:79
Investigative tactics, 14:8
Joint federal-state investigations,
8:25
Oral communications, police car
intercepts, 2:54
Orders and applications, 8:21
Police car intercepts, 2:54
Police station recording of calls,
2:95
Prisoner’s conversations, law
enforcement exception to
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LAW ENFORCEMENT—Cont’d

definition of device, 6:47,
6:48

Prisoners’ Conversations (this
index)

Prison officials as investigative
and law enforcement officers,
6:49

Roles and responsibilities, 14:1

Special message to police supervi-
sors, 1:26

Tactics, investigative, 14:8
Telephones

All phone calls, police station
recording of, 2:95
Extension phones, use of, 2:92
Unmanned aircraft, usage for

surveillance, generally.
Drones/UAVs (this index)

LAWFUL PURPOSES

Foreign intelligence and national
security surveillance of
targets within the U.S., 12:78

LAY WITNESSES

Testimony interpreting intercepted
communications, expert v lay
witness testimony, 41:23

Transcripts and translations, lay
witness opinion of transcript
of English conversation, 36:8

Voice Identification (this index)

LEADERS OF A BEAUTIFUL

STRUGGLE

Generally, 30:30 to 30:31

Baltimore aerial surveillance

program, 30:30

Liability, 30:31

Mootness, 30:31

Precedent, governing, 30:32

Standing, 30:31

LEGISLATIVE REGULATION
Generally, 25:1 to 25:25
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LEGISLATIVE REGULATION

—Cont’d

Access devices, fraud and related
activity, 18 U.S.C. § 1029,
25:8

Aggravated Identity Theft, 18
U.S.C. § 1028A, 25:10

Biometrics, 31:25 et seq.

Cable Act, 47 U.S.C. § 551, 25:12

CANSPAM Act, 15 U.S.C.
§ 7701-7713, 18 U.S.C.
§ 1037, 25:13

Child Pornography Prevention
Act, 18 U.S.C. § 2251 et seq.,
25:19

Communications Decency Act, 47
U.S.C. § 223(a)(1)(B) and
(d), 25:20

Computer and Internet child
pornography laws, 25:18

Computer Fraud and Abuse Act
(this index)

Constitutional considerations and
federal legislation, 25:2

Copyright Infringement Act and
No Electronic Theft Act, 17
U.S.C. § 506, 25:16

Copyright statutes, 25:15

Cyber Intelligence Sharing and
Protection Act of 2013, 25:27

Digital Millennium Copyright Act,
17 U.S.C. § 1201-1205,
25:17

Electronic Communications
Privacy Act, 25:4

Electronic Communications
Privacy Act’s Stored Com-
munications Act, 25:5

Enhanced Security and Visa
Reform Entry Act of 2002,
31:27

Foreign Intelligence Surveil-
lance Act (FISA) (this index)

Identity theft, 18 U.S.C.
§ 1028(a)(7), 25:9
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LEGISLATIVE REGULATION
—Cont’d

International treaties and efforts,
25:25

Internet child pornography laws,
25:18

Miscellaneous Internet child
pornography decisions, 25:19

Pen Registers and Trap and Trace
Devices, 18 U.S.C. § 3121-
3127, 25:6

Privacy Protection Act, 42 U.S.C.
§ 2000aa, 25:11

Proposed or pending legislation,
25:26

State legislation, federal legisla-
tion as model for, 27:2

Stored Communications Act, 25:5

USA PATRIOT ACT, 25:23

Wire fraud, 18 U.S.C. § 1343,
25:14

LETTERS AND OTHER
CORRESPONDENCE
Preservation request letters under
18 U.S.C. 2703(f), sample
language, App. C

Provider monitoring, sample letter,

App.- H
Sample language for preservation

request letters under 18
U.S.C. 2703(f), App. C

LIMITED SURVEILLANCE OF
OFFICIAL FOREIGN
POWER

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

LISTENING POSTS
Consensual interceptions, 5:12

LIVESTOCK

North Dakota, Internet livestock
market, 27:283
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LOCATION OF INTERCEPTION

Generally, 2:68
Address, incorrect, 8:51
Applications. Orders and applica-
tions, below
Authority to track or determine
location of phone, 8:47.75
Bugs. Oral communications,
below
Cell phones, 8:47.75
Cell phones, phone calls, and text
messages, 8:47.50
Cellular and other mobile phones,
2:70, 8:128
Consensual interceptions across
state lines, 2:71
Foreign countries, interceptions in,
12:2
Homes, 2:52
Hotel rooms, 2:48
Minimization
Generally, 15:10
Public premises, 15:21
Public telephones, 15:21
Multiple location application, 8:88
Oral communications
Generally, 2:47 to 2:55
Alderman v. U.S. , 2:51
Commercial premises, eaves-
dropping by owner, 2:53
Consent by owner, 2:51
Home, 2:52
Home of suspect, 2:47
Hotel room bug, 2:48
Open fields, 2:49
Police car intercepts, 2:54
Public and semi-public meet-
ings and events, 2:50
Public officials’ expectations of
non-interception, 2:56 to
2:60
Residential premises, eaves-
dropping by owner, 2:52
Orders and applications
Generally, 8:45 to 8:52



INDEX

LOCATION OF INTERCEPTION
—Cont’d
Orders and applications—Cont’d
Address, incorrect, 8:51
Bugs, 8:50
Cell phones, phone calls, and
text messages, 8:47.50
Interceptions pursuant to
interception orders, 2:69
Multiple location application,
8:88
Phone as inadvertent bug,
8:49.50
Public telephones, 8:49
Telephone number, incorrect,
8:51
Wiretaps, 8:47
Public premises, 15:21
Public telephones
Generally, 8:49
Minimization, 15:21
Roving interceptions, knowledge
of location, 10:10
Telephones (this index)
Tracking Devices (this index)
Unaided ear doctrine and location
of listener, 2:65
Wiretaps, 8:47

LOCATION OF PERSON

Cell phone, use to track location
of possessor, 4:28

LOG FILE
Defined, 21:3

LOST TAPES OR RECORDINGS
Best evidence rule, testimony in
lieu of lost recording, 41:49

Consensual interceptions, 5:181,
5:182

Rerecording of missing original,
41:15

LOUISIANA
Generally, 27:144 to 27:154
Anti-phishing legislation, 27:150
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LOUISIANA—Cont’d
Biometrics, 27:144.50
Child sex offenses involving
computers, 27:148
Civil cause of action by statute,
27:152

Computer contaminants, 27:147,
27:149

Computer crime, 27:145

E-mail regulation, 27:151

Law enforcement officers,
consensual interceptions by,
5:41

Malicious software activities,
27:147, 27:149

Private persons, consensual
interceptions by, 5:125

Professional gambling, 27:146

Uniform Electronic Transactions
Act, 27:154

Unlawful interceptions or
disclosures, 3:74

Unmanned aircraft vehicles,
27:153

MAIL
Electronic mail. E-Mail (this
index)
Voice mail. Voice Mail (this
index)

MAINE
Generally, 27:155 to 27:162
Biometrics, 27:155.50

Child sex offenses involving
computers, 27:157

Civil cause of action by statute,
27:160

Computer crime, 27:156
E-mail regulation, 27:159

Internet or computer-assisted
hunting, 27:158
Law enforcement officers,

consensual interceptions by,
5:42
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MAINE—Cont’d
Private persons, consensual
interceptions by, 5:126

Uniform Electronic Transactions
Act, 27:162

Unlawful interceptions or
disclosures, 3:75

Unmanned aircraft vehicles,
27:161

MALICIOUS SOFTWARE

Computer Contaminants and
Malicious Software Activi-
ties (this index)

MARRIAGE
Family Interceptions (this index)

MARYLAND
Generally, 27:163 to 27:169
Biometrics, 27:163.10

Civil cause of action by statute,
27:167

Computer crime, 27:164

E-mail regulation, 27:165

Internet privacy, 27:166

Law enforcement officers,
consensual interceptions by,
5:43

Private persons, consensual
interceptions by, 5:127

Statutory and other definitions,
2:34

Uniform Electronic Transactions
Act, 27:169

Unlawful interceptions or
disclosures, 3:76

Unmanned aircraft vehicles,
27:168

MASSACHUSETTS
Generally, 27:170 to 27:174
Biometrics, 27:170.50

Civil cause of action by statute,
27:172

Computer crime, 27:171
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MASSACHUSETTS—Cont’d
Joint federal-state investigations,
5:45.50

Law enforcement officers,
consensual interceptions by

Generally, 5:44

Joint federal-state investiga-
tions, 5:45.50

Organized crime requirement,
5:45

Other issues, 5:47

Private home warrant require-
ment, 5:46

Private persons, consensual
interceptions by, 5:128

Uniform Electronic Transactions
Act, 27:174

Unlawful interceptions or
disclosures, 3:77

Unmanned aircraft vehicles,
27:173

MEANS OF TRANSMISSION
Wire communications, 2:3

MEASURES AND
COUNTERMEASURES

Preliminary defense strategy and
motions, anticipatory coun-
termeasures, 33:1

MENS REA

Disclosure of intercepted com-
munications, unlawful, 3:7

MENTAL STATES

Culpable Mental States (this
index)
Intent (this index)

METADATA
Electronic surveillance, 12:33.50

MICHIGAN
Generally, 27:175 to 27:183
Anti-Terrorism Act, 27:180
Biometrics, 27:175.50



INDEX

MICHIGAN—Cont’d

Civil cause of action by statute,
27:181

Computer crime, 27:176

E-mail regulation, 27:178

Insurance data security, 27:179.50

Internet or computer-assisted
hunting, 27:179

Internet privacy, 27:177

Law enforcement officers,
consensual interceptions by,
5:48

Private persons, consensual
interceptions by, 5:129

Statutory and other definitions,
2:35

Uniform Electronic Transactions
Act, 27:183

Unlawful interceptions or
disclosures, 3:78

Unmanned aircraft vehicles,
27:182

MINIMIZATION

Generally, 8:101, 8:102, 15:1 to
15:27

Absence of minimization clause,
8:103

After-the-fact minimization, 15:7

Approaches to minimization, 15:3

Attorney-client privilege, 15:24

Beginning of each conversation,
monitoring, 15:17

Bugs, 15:20

Categories of conversations, 15:19

Coded language, 15:14

Coded language intercepts, 8:105

Criminal activity, scope of, 15:11

Cryptic language, 15:14

Cryptic language intercepts, 8:105

Distribution, 15:2

Dual recorder minimization, 15:6

Electronic communications, faxes,
and audio files, 15:22

E-mails, minimizing interception,
8:107
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MINIMIZATION—Cont’d

Extrinsic minimization, 15:5
Faxes, minimizing interception,
8:107
Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)
Foreign language intercepts, 8:105
Foreign languages, 15:13
Goals of investigation, 15:11
Guarded language, 15:14
Guarded language intercepts,
8:105
Initial minimization procedures,
15:16
Interception, 15:2
Intrinsic minimization, 15:4
Judges, 8:106
Location of interception
Generally, 15:12
Public premises, 15:21
Public telephones, 15:21
Other minimization problems,
15:26
Patterns of conversations, 15:19
Physician-patient privilege, 15:24
Privileged communications, 15:23
to 15:25
Privileged professional as target,
15:25
Procedure, 15:16 to 15:19
Public premises, 15:21
Public telephones, 15:21
Retention, 15:2
Roving interceptions, 10:14
Scope of criminal activity, 15:11
Scott v. United States , 15:8
Spot monitoring, 15:18
State variations, 15:27
Subject to interception, 15:15
Suppression of evidence
Generally, 35:50, 35:59 to
35:70
Burden of proof, 35:61
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MINIMIZATION—Cont’d

Suppression of evidence—Cont’d
Defense planning, 35:65, 35:66
Discovery, 35:62
Evaluation, 35:59
Limited standing of non-resi-

dent, 35:53
Non-resident’s standing, 35:52
to 35:54
Oral intercepts, 35:55 to 35:58
Prima facie showing, 35:63
Private residence, oral
intercepts, 35:56
Public locations, oral intercepts,
35:57
Social club, oral intercepts,
35:58
Standing, 35:51 to 35:60
State variations, 35:60
Statistical analysis, 35:64
Unlimited standing of non-resi-
dent, 35:54
Telephones, 15:12
Text messages and other electronic
communications, 8:105.50

Wording of minimization clause,
8:104

MINNESOTA

Generally, 27:184 to 27:193

Anti-phishing, 27:186

Biometrics, 27:184.50

Child sex offenses involving
computers, 27:187

Civil cause of action by statute,
27:191

Computer crime, 27:185

E-mail regulation, 27:190

Internet or computer-assisted
hunting, 27:188

Internet privacy, 27:189

Law enforcement officers,
consensual interceptions by,
5:49

Private persons, consensual
interceptions by, 5:130
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MINNESOTA—Cont’d

Uniform Electronic Transactions
Act, 27:193

Unlawful interceptions or
disclosures, 3:79

Unmanned aircraft vehicles,
27:192

MISSING TAPES

Consensual interceptions, 5:181,
5:182

Rerecording of missing original,
41:15

MISSISSIPPI

Generally, 27:194 to 27:200

Biometrics, 27:194.10

Child and adult sex offenses
involving computers, 27:196

Civil cause of action, 27:198

Computer crime, 27:195

Internet or computer-assisted
hunting, 27:197

Law enforcement officers,
consensual interceptions by,
5:50

Private persons, consensual
interceptions by, 5:131

Uniform Electronic Transactions
Act, 27:200

Unlawful interceptions or
disclosures, 3:80

Unmanned aircraft vehicles,
27:199

MISSOURI

Generally, 27:201 to 27:208

Biometrics, 27:201.50

Child sex offenses involving
computers, 27:204

Civil cause of action by statute,
27:206

Computer crime, 27:202

E-mail regulation, 27:205

Law enforcement officers,

consensual interceptions by,
5:51



INDEX

MISSOURI—Cont’d
Private persons, consensual
interceptions by, 5:132
Uniform Electronic Transactions
Act, 27:208
Unlawful interceptions or
disclosures, 3:81

Unmanned aircraft vehicles,
27:207

MISSTATEMENTS
Probable cause, 8:67
Suppression of evidence, 35:26

MOBILE MULTIMODAL
BIOMETRIC
IDENTIFICATION

Biometrics, 31:18

MOBILE TELEPHONES

Cellular and Mobile Telephones
(this index)

MONITORING
Computer trespass activity, sample
authorization for monitoring,
App.J
Devices (this index)
Sample letter for provider moni-
toring, App. H

MONTANA
Generally, 27:209 to 27:214
Biometrics, 27:209.50

Civil cause of action by statute,
27:212

Computer crime, 27:210

Identity theft, 27:211

Internet privacy, 27:211

Law enforcement officers,
consensual interceptions by,
5:52

Private persons, consensual
interceptions by, 5:133

Uniform Electronic Transactions
Act, 27:214

Unlawful interceptions or
disclosures, 3:82
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MONTANA—Cont’d
Unmanned aircraft vehicles,
27:213

MOTELS AND HOTELS

Monitoring device in hotel room,
2:48

MOTOR VEHICLES
Tracking Devices (this index)

MOVING PICTURES EXPERT
GROUP-3 (MP3)
Defined, 21:3

MOVING TARGET, CHANGING
PHONE NUMBERS
Other investigative procedures,
8:87
Probable cause, 8:64

MULTIPLE DEVICES

Foreign intelligence and national
security surveillance of
targets within the U.S., 12:51

NAMES
Identification (this index)

NATIONAL WIRETAP
COMMISSION REPORT
AND STUDIES

Generally, 1:13

NEBRASKA
Generally, 27:215 to 27:221
Biometrics, 27:215.50
Child sex offenses involving
computers, 27:217
Civil cause of action, 27:220
Computer crime, 27:216

Internet or computer-assisted
hunting, 27:219

Internet privacy, 27:218

Law enforcement officers,
consensual interceptions by,
5:53

Private persons, consensual
interceptions by, 5:134
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NEBRASKA—Cont’d
Uniform Electronic Transactions
Act, 27:221

Unlawful interceptions or
disclosures, 3:83

Unmanned aircraft vehicles,
27:220

NETWORK BANNER

Sample network banner language,
App. A

NETWORK INTRUDER

Pen register/trap and trace on
computer network intruder,
sample application and order,
App. F

NEVADA
Generally, 27:222 to 27:230
Biometrics, 27:222.50

Child and adult sex offenses
involving computers, 27:225

Civil cause of action by statute,
27:228

Computer crime, 27:223

E-mail regulation, 27:224

Internet pharmacies, 27:226

Internet privacy, 27:227

Law enforcement officers,
consensual interceptions by,
5:54

Private persons, consensual
interceptions by, 5:135

Uniform Electronic Transactions
Act, 27:230

Unlawful interceptions or
disclosures, 3:84

Unmanned aircraft vehicles,
27:229

NEW HAMPSHIRE
Generally, 27:231 to 27:238
Biometrics, 27:231.50

Child and adult sex offenses
involving computers, 27:233
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NEW HAMPSHIRE—Cont’d

Civil cause of action by statute,
27:236

Computer contaminants, 27:234

Computer crime, 27:232

Internet or computer-assisted
hunting, 27:235

Law enforcement officers,
consensual interceptions by,
5:55

Malicious software activities,
27:234

Private persons, consensual
interceptions by, 5:136

Uniform Electronic Transactions
Act, 27:238

Unlawful interceptions or
disclosures, 3:85

Unmanned aircraft vehicles,
27:237

NEW JERSEY

Generally, 27:239 to 27:247

Biometrics, 27:239.50

Child and adult sex offenses
involving computers, 27:241

Civil cause of action by statute,
27:245

Computer crime, 27:240

Intenet dating regulation, 27:242

Internet or computer-assisted
hunting, 27:244

Internet privacy, 27:243

Law enforcement officers,
consensual interceptions by,
5:56

Private persons, consensual
interceptions by, 5:137

Statutory and other definitions,
2:36

Uniform Electronic Transactions
Act, 27:247

Unlawful interceptions or
disclosures, 3:86

Unmanned aircraft vehicles,
27:246
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NEW MEXICO
Generally, 27:248 to 27:256
Biometrics, 27:248.50
Child sex offenses involving
computers, 27:250

Civil cause of action by statute,
27:254

Computer crime, 27:249

E-mail regulation, 27:253

Identity theft, 27:251

Internet or computer-assisted
hunting, 27:252

Internet privacy, 27:251

Law enforcement officers,
consensual interceptions by,
5:57

Private persons, consensual
interceptions by, 5:138

Uniform Electronic Transactions
Act, 27:256

Unlawful interceptions or
disclosures, 3:87

Unmanned aircraft vehicles,
27:255

NEW YORK

Generally, 27:257 to 27:268

Biometrics, 27:257.50

Child sex offenses involving
computers, 27:259

Civil cause of action by statute,
27:266

Computer contaminants, 27:263

Computer crime, 27:258

Consumer protection, 27:265

Cyber piracy, 27:261

E-mail regulation, 27:264

Internet or computer-assisted
hunting, 27:260

Internet privacy, 27:262

Law enforcement officers,
consensual interceptions by,
5:58

Malicious software activities,
27:263
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NEW YORK—Cont’d

Private persons, consensual
interceptions by, 5:139

Service of process and papers,
18:11

Statutory and other definitions,
2:37

Uniform Electronic Transactions
Act, 27:268

Unlawful interceptions or
disclosures, 3:88

Unmanned aircraft vehicles,
27:267

1983 ACTIONS

Civil actions, immunity and Title
111, 3:51

NO ELECTRONIC THEFT ACT

Statutory authority, 17 U.S.C.
§ 506, 25:16

NONDISCLOSURE ORDERS
Counterintelligence, 7:54.30

NON-U.S. PERSONS

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1801(b)(1), 12:37

NORTH CAROLINA
Generally, 27:269 to 27:277
Biometrics, 27:269.50
Child sex offenses involving

computers, 27:272

Civil cause of action by statute,
27:275

Computer crime, 27:270

Cyberstalking, 27:271

Internet privacy, 27:273

Internet ticket sales, 27:274

Law enforcement officers,
consensual interceptions by,
5:59

Private persons, consensual
interceptions by, 5:140
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NORTH CAROLINA—Cont’d
Uniform Electronic Transactions
Act, 27:277

Unlawful interceptions or
disclosures, 3:89

Unmanned aircraft vehicles,
27:276

NORTH DAKOTA
Generally, 27:278 to 27:286
Anti-phishing, 27:281
Biometrics, 27:278.50
Child sex offenses involving

computers, 27:280

Civil cause of action by statute,
27:284

Computer crime, 27:279

E-mail regulation, 27:282

Internet livestock market, 27:283

Law enforcement officers,
consensual interceptions by,
5:60

Private persons, consensual
interceptions by, 5:141

Uniform Electronic Transactions
Act, 27:286

Unlawful interceptions or
disclosures, 3:90

Unmanned aircraft vehicles,
27:285

NOTICE

Defense strategy, 33:2

Extensions of interception, 9:18

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

Inventory, service of notice and
inventory, 18:4

Orders and Applications (this
index)

Pre-arrest defense strategy, 33:2

Pre-interception notice, 8:65

Pre-intercept notice to target,
8:118
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NOTICE—Cont’d
Pretrial or prehearing notice,
18:10
Second generation orders, 9:19
Service of Process and Papers
(this index)
Stored wire and electronic com-
munications
Constitutionality of withholding
and postponing notice
without showing of prob-
able cause, 7:59
Postponement of notice by
government, 7:57
Preclusion of notice to suspect,
7:58
Tracking devices, 29:28

NOTIFICATION PRIOR TO
EVIDENTIARY USE
Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

OBJECTIONS
Other investigative procedures,
8:83 to 8:85

Pen registers, traces and traps,
4:23

OFFICIAL FOREIGN POWERS
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1801(a)(1)-(3),
12:35

OHIO
Generally, 27:287 to 27:294
Biometrics, 27:287.50
Civil cause of action by statute,

27:292

Computer crime, 27:288
Cyberstalking, 27:289
E-mail regulation, 27:290

Insurance cyber and data security,
27:291.10



INDEX

OHIO—Cont’d

Internet privacy, 27:291

Law enforcement officers,
consensual interceptions by,
5:61

Private persons, consensual
interceptions by, 5:142

Uniform Electronic Transactions
Act, 27:294

Unlawful interceptions or
disclosures, 3:91

Unmanned aircraft vehicles,
27:293

OKLAHOMA
Generally, 27:295 to 27:304
Anti-phishing, 27:301
Biometrics, 27:295.50

Child sex offenses involving
computers, 27:297

Civil cause of action by statute,
27:302

Computer crime, 27:296
E-mail regulation, 27:300

Internet or computer-assisted
hunting, 27:298

Internet privacy, 27:299

Law enforcement officers,
consensual interceptions by,
5:62

Private persons, consensual
interceptions by, 5:143

Uniform Electronic Transactions
Act, 27:304

Unlawful interceptions or
disclosures, 3:92

Unmanned aircraft vehicles,
27:303

OMISSIONS
Probable cause, 8:67

OPEN FIELDS

Oral communications, expectation

of non-interception, 2:49
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OPENING STATEMENTS

Preliminary matters, 41:9

ORAL COMMUNICATIONS

Blatantly criminal behavior, nature
of conversation or conduct
intercepted, 2:46

Civilians secretly taping public
official, 2:57

Consensual interceptions

Owner, consent by, 2:51
Consent by owner, 2:51
Definitions

Civilians secretly taping public

official, 2:57
Consent by owner, 2:51
Conversations between public
officials (no consenting
participant), 2:59

Eavesdropping by owner, 2:52

Expectation of non-interception,
2:24

Hotel room bug, 2:48

Interceptee’s suspicion of
surveillance, 2:28

Interstate commerce, nexus to,
2:23

Nature of conversation or
conduct intercepted, 2:44
to 2:46

Officer’s recording of own

interrogation by others,
2:58

Police car intercepts, 2:54

Public meetings, 2:50

Semi-public meetings, 2:50

State variations and case law,

2:29

Unaided ear analogy, 2:27
Eavesdropping by owner, 2:52
Expectation of noninterception

Against whom, 2:43

Location of communication,

2:47 to 2:55
Nature of conversation or
conduct, 2:44 to 2:46
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ORAL COMMUNICATIONS
—Cont’d
Expectation of noninterception
—Cont’d
Public officials’ expectations of
non-interception, 2:56 to
2:60
Relevant factors, 2:42
Statutory definitions and
constitutional principles,
2:24 to 2:27
Family interceptions, 6:26
Foreign Intelligence Surveillance
Act (FISA), 12:29
Grand jury use of interceptions,
32:2,32:3
Home, interception device in, 2:47
Hotel room, interception device in,
2:48
Interceptee’s suspicion of surveil-
lance, 2:28
Interstate commerce, 2:29
Interstate commerce, nexus to,
2:23
Location of Interception (this
index)
Minimization, 15:20
Nature of conversation or conduct
intercepted, 2:44 to 2:46
Open fields, 2:49
Orders and applications
Location of interception, 8:50
Other investigative procedures,
bugs as, 8:86
Roving Interceptions (this
index)
Other investigative procedures,
bugs as, 8:86
Overhearing with naked ear, 6:58
Police car intercepts, 2:54
Prisoners’ conversations, 6:53
Private citizens, unlawful intercep-
tions by, prosecutorial use,
6:34
Public meetings, 2:50
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ORAL COMMUNICATIONS
—Cont’d
Public officials’ expectations of
non-interception
Generally, 2:56
Civilian’s interception of
conversation with public
official, 2:57
Civilian video or audio
interception of public
officials engaged in public
duties, 2:60
Conversations between public
officials (no consenting
participant), 2:59
Officer’s recording of own
interrogation by others,
2:58
Questioning by public officials,
nature of conversation or
conduct intercepted, 2:45
Residence, monitoring device in,
2:52
Roving Interceptions (this index)
Semi-public meetings, 2:50
Suspicions of surveillance by
interceptee, 2:28
Title 111, 1:12
Unaided ear analogy, 2:27

ORAL CONVERSATIONS
Prisoner’s conversations, 6:53

ORDERS AND APPLICATIONS
Generally, 8:1 to 8:138
Acting state official, authority of,
8:19
Additional information
Amendment, adding crimes by,
16:5, 16:6
Other interceptees, as yet
unknown, 8:32
Address, incorrect, 8:51

Administrative Office, reports to,
8:138

Administrative reports, 8:15
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ORDERS AND APPLICATIONS

—Cont’d
Affiants, 8:26
Affidavits, signing and swearing
to, 8:131
Agency, law enforcement, 8:21
Amendment, additional crimes by,
16:5, 16:6
Appellate review
Probable cause, 8:66
Role of reviewing court, 8:66
Standard, 8:92
As soon as practicable, 8:97
Attainment of objective, 8:100
Authorization
Generally, 8:4 to 8:20
Acting state official, authority
of, 8:19
Case law, federal wire or oral
interceptions, 8:5
Delegation of authority
federal applications, 8:16
state applications, 8:17 to
8:20
Emergency surveillance
post-interception authoriza-
tion, 11:7
pre-interception authoriza-
tion, 11:5
Federal applications
generally, 8:6
delegation of authority, 8:16
Federal wire or oral intercep-
tions, case law, 8:5
Form of authorization, 8:14
Identification of authorizing
officials, 8:13
Jurisdiction, 8:8
Role of authorizing officials,
8:12
Roving interceptions, 10:3
State applications, below
Suppression of evidence, 35:25
US v. Giordano , federal wire or
oral interceptions, 8:5
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ORDERS AND APPLICATIONS

—Cont’d
Boilerplate issue, evaluating
government’s showing, 8:91
Bugs. Oral Communications
(this index)
Candor in law enforcement
officials, 8:3
Cell phones, cloned or burnout,
8:48
Civilian monitors
Contents of application and
order, 8:23
18 U.S.C.A. § 2518(5), 8:22
State law, 8:24
Compelling cooperation, 8:120
Constitutional law, 8:2
Crimes, specifying
Generally, 8:41 to 8:44
Designated offenses, below
Interstate issues, 8:44
Related designated offenses,
8:42
Related nondesignated offenses,
8:43
Dangerous to life, limb, or prop-
erty, state discretion, 8:38
Decision to seek extension, 9:6
Delay between issuance and com-
mencement of interception,
8:97
Delegation of authority
Federal applications, 8:16
State applications, 8:17 to 8:20
Description of communications
Generally, 8:52
Roving Interceptions (this
index)
Designated offenses
Generally, 8:35 to 8:44
Dangerous to life, limb, or
property, state discretion,
8:38
Discretion of state, 8:36 to 8:38
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ORDERS AND APPLICATIONS

—Cont’d
Designated offenses—Cont’d
Electronic communications,
8:40
Federal applications and orders,
8:35
Federal crimes, designating in
state intercept orders, 8:39
Related designated offenses,
specifying crimes, 8:42
State discretion, 8:36 to 8:38
State statutes, 8:37
Disclosures about interception
orders, 3:22
Duration of interception. Time of
Interception (this index)
Effective date of interception,
8:96
18 U.S.C.A. § 2518(3)-(5),
contents of order, 8:122
18 U.S.C.A. § 2518(6), progress
reports, 8:121
Emergency Surveillance (this
index)
Expert opinion, 8:63
Extensions, 8:117
Extensions of Interception (this
index)
Extensions of interceptions, 9:6
Extent of surveillance, 8:99
Factual findings, contents of order,
8:122
False statements
Probable cause, 8:67
Suppression of evidence, 35:26
Federal applications
Generally, 8:6
Delegation of authority, 8:16
Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)
Form of authorization, 8:14
Fourth Amendment, 8:2
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ORDERS AND APPLICATIONS

—Cont’d
Goals of investigation
Generally, 8:75 to 8:80
Cautionary words, 8:80
Larger conspiracies investiga-
tions, 8:78
Minimization, 15:11
Necessity in light of investiga-
tive goals, 8:75
Need for additional evidence,
8:76
Severity of crimes under
investigation, 8:79
Targeted individuals, additional
evidence needed, 8:76
Time-sensitive investigations,
8:77
Government’s showing, 8:91
Hours of surveillance, extensions
of, 14:10
Identification of authorizing
officials, 8:13

Incorporation by reference, 8:116
Informants, 8:59
Intensity of surveillance, 8:99
Interstate issues, 8:44
Joint federal-state investigations,
8:25
Judges
Generally, 8:123
Choosing among eligible
judges, 8:129
18 U.S.C.A. § 2518(3), mobile
interception devices, 8:126
18 U.S.C.A. § 2518(3), territo-
rial jurisdiction, 8:125
18 U.S.C.A. § 2510(9)(a),

subject matter jurisdiction,
8:124

Federal orders, 8:124, 8:125

Minimization, 8:106

Mobile and cellular phones,
state orders, 8:128
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ORDERS AND APPLICATIONS
—Cont’d
Judges—Cont’d
Mobile interception devices,
8:126

State orders, 8:127, 8:128

Subject matter jurisdiction,
federal orders, 8:124

Submitting application and
order to judge, 8:130

Territorial jurisdiction, federal
orders, 8:125

Judges (this index)
Judicial responsibility
Generally, 8:135
Additional information, 18
U.S.C.A. § 2518(2), 8:136
Administrative Office, reports
to, 8:138
Decision to issue, 8:137
18 U.S.C.A. § 2518(2), 8:136

18 U.S.C.A. § 2518(3), decision
to issue, 8:137

Ex parte proceeding, 18
U.S.C.A. § 2518(2), 8:136

Reports to Administrative
Office, 8:138

Jurisdiction (this index)
Kahn, Donovan, Scott decisions

Conversations between identi-
fied and non-identified
participants, 8:28

Conversations between persons
not named in order, 8:29

Failure to identify participant as
probable interceptee, 8:30
Implications, 8:31
Who must be identified as prob-
able interceptee, 8:30
Law enforcement agency, 8:21

Leaking information about
interception orders, 3:22

Location of interception
Bugs, 8:50
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ORDERS AND APPLICATIONS
—Cont’d
Location of interception—Cont’d
Cell phones, cloned or burnout,
8:48
18 U.S.C.A. § 2518(4)(b), 8:46
18 U.S.C.A. § 2518(1)(b)(ii),
8:46
Wiretaps, 8:47
Location of Interception (this
index)
Minimization (this index)
Misstatements, factual, 8:90
Moving target, changing phone
numbers
Other investigative procedures,
8:87
Probable cause, 8:64
Multiple location application, 8:88

Naming those for whom probable
cause is lacking, persons to
be intercepted, 8:33

Nondesignated offenses, 8:43
Normal investigative procedures,
extensions of interceptions,
9:12
Notice
Extensions of interceptions,
9:18
Pre-intercept notice to target,
8:118
Second generation orders, 9:19
Objections, 8:83 to 8:85

Offenses. Crimes, specifying,
above

Omissions, 8:67, 8:90
Oral Communications (this
index)
Other crimes and criminals
Amendment, adding crimes by,
16:5, 16:6
Other criminal charges, 3:23

Other interceptees, as yet
unknown, 8:32
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—Cont’d
Other investigative procedures
Generally, 8:71 to 8:92
Additional crimes, targets,
telephones or premises,
8:89
Bugs as other procedures, 8:86
Dangerous, 8:84
Defense challenges, 8:83 to
8:85
Moving target, 8:87
Multiple location application,
8:88
Necessity, 8:71
New crimes, targets, telephones
or premises, 8:89
Objections, 8:83 to 8:85
Requirement of other investiga-
tive procedures, 8:71
Tried and failed, 8:83
Unlikely, 8:84
Wiretaps as other procedures,
8:86
Pen registers, 4:13 to 4:16
Pen register/trap and trace for
web-based e-mail account,
sample, App. D
Pen register/trap and trace on
computer network intruder,
sample, App. F
Pen register/trap and trace to col-
lect addresses on e-mail sent
to/from target account,
sample, App. E
Period of interception. Time of
Interception (this index)
Persons intercepted, 8:27 to 8:34
Place. Location of Interception
(this index)
Pre-intercept notice to target,
8:118
Prior applications
Generally, 8:110 to 8:115
Advisable, 8:111
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ORDERS AND APPLICATIONS

—Cont’d
Prior applications—Cont’d
18 U.S.C.A. § 2518(1)(e), 8:110
Facilities or places specified vs
mentioned, 8:113
Known to investigative team,
8:114
Not prior interceptions, 8:112
Remedy for noncompliance,
8:115
Requirements, 8:111
Specified vs mentioned prior
facilities or places, 8:113
Privileged communications
Addressing problem in applica-
tion and order, 8:109
Statutory treatment, 8:108
Probable cause, 8:66
Progress reports, 8:121
Public telephones, 8:49
Related offenses
Designated offenses, 8:42
Nondesignated offenses, 8:43
Roving Interceptions (this index)
Sealing
Custody and copies, 8:13, 8:132
Destruction, 8:134
18 U.S.C.A. § 2518(2), custody
and copies, 8:132
Extensions of interceptions,
9:18
Non-compliance, 8:133
Second generation orders, 9:19
Substantial compliance, 8:133
Unsealing, 8:134
Second Generation Orders (this
index)
Service, orders for postponement
of, 18:5, 18:6
Signing and swearing to affidavits,
8:131
Signing order, 8:131
Sign state applications, authority
to, 8:20



INDEX

ORDERS AND APPLICATIONS

—Cont’d
Staleness, 8:65
State applications
Generally, 8:7
Acting state official, authority
of, 8:19
Delegation of authority, 8:17 to
8:20
18 U.S.C.A. § 2516(2), 8:7
Federal law, 8:9
Federal law on state
intrajurisdictional issues,
8:9
Joint federal-state investiga-
tions, 8:25
Jurisdictional restrictions, 8:8
Persons intercepted, 8:34
Sign application, authority to,
8:20
State law, generally, 8:10
State laws, 8:18
State statutes
Designated offenses, 8:37
Persons to be intercepted, 8:34
Subjects of interceptions, 8:27 to
8:34
Submitting application and order
to judge, 8:130
Suppression of Evidence (this
index)
Tainted information, 8:69
Telephones (this index)
Termination of interception, 8:98,
14:11
Time of Interception (this index)
Tried other investigative
procedures and failed, 8:83
Wire communications.
Telephones (this index)
Wiretaps
Location of interception, 8:47

ORDINARY COURSE OF

BUSINESS
Devices, 2:84
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ORDINARY COURSE OF
BUSINESS—Cont’d
Employer interception of
employee conversations, 6:8

OREGON

Generally, 27:305 to 27:310

Biometrics, 27:305.50

Child sex offenses involving
computers, 27:307

Civil cause of action by statute,
27:308

Computer crime, 27:306

Law enforcement officers,
consensual interceptions by,
5:63

Private persons, consensual
interceptions by, 5:144

Uniform Electronic Transactions
Act, 27:310

Unlawful interceptions or
disclosures, 3:93

Unmanned aircraft vehicles,
27:309

ORGANIZED CRIME
Emergency surveillance, 11:4

OTHER CRIMES AND
CRIMINALS
Generally, 16:1 to 16:25
Amendment, adding crimes by,
16:5, 16:6
As soon as practicable
Inter-jurisdictional issues, 16:22
Requirement, 16:21
Attacking subsequent applications,
16:24
Auvailability of suppression rem-
edy, 16:23
Defining evidence derived, 16:17
Defining other offenses
Generally, 16:9
Federal law, similar or related
crimes, 16:10
State variations, similar or
related crimes, 16:11
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OTHER CRIMES AND
CRIMINALS—Cont’d
Different criminals, different
crimes, 16:6.50
Disclosures
Investigative use, 16:4
Testimonial use, 16:25
Evaluation, 16:14
Evidence
Definition of evidence derived,
16:17
Testimonial use, 16:25
Form of subsequent application
and judicial approval order,
16:18
State variation, 16:19
Interception, 16:2, 16:3
Inter-jurisdictional issues
As soon as practicable, 16:22
Defining other offenses, 16:13
Investigative use, 16:4
Issuing or approving judge, role,
16:20
Judges
Issuing or approving judge,
role, 16:20
Suppression hearing judge, role,
16:20
Judicial approval order, form,
16:18, 16:19
New individuals, 16:7
Nondesignated offenses
Federal law, 16:15
State variation, 16:16
Orders and Applications (this
index)
Overview, 16:8
Plain view doctrine analogy, 16:2
RICO and similar umbrella
crimes, 16:12
State variations
Adding crimes by amendment,
16:6
18 U.S.C.A. § 2517(5),
testimonial use of other
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OTHER CRIMES AND
CRIMINALS—Cont’d
State variations—Cont’d
crimes evidence, 16:8
Interception, 16:3
Judicial approval order, form,
16:19
Nondesignated offenses, 16:16
Statutory authority

18 U.S.C.A. § 2517(5),
investigative use, 16:4

18 U.S.C.A. § 2517(5),
testimonial use of other
crimes evidence, 16:8

Subsequent application and
judicial approval order, 16:18

State variations, 16:19
Subsequent applications, attack-
ing, 16:24
Suppression hearing judge, role,
16:20

Suppression remedy, availability,
16:23

Umbrella crimes, 16:12
Unknown interceptees, other, 8:32

OTHER INVESTIGATIVE
PROCEDURES

Orders and Applications (this
index)

OVERHEARING WITH NAKED

EAR
Generally, 6:58

PACKET SNIFFERS
Defined, 21:3

Internet technology and
cybercrime, 21:7

PAGER LOGS

Investigative disclosure and use,
14:7

PAGERS
Electronic Pagers (this index)



INDEX

PALM PRINTS
Biometrics, 31:6

PARENTS AND CHILDREN
Children (this index)

PAROLE
Monitoring computer use, 6:57
Prisoners’ conversations, 6:56,
6:57
Searches, 23:20

PASSIVE LISTENING

Consensual interceptions, listening
posts, 5:12

PASSWORDS

Border searches, 23:19

Expectation of privacy, 22:7

Fourth Amendment, 22:5, 22:6

Phishing, 21:13

Private versus government
searches, 23:3

Public-sector employment
searches, 23:7

School and university systems,
23:8

Third party consent, 5:2, 23:16,
23:17

PATTERNS OF
CONVERSATIONS
Minimization, 15:19

PEER-TO-PEER SOFTWARE
Defined, 21:3

PENALTIES

Criminal Interceptions or
Disclosures (this index)
Discovery, 33:9

PENNSYLVANIA
Generally, 27:311 to 27:318
Biometrics, 27:311.50
Child sex offenses involving
computers, 27:313

Civil cause of action by statute,
27:316
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PENNSYLVANIA—Cont’d
Computer crime, 27:312
E-mail regulation, 27:315
Internet or computer-assisted
hunting, 27:314
Law enforcement officers,
consensual interceptions by
Generally, 5:64
Hostage and barricade situa-
tions, 5:68
Nonconsenting party’s home,
oral communications
requirement, 5:67
Other consensual interception
issues, 5:69
Other locations, oral com-
munications requirement,
5:67
Prosecutorial approval required,
5:65
Undercover officer provision,
5:66
Private persons, consensual
interceptions by, 5:145
Statutory and other definitions,
2:38
Uniform Electronic Transactions
Act, 27:318
Unlawful interceptions or
disclosures, 3:94
Unmanned aircraft vehicles,
27:317

PEN REGISTERS

Generally, 3:32, 4:1 to 4:28

Annual reports, 4:20

Applications, 4:13 to 4:16

Cell phone counterparts, 4:6

Collection of addresses on e-mail
sent to/from target account,
sample application and order,
App. E

Compelling cooperation, 4:19

Computer network intruder,

sample application and order,
App. F
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Defense to unlawful interceptions
or disclosures, 4:22

Definitions, 4:10

E-mail, 4:16

Emergency surveillance, 4:18

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1805(-1), 12:47

Foreign Intelligence Surveillance
Act (FISA), 50 US.C.A.
§ 1842, 12:31

Judge, role of, 4:14

Jurisdiction, 4:14

No suppression remedy, 4:24

Objections, 4:23

Ongoing criminal investigations,
4:14.50

Orders and applications, 4:13 to
4:16

Probable cause sorces, 8:61.50

Reports, 4:20

Smith v. Maryland , 4:7

Standing to challenge, 4:23

State laws, 4:21

Statutory provisions, 4:10 to 4:15

Unlawful interceptions or
disclosures, 4:22

Web-based e-mail account, sample
application and order, App.
D

PERJURY
Grand jury use of interceptions,
32:9
PERMANENT SEAL

Foreign intelligence and national
security surveillance of
targets within the U.S., 12:45

PERSON

Statutory and other definitions,
2:124
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PERSONAL COMPUTERS
Interception devices, 2:97, 2:98

PERSONAL DIGITAL
ASSISTANTS (PDAs)
Generally, 22:1
Attorneys, 3:54
Parent/child searches, 23:10

Sample network banner language,
App. A

PERSONALLY AGGRIEVED
Suppression of evidence, 35:10

PHARMACIES

Kentucky, doing business on
Internet, 27:140

Nevada, Internet pharmacies,
27:226

PHISHING

Generally, 25:8

Constitutional considerations,
25:2

Copyright statutes, 25:15

Department of Justice report and
guidelines, 21:13, 22:2

Illinois, 27:108

Internet technology and
cybercrime, 21:13

Louisiana, 27:150

Minnesota, 27:186

North Dakota, 27:281

Oklahoma, 27:301

Rhode island, 27:324

Tennessee, 27:350

Texas, 27:359

Wire fraud, 25:14

PHOTOGRAPHY

Computers and the Internet,
searching computers,
photographs as supporting
documentation, 24:7

Technologically Enhanced
Visual Surveillance (this
index)



INDEX

PHYSICIAN-PATIENT
PRIVILEGE

Privileged Communications (this
index)

PIRACY
Cyber Piracy (this index)

PLACE OR LOCATION

Location of Interception (this
index)

PLEA BARGAINING
Generally, 33:20

POLICE
Law Enforcement Officers (this
index)
POLICE CAR RECORDINGS
Prisoners’ conversations, 6:44

PORNOGRAPHY
Child Pornography (this index)

PORT SCANNING
Defined, 21:3

POST-DENIAL DISCLOSURE
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1806(g), 12:93

POST-PATRIOT ACT
LITIGATION

Foreign Intelligence Surveil-

lance Act (FISA) (this index)

POSTPONEMENT
Delay (this index)

POTENTIAL SURVEILLANCE
OF INNOCENT U.S.
PERSON

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)
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PRECLUSION OF NOTICE

Stored wire and electronic com-
munications, 7:58

PRECURSOR CHEMICALS
Electronic tracking devices, 29:7

PREJUDICE
Preliminary matters, 41:7

Service of process and papers,
18:9

PRELIMINARY DEFENSE
STRATEGY AND MOTIONS

Anticipatory countermeasures,
33:1

Bill of particulars, 33:15

Consequences, failure to disclose,
33:9

Disclosure

Consequences for failure to
make, 33:9
Transcripts, 33:10
Discovery
Generally, 33:4
Discovery and suppression
strategy, 33:18
Technical data, 33:12
Examinations for tampering, 33:11
Freedom of Information Act, 33:7
Grand jury minutes, motion to
inspect, 33:17
Motion for discovery, 33:8
Motion to sever, 33:19
Motion to suppress, 33:21
Other materials, 33:14
Plea bargaining, 33:20
Progress reports, 33:13
Receipt of notice, 33:2
Rules of Criminal Procedure, 33:5
Severance, motion for, 33:19,
33:21
Statutory authority
18 U.S.C.A. § 2518(9), 33:4
18 U.S.C.A. § 3504, 33:6
18 U.S.C.A. § 2510(a), 33:4
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PRELIMINARY DEFENSE
STRATEGY AND MOTIONS
—Cont’d

Supplemental discovery motion,
33:16

Tampering, examinations for,
33:11

Technical data discovery, 33:12
Time of receipt of notice, 33:2
Time of subpoena, 33:3
Transcripts, disclosure, 33:10

PRELIMINARY MATTERS
Generally, 41:1 to 41:10

Defense counsel’s pre-trial prepa-
ration, 41:6

Defense trial strategy, 41:3

Discovery (this index)

Opening statements, 41:9

Prejudicial matters, 41:7

Pretrial Litigation (this index)

Prosecutorial trial strategy, 41:2

Prosecutor’s pre-trial preparation,
41:5

Relevancy, 41:7

Witnesses, introductory, 41:10

PRESERVATION OF EVIDENCE
Custody and Control (this index)

PRESERVATION REQUESTS

Sample language for preservation
request letters under 18
U.S.C. 2703(f), App. C

PRE-SURVEILLANCE
PROCEDURES

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

PRETRIAL LITIGATION
Grand Jury (this index)

Other investigative bodies and
agencies, 32:26
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PRISONERS’ CONVERSATIONS

Generally, 6:42 to 6:57

Admissibility against non-prisoner
participant, 6:51

Arrest, pre-arraignment detention
after, 6:44

Disclosure of phone calls as evi-
dence, 6:50

E-mail correspondence with
attorneys, 6:54.60

Fifth Amendment challenges,
6:54.50

Implied consent, 6:46

Intercom conversations, 6:54

Law enforcement exception to
definition of device, 6:47,
6:48

Monitoring computer use while on
parole or probation, 6:57

Non-prisoner participant, admis-
sibility against, 6:51

Oral conversations, 6:53

Other issues relating to phone
calls, 6:52

Parole, 6:56, 6:57

Police car recordings, 6:44

Prison officials as investigative
and law enforcement officers,
6:49

Probation, 6:56, 6:57

Telephone conversations, 6:45,
6:46

Telephone-intercom conversations
with visitors, 6:54

Visitors, conversations with, 6:54

PRIVACY

Arkansas, 27:36
Biometrics, 31:48, 31:50
California, 27:44, 27:45
Colorado, 27:55
Connecticut, 27:64
Delaware, 27:72

Electronic Communications
Privacy Act (ECPA), 1:15
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PRIVACY—Cont’d

Foreign intelligence and national
security surveillance of
targets within the U.S.,
privacy-protected radio com-
munications, 50 U.S.C.A.
§ 1806(i), 12:81

Hawaii, 27:92

Illinois, 27:109

Maryland, 27:166

Michigan, 27:177

Minnesota, 27:189

Montana, 27:211

Nebraska, 27:218

Nevada, 27:227

New Jersey, 27:243

New Mexico, 27:251

New York, 27:262

North Carolina, 27:273

Ohio, 27:291

Oklahoma, 27:299

Rhode island, 27:321

South Carolina, 27:332

South Dakota, 27:340

Tennessee, 27:347

Texas, 27:361

Virginia, 27:384

PRIVACY PROTECTION ACT

Federal computer legislation,
25:11

Statutory authority, 42 U.S.C.
§ 2000aa, 25:11

PRIVATE CITIZENS,
INTERCEPTIONS BY
Generally, 6:1 to 6:41
Chandler v. U.S. Army , prosecuto-
rial use of unlawful intercep-
tions, 6:36
Consensual Interceptions (this
index)
Criminal prosecutions, use of
private interceptions
Generally, 6:33 to 6:41
Chandler v. U.S. Army , 6:36
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PRIVATE CITIZENS,
INTERCEPTIONS BY
—Cont’d

Criminal prosecutions, use of
private interceptions—Cont’d
Constitutional principles, 6:34
18 U.S.C.A. § 2515, 6:35
Electronic communications,
6:41
Given to police by private
citizens, 6:39
Jurisdictional decisions, 6:37
Lawful interceptions, 6:33
Pleading and proof, 6:40
Search and seizure, 6:38
Unlawful interceptions, 6:34 to
6:37
Devices
Employer interception of
employee conversations,

Family interceptions, 6:21, 6:22
Employer Interception of
Employee Conversations
(this index)

Family Interceptions (this index)
Foreign interceptions by American
officials without foreign
government involvement,

6:61
Foreign officials, interceptions
with U.S. involvement, 6:60

Jurisdictional decisions,
prosecutorial use of intercep-
tions by private persons, 6:37

Operators, interception by, 6:31

Other private interceptions, 6:32

Pleading and proof, prosecutorial
use of private interceptions,
6:40

Switchboard operators, intercep-
tion by, 6:31

PRIVATE INDUSTRY USE
Biometrics, 31:44 et seq.
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PRIVILEGED
COMMUNICATIONS
Generally, 8:108, 8:109
Application and order, addressing
problem, 8:109
Foreign intelligence and national
security surveillance of
targets within the U.S., 12:78
Grand Jury (this index)
Minimization, 15:23 to 15:25
Statutory treatment, 8:108
Suppression of evidence, 34:29.50
Transcripts and translations,
36:51.50

PROBABLE CAUSE

PROBABLE CAUSE—Cont’d
Particular offenses, 8:56.50
Pen register-trap-and-trace analy-
sis, 8:61.50
Sources, 8:58 et seq.
Staleness, 8:65
Statutory authority
18 U.S.C.A. § 2518(3)(a), (b),
(d), 8:53
18 U.S.C.A. § 2518(1)(b), 8:53
Statutory considerations, 8:53 to
8:57
Stored wire and electronic com-
munications, constitutionality
of withholding and postpon-
ing notice without showing of

Generally, 8:53 to 8:57
Affidavits, discoverability, 8:57
Applications, discoverability, 8:57
Circumstantial evidence, 8:62
Constitutional considerations,
8:53 to 8:57
Defining probable cause, 8:54
Discoverability of applications
and supporting affidavits,
8:57
Expert opinion, 8:63
Extensions of interception, 9:11
False statements, 8:67

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1804(a)(3), 12:49

Illinois v Gates , defining probable
cause, 8:54

Informants, 8:59

Judicial treatment, generally, 8:56

Leon good faith exception, 8:55

Moving target, 8:43

Naming those for whom probable
cause is lacking, persons to
be intercepted, 8:33

Omissions, 8:67

Orders and applications, 8:66

Other sources, 8:61
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probable cause, 7:59
Tainted information, 8:69

PROBATION
Monitoring computer use, 6:57
Prisoners’ conversations, 6:56

PROCEDURE
Fourth Amendment, 1:5

PROGRESS REPORTS
Defense strategy and motions,
33:13
Orders and applications, 8:121

Preliminary defense strategy and
motions, 33:13

PROHIBITED DEVICES
CATYV descramblers, 2:108

Subscription radio descramblers,
2:108

PROPERTY OFFENSES
I1linois, online offenses, 27:107

Rhode island, online offenses,
27:322

PROSECUTORS
Generally, 14:2
Meetings with judge, 14:4
Role, 14:2
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PROSECUTORS—Cont’d
Special message to prosecutors,
1:25
Trial strategy, 41:2
PROTECT AMERICA ACT
Generally, 1:21

PROTECTED COMPUTER
Definitions, 2:143

PROVIDER MONITORING
Sample letter for, App. H

PUBLIC INFORMATION
Criminal interceptions or
disclosures, defenses, 3:13

PUBLICITY
Illegal advertising, 2:109

PUBLIC MEETINGS
Oral communications, 2:50

PUBLIC PREMISES
Minimization, 15:21

PUBLIC TELEPHONES
Location of interception, 8:49
Minimization, 15:21

PUNITIVE DAMAGES

Unlawful interceptions or
disclosures, 3:46

PURPOSE OF SURVEILLANCE

Foreign Intelligence Surveil-
lance Act (FISA) (this index)

QUANTIFICATION

Disclosure of intercepted com-
munications, unlawful, 3:8

RADIO AND
TELECOMMUNICATIONS
Cellular and Mobile Telephones
(this index)
Civil actions for unlawful

interceptions or disclosures,
3:47

© 2022 Thomson Reuters, 11/2022

RADIO AND
TELECOMMUNICATIONS
—Cont’d

Cordless telephones

Attorneys’ cordless telephones,
3:54

Encryption and Scrambling (this
index)

Foreign Intelligence Surveil-
lance Act (FISA) (this index)

Subscription radio descramblers,
2:108

Telephones (this index)

Television and Video Com-
munications (this index)

RADIO DESCRAMBLERS
Devices, 2:108

READILY ACCESSIBLE TO
THE GENERAL PUBLIC
Definitions, 2:139

REALID ACT
Biometrics, 31:29

REASONABLE EXPECTATION
OF PRIVACY

Fourth Amendment, effect of
Internet, 22:7

REASONABLE SUSPICION
Tracking devices, 29:31, 29:33

REASON TO KNOW
Culpable mental states, 2:102

RECORDS
Generally, 3:26
Pen Registers (this index)
Stored wire and electronic com-

munications, transactional
records

Generally, 7:54 et seq.

Counterintelligence investiga-
tions, 7:54 et seq.

Tapes, generally. Tapes (this
index)
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RECORDS—Cont’d
Toll Records (this index)

RECUSAL OF JUDGE
Suppression hearings, 35:2
Trial judge, 41:4

RECYCLE BIN
Defined, 21:3

REFUSAL OF DISCLOSURE

Foreign intelligence and national
security surveillance of
targets within the U.S.,
government’s right, 12:96

REGISTRATION
Illinois, registration of Internet

Auction Listing Service,
27:110

RELATED OFFENSES
Designated offenses, 8:42

RELEASE FROM LIABILITY

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1805(h), 12:100

RELEVANCY
Preliminary matters, 41:7

REMOTING COMPUTING
SERVICE
Definitions, 2:142

REPORTS
Pen registers, 4:20

Roving interceptions, reports to
Administrative Office, 10:16

REPORTS AND OVERSIGHT

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

REPRESENTATION
Attorneys (this index)
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REQUESTS
Sample language for preservation

request letters under 18
U.S.C. 2703(f), App. C

REQUIRED DIRECTIVES
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1805(c)(2), 12:57

REQUIRED INFORMATION
Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

REQUIRED STATEMENT
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1806(b), 12:79

RE-RECORDINGS
Best evidence rule, 41:50
Missing original, 41:15
Specific requirements and circum-
stances, 37:19

RESIDENCE
Monitoring device in home, 2:52

RETENTION OF
CERTIFICATIONS,
APPLICATIONS AND
ORDERS

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1085(g), 12:40

RETENTION OF
NON-FOREIGN
INTELLIGENCE
INFORMATION

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1801(h)(2), 12:73
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RETINA SCANS
Biometrics, 31:9

RHODE ISLAND
Generally, 27:319 to 27:328
Anti-phishing, 27:324
Biometrics, 27:319.50

Civil cause of action by statute,
27:326

Computer contaminants, 27:325

Computer crime, 27:320

Internet or computer-assisted
hunting, 27:323

Internet privacy, 27:321

Law enforcement officers,
consensual interceptions by,
5:70

Malicious software activities,
27:325

Online property offenses, 27:322

Private persons, consensual
interceptions by, 5:146

Uniform Electronic Transactions
Act, 27:328

Unlawful interceptions or
disclosures, 3:95

Unmanned aircraft vehicles,
27:327

RILEY V. CALIFORNIA

Cellular and other mobile phones,
searches incident to arrest,
28:33 to 28:39

ROUTER
Defined, 21:3

ROVING INTERCEPTIONS
Generally, 10:1 to 10:16
Advance installation

Bugs, 10:13
Electronic communications,
10:12
Wiretaps, 10:12
Authorization, 10:3

Bugs. Oral communications,
below
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ROVING INTERCEPTIONS

—Cont’d
Cooperation by telephone
company, 10:15
Description of communications
Bugs, 10:8
Electronic communications,
10:9
Oral communications, 10:8
Wiretaps, 10:9
Dual purpose orders
Generally, 10:11 to 10:13
Bugs, 10:13
Electronic communications,
10:12
Oral communications, 10:11
Wiretaps, 10:12
Electronic communications
Advance installation, 10:12
Description of communications,
10:9
Necessity, showing of, 10:6
Evidence of necessity, 10:5 to
10:7
Identity of interceptee, 10:4
Knowledge
Bugs, 10:13
Electronic communications,
10:12
Location of interception, knowl-
edge of, 10:10
Wiretaps, 10:12
Location of interception, knowl-
edge of, 10:10
Minimization, 10:14
Necessity, showing of, 10:5 to
10:7
Oral communications
Advance installation, 10:13
Description of communications,
10:8
Dual purpose orders, 10:11

Necessity, showing of, 10:5 to
10:7
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ROVING INTERCEPTIONS
—Cont’d
Reports to Administrative Office,
10:16
State laws, 10:2

Statutory authority, 18 U.S.C.A.
§§ 2518(11), (12), 10:1
Telephone wiretaps
Advance installation, 10:12
Cooperation by telephone
company, 10:15
Description of communications,
10:9
Necessity, showing of, 10:6

ROVING SURVEILLANCE

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1805(c)(2)(B), 50
U.S.C.A. § 1805(c)(3), 12:67

SANCTIONS

Criminal Interceptions or
Disclosures (this index)

Discovery, 33:9

SATELLITES
Generally, 30:44 to 30:56
Commercial satellite remote sens-
ing, 30:52, 30:53
Data integration, 30:44 to 30:46

Domestic surveillance, enhanced,
30:51

Fourth Amendment, 30:54

GPS satellite technology, gener-
ally, 30:47 to 30:56

Legislation, 30:55, 30:56

Military satellite technology,
30:51

Receivers, 30:49
Terminology, 30:48
Transmissions, interception, 3:33

US Global Positioning System,
30:49, 30:50
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SATISFACTORY
EXPLANATION

Sealing and custody of tapes,
19:25

SCHOOLS
Biometrics, 31:43

SCOTT v. UNITED STATES
Generally, 15:8

SCRAMBLING
Encryption and Scrambling (this
index)

SEALING
Computers, communications
recorded by, 16:5.1
Orders and applications
Extensions of interception, 9:18
Second generation orders, 9:19
Tapes (this index)

SEARCH AND SEIZURE
Generally, 23:1 to 23:24
Actual authority, third-party

consent, 23:15
Apparent authority, third-party
consent, 23:16
Border searches, 23:19
Burden of proof, private searches,
23:4
Consent
Generally, 23:11
Drafting consent forms, 23:13
Scope of consent, 23:12
Third-party consent, below
Drafting consent forms, 23:13
Employment-related searches
Generally, 23:5
Private sector, 23:6
Public sector, 23:7
Evidence of other crimes, plain
view, 23:22
Exigent circumstances, 23:23
Impersonation, interception by
statutory legality, 5:173
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SEARCH AND SEIZURE

—Cont’d
Parent/child computer searches
and surveillance, 23:10

Parole searches, 23:20
Partner consent, 23:17

Passwords, third-party consent,
23:17
Plain view evidence of other
crimes, 23:22
Posting notice to computer users,
23:9
Private citizens, interceptions by,
6:38
Private searches
Generally, 23:2
Burden of proof, 23:4
Private searcher v. government
searcher, 23:3
Standards of review, 23:4
Private sector employment-related
searches, 23:6
Public sector employment-related
searches, 23:7
School and university searches,
23:8
Searcher, private v. government,
23:3
Search warrants and accompany-
ing affidavits to search and
seize computers, App. I

Special needs, 23:24
Spousal or partner consent, 23:17

Standards of review, private
searches, 23:4

Third-party consent
Generally, 23:14
Actual authority, 23:15
Apparent authority, 23:16
Miscellaneous issues, 23:18
Passwords, 23:17

Spousal or partner consent,
23:17

Warrants (this index)
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SEARCHING COMPUTERS

Computers and the Internet (this
index)

SEARCH WARRANTS

Search warrants and accompany-
ing affidavits to search and
seize computers, App. I

SECOND GENERATION
ORDERS
Generally, 9:1 to 9:19
Decision to issue, 9:17
New crimes, individuals, or goals,
9:14
Normal investigative procedures,
9:13
Notice, 9:19
Suppression of evidence, 35:23
Tainted original applications
Second generation orders, 9:16

SEIZURE
Search and Seizure (this index)

SELECTION OF JURY
Preliminary matters, 41:8

SEQUENTIAL PRESENTATION

Evidence, presentation of tapes as,
41:16

SERVER
Defined, 21:3

SERVICE OF PROCESS AND
PAPERS

Generally, 18:1 to 18:12
Additions to inventory, 18:8
Defense strategy, 33:3
Filing return, 18:2
Grand jury, 32:22
Inventory and notice, 18:5
Inventory (this index)
New York, 18:11
Person to be served, 18:3

Postponement of service, 18:5,
18:6
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SERVICE OF PROCESS AND
PAPERS—Cont’d
Prejudice, 18:9
Pretrial or prehearing notice,
18:10
Stored wire and electronic com-
munications, 7:50, 7:53
Subpoenas
Defense strategy, 33:3
Grand jury, 32:22
Stored wire and electronic com-
munications, 7:43, 7:50,
7:53
Subsequent additions to inventory,
18:8

SERVICES
Disclosures, 3:25
Interception, 3:25
Remote computing services, 2:142

SEVERANCE
Motion to sever, 33:21

SEX OFFENSES INVOLVING
COMPUTERS

Child Sex Offenses Involving
Computers (this index)

Illinois, 27:105

Kentucky, 27:139

Mississippi, 27:196

Nevada, 27:225

New Hampshire, 27:233

New Jersey, 27:241

Virginia, 27:382

SIGNATURES

State applications, authority to
sign, 8:20

SIGNIFICANT PURPOSE TEST

Foreign Intelligence Surveillance
Act (FISA), 12:18

SIMILATORS
Cell site simulators, 28:6, 28:7
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SIXTH AMENDMENT
Generally, 41:40
Hearsay Evidence (this index)

SKIN TEXTURE
CHARACTERISTICS
Biometrics, 31:13

SMITH v. MARYLAND
Generally, 4:7

SOCIAL MEDIA
Biometrics, 31:45

SOURCE MATERIAL

Foreign Intelligence Surveillance
Act (FISA), 12:7

SOUTH CAROLINA
Generally, 27:329 to 27:335
Biometrics, 27:329.50

Civil cause of action by statute,
27:333

Computer crime, 27:330

Internet or computer-assisted
hunting, 27:331

Internet privacy, 27:332

Law enforcement officers,
consensual interceptions by,
5:71

Private persons, consensual
interceptions by, 5:147

Statutory and other definitions,
2:39

Uniform Electronic Transactions
Act, 27:335

Unlawful interceptions or
disclosures, 3:96

Unmanned aircraft vehicles,
27:334

SOUTH DAKOTA
Generally, 27:336 to 27:343
Biometrics, 27:341.50

Civil cause of action by statute,
27:341

Computer crime, 27:337
E-mail regulation, 27:338, 27:339
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SOUTH DAKOTA—Cont’d

Insurance cyber and data security,
27:340.10

Internet privacy, 27:340

Law enforcement officers,
consensual interceptions by,
5:72

Private persons, consensual
interceptions by, 5:148

Uniform Electronic Transactions
Act, 27:343

Unlawful interceptions or
disclosures, 3:97

Unmanned aircraft vehicles,
27:342

SPAM
CANSPAM ACT (this index)

SPEAKER PHONES
Interception, definitions, 2:94

SPECIAL MESSAGE TO
PROSECUTORS
Generally, 1:25

SPECTROGRAPHIC ANALYSIS
(VOICE PRINTYS)
Voice Identification (this index)

SPOT MONITORING
Generally, 15:18

SPYWARE

Internet technology and
cybercrime, 21:9

STALENESS
Probable cause, 8:65

STALKING
Cyberstalking (this index)

STANDING
Cell phone seizure or search, chal-
lenge of, 28:54
Foreign intelligence and national
security surveillance of
targets within the U.S., 18
U.S.C.A. § 3504, 12:89
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STANDING—Cont’d
Pen registers, 4:23
Stored wire and electronic com-
munications, challenging
government’s acquisition,
7:55.50

Suppression of Evidence (this
index)

STATE

Statutory and other definitions,
2:123

STATE AND LOCAL
PROCEEDINGS

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1806(d), 12:86

STATE DEPARTMENT
Biometrics, 31:40

STATE LAWS
Generally, 1:22, 27:1 to 27:414
See also Consensual Intercep-
tions; Orders and Applica-
tions also see specific states

Biometrics, this index
Civil actions
(See also specific states)

Evidence, use of interceptions
as forfeiture proceedings,
41:67

Unlawful interceptions or

disclosures, generally, 3:55
to 3:106

Variations, 3:51, 3:53
Computer legislation, 1:24
Criminal interceptions or

disclosures

(See also specific states)

Generally, 3:55 to 3:106
Devices, state variations in

application of laws, 2:29

Electronic, mechanical, or other
device, state variations in
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STATE LAWS—Cont’d
definitions, 2:81
Emergency surveillance, 11:8
Federal legislation as model
Generally, 27:2 to 27:5
Computer crime, 27:2
E-mail regulation and CAN-
SPAM Act, 27:3
Federal Uniform Electronic
Transactions Act, 27:5
Forfeiture proceedings, civil
actions, 41:67
Grand jury use of interceptions,
32:24
Intercept definition, state varia-
tions, 2:67
Joint federal-state investigations,
8:25
Location of interception
Consensual interceptions across
state lines, 2:71
Other state law issues, 2:72
Minimization, 15:27
Minimization, suppression of evi-
dence, state variations, 35:60
Pen registers, 4:21
Roving interceptions, 10:2
Statutes, 1:22
Stored wire and electronic com-
munications, 7:9
Suppression of evidence, state
variations to Title III general
exclusionary provisions, 34:6
Toll records, 4:21
Tracking devices
Consensual installations, 29:8
Monitoring, 29:18

STATEMENTS

Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1806(b), 12:79

STATE USE
Biometrics, 31:41 to 31:43
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STATISTICAL ANALYSIS
Minimization, 35:64

STATUTE OF LIMITATIONS
Unlawful interceptions or
disclosures, 3:50

STATUTORY PROVISIONS
Generally, 1:10 to 1:22

STEGANOGRAPHY
Defined, 21:3

STORED COMMUNICATIONS

Foreign Intelligence Surveillance
Act (FISA), 12:29

STORED COMMUNICATIONS
ACT
Generally, 1:15, 25:5
18 u.s.c. § 2703(d), App. B

STORED VOICE MAIL
Definition, 2:21

STORED WIRE AND
ELECTRONIC
COMMUNICATIONS

Generally, 7:1 to 7:62
Access
Generally, 7:12
Actionable conduct, civil action
for unlawful access, 7:30
Criminal provision, below
Emergency disclosure, 7:52.50
Employer access to employee
electronic communica-
tions, employer as ISP,
7:21
Government access to com-
munications and informa-
tion, below

Internet service provider, 18
U.S.C.A. §2701(c), 7:20

Internet web sites, 7:23
Unlawful access
actionable conduct, 7:30
culpable mental states, 7:31
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STORED WIRE AND
ELECTRONIC
COMMUNICATIONS
—Cont’d

Access—Cont’d
Unlawful access—Cont’d
statutory authority, 18
U.S.C.A. § 2701(a),
7:10
Actionable conduct, civil action
for unlawful access, 7:30,
7:30.10

Administrative sanctions, 18
U.S.C.A. § 2707(d), 7:40
Authorization
Authorized by other statutes,
7:17
Exceeding, 7:11
Backup preservation
Generally, 7:60
Comment, 7:62
Customer challenge, 7:61

Backup protection, storage for, 18
U.S.C.A. § 2510(17)(B), 7:5
to 7:8

Broad view, storage . . . for
purposes of backup protec-
tion, 7:7

Cable operators providing Internet
services, 7:46

Civil actions

Culpable mental states, 7:31
Disclosure by service provider
generally, 7:32
consent provision, 7:34.10

disclosure of information
other than content, 7:36

disclosure prohibited, 7:33

information other than
content, 7:36

permitted disclosure, 7:34

permitted disclosures to
government agencies,
7:35
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STORED WIRE AND
ELECTRONIC
COMMUNICATIONS
—Cont’d

Civil actions—Cont’d
18 U.S.C.A. § 2707(¢c), dam-
ages, 7:39
18 U.S.C.A. § 2707(g),
improper disclosure by
public officials, 7:37
Information other than content,
disclosure, 7:36
Relief, 7:38
Unlawful access
actionable conduct, 7:30
culpable mental states, 7:31
Unlawful interceptions or
disclosures, exclusivity of
remedies, 7:55
Comparing 18 U.S.C.A. § 2701
and 18 U.S.C.A. § 2511(1),
7:19
Compliance
Court order, warrant or
subpoena, 18 U.S.C.A.
§ 2703(e), 7:43
Good faith compliance, 18
U.S.C.A. § 2707(e), 7:43
Consensual interceptions, 7:24
Consent provision, civil action for
disclosure by service
provider, 7:34.10
Constitutionality of withholding
and postponing notice
without showing of probable
cause, 7:59
Contents of communications
Court order, 18 U.S.C.A.
§ 2703(d), 7:51
18 U.S.C.A. § 2703(a),
electronic storage 180 days
or less, 7:47
18 U.S.C.A. § 2703(b)(1), 7:48
18 U.S.C.A. § 2703(b)(1)(A),
by search warrant, 7:49
18 U.S.C.A. § 2703(d), 7:51
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STORED WIRE AND
ELECTRONIC
COMMUNICATIONS
—Cont’d

Contents of communications
—Cont’d

Electronic storage 180 days or
less, 18 U.S.C.A.
§ 2703(a), 7:47
Information other than contents,
18 U.S.C.A. § 2703(¢c),
7:52
Search warrant, 18 U.S.C.A.
§ 2703(b)(1)(A), 7:49
Subpoena, 7:50

Counterintelligence investigations,
7:54 et seq.

Court order, warrant or subpoena,
compliance with, 18
U.S.C.A. § 2703(e), 7:43

Criminal provision

Access
generally, 7:12
employer access to employee
electronic communica-
tions, employer as ISP,
7:21
employer and ISP, govern-
ment access as, 7:22
Internet Service Provider,
7:20
Internet web sites, 7:23
unlawful access, 7:10
Authorized by other statutes,
7:17
Comparing 18 U.S.C.A. § 2701
and 18 U.S.C.A. § 2511(1),
7:19
Consensual interceptions, 7:24
Employer access to employee
electronic communica-
tions, employer as ISP,
7:21
Employer and ISP, government
access as, 7:22
Exceeding authorization, 7:11
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STORED WIRE AND
ELECTRONIC
COMMUNICATIONS
—Cont’d

Criminal provision—Cont’d
Exceptions, 7:14 to 7:16, 7:41
Good faith reliance defense,

7:18

Government access as employer
and ISP, 7:22

Internet web sites, access to,
7:23

Penalties, 7:13

Unlawful access, 7:10

User and consensual intercep-

tions, 7:24
Damages, 18 U.S.C.A. § 2707(c),

civil actions, 7:39
Defenses
Compliance
good faith compliance, 18
U.S.C.A. § 2707(e),
7:42
Compliance with court order,
warrant or subpoena, 18
U.S.C.A. § 2703(e), 7:43
Criminal provisions exceptions,
18 U.S.C.A. § 2701(c),
7:41
Exceptions to criminal provi-
sions, 18 U.S.C.A.

§ 2701(c), 7:41

Good faith compliance, 18

U.S.C.A. § 2707(e), 7:42

Limitations, 18 U.S.C.A.

§ 2707(%), 7:44
Definitions, 7:3 to 7:5
Disclosures

Exclusivity of remedies, unlaw-

ful disclosures, 7:55

Prohibited disclosure, 7:30
Unlawful disclosures, 7:30

18 U.S.C.A. § 2511(1),

comparison with 18 U.S.C.A.
§ 2701, 7:19
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STORED WIRE AND
ELECTRONIC
COMMUNICATIONS
—Cont’d

18 U.S.C.A. § 2701, comparison
with 18 U.S.C.A. § 2511(1),
7:19

18 U.S.C.A. § 2510(17)(B), stor-
age . . . for purposes of
back-up protection

Generally, 7:5
Broad view, 7:7
Evaluation, 7:8
Narrow view, 7:6

18 U.S.C.A. § 2701(¢c)

Criminal provisions, exceptions,
7:41
Exceptions, 7:41

18 U.S.C.A. § 2707(c), damages,
7:39

18 U.S.C.A. § 2703(d), factual
standard, 7:51.10 to 7:51.50

18 U.S.C.A. § 2707(d), 7:40

18 U.S.C.A. § 2703(e), compli-
ance with court order, war-
rant, or subpoena, 7:43

18 U.S.C.A. § 2707(e), good faith
compliance, 7:42

18 U.S.C.A. § 2707(f), limitations,
7:44

18 U.S.C.A. § 2707(g), improper
disclosure by public officials,
7:37

Electronic storage, 7:3

Emergency disclosure, 7:52.50

Employer access to employee
electronic communications,
employer as ISP, 7:21

Employer and ISP, government
access as, 7:22

Espionage, 7:54 et seq.

Evaluation, storage . . . for
purposes of backup protec-
tion, 7:8

Exceeding authorization, 7:11
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STORED WIRE AND
ELECTRONIC
COMMUNICATIONS
—Cont’d

Exceptions, criminal provision
Generally, 7:14
18 U.S.C.A. § 2701(¢c), 7:14,
7:41
Provider of communication ser-
vice, 18 U.S.C.A.
§ 2701(c)(1), 7:15
Use of communication service,
18 U.S.C.A. § 2701(c)(2),
7:16
Exclusivity of remedies, 7:55

Factual standard, 18 U.S.C.A.
§ 2703(d), 7:51.10 to 7:51.50

Good faith compliance, 18
U.S.C.A. § 2707(e), 7:42

Good faith reliance defense, 7:18

Government access to com-
munications and information

Generally, 7:45 et seq.

Cable operators providing
Internet services, 7:46

Contents of communications,
7:51.50

Employer and ISP, access as,
7:22

Factual standard, 18 U.S.C.A.
§ 2703(d), 7:51.10 to
7:51.50

Government agencies, permitted
disclosures to, 7:35

Interjurisdictional subpoenas, 7:53
Internet Service Provider
Access by, 7:20

Government access as employer
and ISP, 7:22
Statutory authority, 18 U.S.C.A.
§ 2701(c), 7:20
Internet services provided by cable
operators, 7:46
Internet web sites, access to, 7:23
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STORED WIRE AND
ELECTRONIC
COMMUNICATIONS
—Cont’d

Limitations, 18 U.S.C.A.
§ 2707(%), 7:44
Miscellany, 7:25
Narrow view, storage . . . for
purposes of backup protec-
tion, 7:6
Notice
Constitutionality of withholding
and postponing notice
without showing of prob-
able cause, 7:59
Postponement of notice, 7:57 to
7:59
Preclusion of notice, 7:58
Other stored electronic com-
munications, contents of,
7:49 to 7:51
Particular description of com-
munications sought, 7:48.50
Penalties, 7:13
Permitted disclosures, civil action
for disclosure by service
provider, 7:34
Permitted disclosures to govern-
ment agencies, 7:35
Postponement of notice
Constitutionality of withholding
and postponing notice,
7:59
Government, postponement by,
7:57
Preclusion of notice to suspect,
7:58
Probable cause, constitutional-
ity of withholding and
postponing notice without,
7:59
Preclusion of notice, 7:58
Provider of communication ser-
vice, exception, 7:15
Records
Generally, 7:54 et seq.
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STORED WIRE AND

ELECTRONIC
COMMUNICATIONS
—Cont’d
Records—Cont’d
Counterintelligence investiga-
tions, 7:54 et seq.
SCA, generally, 7:1
Search warrant, 7:49
Secondary liability, 7:30.10
Standing to challenge
government’s acquisition of
contents, 7:55.50
State law, 7:9
Storage . . . for purposes of backup
protection, 7:5 to 7:8
Stored Communications Act, gen-
erally, 7:1
Subpoenas
Contents of other stored
electronic communica-
tions, 7:50
Interjurisdictional, 7:53
Temporary, intermediate storage,
7:4
Time of storage
Electronic storage 180 days or
less, U.S.C.A. § 2703(a),
7:47
Temporary, intermediate stor-
age, US.C.A.
§ 2510(17)(A), 7:4
Title II, generally, 7:1
Transactional records
Generally, 7:54 et seq.
Counterintelligence investiga-
tions, 7:54 et seq.
Unlawful access, 7:10
Unlawful interceptions or
disclosures, exclusivity of
remedies, 7:55
User and consensual interceptions,
7:24
User of communication service,
exception, 7:16
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ELECTRONIC
COMMUNICATIONS
—Cont’d

Warrants, 18 U.S.C.A.
§ 2703(b)(1)(A), 7:49

SUBPOENAS
Defense strategy, 33:3
Grand jury, 32:22
Sample language, App. G
Stored wire and electronic com-
munications
Compliance with court order,
warrant or subpoena, 18
U.S.C.A. § 2703(e), 7:43
Contents of communications,
7:50
Contents of other stored
electronic communica-
tions, 7:50
Interjurisdictional subpoenas,
7:53

SUBPOENAS DUCES TECUM
Grand jury, 32:22

SUBSCRIPTION RADIO
DESCRAMBLERS
Prohibited devices, 2:108

SUMMATION
Generally, 41:60

SUPPRESSION OF EVIDENCE
Generally, 35:1 to 35:74
Aggrieved person, 35:8 to 35:20
Alderman v. United States, person

against whom interception is
directed, 35:10
Appeal and review
Government appeals, 35:72
Interlocutory defense appeals,
35:73
State law, government appeals,
35:72
Applications. Orders and applica-
tions, below
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SUPPRESSION OF EVIDENCE
—Cont’d
Authorization, 35:25
Burden of proof
Generally, 35:5
Minimization, 35:61
Cell phones, against whom
directed, 35:14.50
Conflicts among federal circuits,
interjurisdictional bases for
suppression, 34:32
Defendant’s relationship to
premises, against whom
directed, 35:12
Defense planning, 33:18
Electronic communications,
against whom directed, 35:15
Electronic communications,
unlawfully intercepted com-
munications, 34:8
Evidence of other crimes, viola-
tion of post-execution provi-
sions, 34:24
Exclusion of public, 35:6
Extensions of interception, 35:23
Extent of suppression, 35:67
Facial insufficiency. Insufficient
on its face, below
Fair trial right prejudiced by post-
execution provisions viola-
tion, 34:25
False statements, 35:26
Federal-state issues,
interjurisdictional bases for
suppression, 34:30
Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)
General warrant approach, 35:69
Government appeals, 35:72
Grounds for
Generally, 34:1 to 34:32
Insufficient on its face, 34:15 to
34:17
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SUPPRESSION OF EVIDENCE
—Cont’d
Grounds for—Cont’d

Interception order violations,
34:18

Interjurisdictional bases, 34:30
to 34:32

Post-execution provisions viola-
tions, 34:19 to 34:26

Statutory authority, violations
18 U.S.C.A. § 2517(5), 34:24
18 U.S.C.A. § 2518(9), 34:23

18 U.S.C.A. § 2518(8)(a),
34:22
18 U.S.C.A.
§ 2518(10)(a)(ii), 34:15
18 US.C.A.
§ 2518(10)(a)(iii), 34:18
Title IIT general exclusionary
provisions, 34:3 to 34:6

Unauthorized disclosure, 34:27
to 34:29.50

Unlawfully intercepted com-
munications, 34:7 to 34:14

Habeas corpus, 35:74
Hearings
Generally, 35:1 to 35:74
Burden of proof, 35:5
Exclusion of public, 35:6
Minimization (this index)
Orders and applications, below
Recusal of judge, 35:2
Tainted Information (this
index)
Time of hearing, 35:4
Time of motion, 35:3
Insufficient on its face

Facial insufficiency, Dahda v.
U.S , 34:16.30

Facial insufficiency, U.S. v.
Chavez , 34:16

Grounds for suppression, 34:15
to 34:17

Mandatory suppression, 34:17
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SUPPRESSION OF EVIDENCE

—Cont’d
Insufficient on its face—Cont’d
U.S. v. Chavez , what consti-
tutes facial insufficiency,
34:16
Intentional violations, 34:26
Interjurisdictional bases
Conflicts among federal
circuits, 34:32
Federal-state issues, 34:30
Other issues, 34:31
Interlocutory defense appeals,
35:73
Judge, recusal of, 35:2
Law enforcement officers,
consensual interceptions by,
5:93
Mandatory suppression, facial
insufficiency, 34:17
Minimization (this index)
Misstatements, 35:26
Motions to suppress
Generally, 33:21
Litigating suppression motion,
35:1 to 35:74
Time of motion, 35:3
Nondefendants, 35:22
Orders and applications
Authorization, 35:25
Claiming pretext, 35:27
False statements, 35:26
Grounds for suppression, viola-
tion of interception order,
34:18
Other crimes, evidence of, 34:24
Pattern or category suppression,
35:68
Person against whom interception
is directed, 35:10
Post-Alderman case law, against
whom directed, 35:11
Post-execution provisions viola-
tion
Central post-execution provi-
sions, 34:21, 34:22
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SUPPRESSION OF EVIDENCE
—Cont’d
Post-execution provisions viola-
tion—Cont’d
Deliberate violations, 34:26
Evidence of other crimes, 34:24
Fair trial right prejudiced, 34:25
Grounds for suppression, 34:19
to 34:26
Prejudice of right to fair trial,
34:25
Pretrial notice, 34:23
Sealing provision, central post-
execution provisions,
34:22
Valid bases for suppression,
34:20
Post-execution violations, 35:71
Prejudicial violations, 34:25
Preliminary defense strategy and
motions, 33:18, 33:21
Pretext, 35:27
Pretrial notice, violation of post-
execution provisions, 34:23
Residential premises, against
whom directed, 35:13
Search and seizure, private
searches, 23:4
Second generation warrants, 35:23
Sheppard v. Massachusetts ,
unlawfully intercepted com-
munications, 34:11
Standing
Generally, 35:7 to 35:23
Aggrieved person, 35:8 to
35:20
Alderman v. United States,
person against whom
interception is directed,
35:10
Defendant’s relationship to
premises, against whom
directed, 35:12
Electronic communications,

against whom directed,
35:15

© 2022 Thomson Reuters, 11/2022

SUPPRESSION OF EVIDENCE
—Cont’d
Standing—Cont’d

Extensions of interception,
35:23

Minimization, 35:51 to 35:60

Minimization, limited standing
of non-resident, 35:53

Minimization, unlimited stand-
ing of non-resident, 35:54

Nondefendants, 35:22

Other situations, against whom
directed, 35:15

Party, 35:9

Person against whom intercep-
tion is directed, 35:10

Post-Alderman case law,
against whom directed,
35:11

Residential premises, against
whom directed, 35:13

Second generation warrants,
35:23

Statutory authority, 18 U.S.C.A.
§ 2510(11), 35:8

Suppression of evidence, non-
resident, 35:52 to 35:54

Trial, hearing, or proceeding
requirement, 35:21 to
35:23

Work place interceptions,
against whom directed,
35:14

State law, government appeals,
35:72

Statutory authority, 18 U.S.C.A.
§ 2518(10)(b), 35:72

Tainted Information (this index)

Testimony concerning intercep-
tions by one who had no legal
right to knowledge of them,

unauthorized disclosure,
34:29

Time of hearing, 35:4
Time of motion, 35:3
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SUPPRESSION OF EVIDENCE
—Cont’d
Title IIT general exclusionary pro-
visions
Grounds for suppression, 34:3
to 34:6
State variations, 34:6
State variations to Title III gen-
eral exclusionary provi-
sions, 34:6
Statutory authority
18 U.S.C.A. § 2515, 34:3
18 U.S.C.A. § 2517(3), 34:4
18 U.S.C.A. § 2518(10)(a),
34:5
Trial, hearing, or proceeding
requirement
Generally, 35:21 to 35:23
Extensions and second-genera-
tion interception orders,
35:23
Non-defendant, non-witnesses’s
standing to oppose use of
intercepted communica-
tion, 35:22
Statutory authority, 18 U.S.C.A.
§ 2518(10), 35:21
Unauthorized disclosure
Coincidental with authorized
disclosure and testimony,
34:28
Overview, 34:27
Privileged communications,
34:29.50
Statutory authority
18 U.S.C.A. § 2515, 34:27
18 U.S.C.A. § 2517(3), 34:27
Unlawfully intercepted com-
munications
Central provisions, U.S. v.
Giordano , 34:9
Electronic communications,
34:8
Good faith exception, U.S. v.
Leon , 34:10
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SUPPRESSION OF EVIDENCE
—Cont’d
Unlawfully intercepted com-
munications—Cont’d
Grounds for suppression, 34:7
to 34:14
Non-central provisions, 34:14
Other central holdings and
issues, 34:13
Sheppard v. Massachusetts ,
technical but insubstantial
error, 34:11
Statutory authority
18 U.S.C.A. § 2518(10)(a)(D),
34:7
18 U.S.C.A. § 2518(10)(c),
34:8
Technical but insubstantial
error, 34:11, 34:12
U.S. v. Chavez , 34:7
U.S. v. Giordano , 34:7
U.S. v. Leon good faith excep-
tion, 34:10
U.S. v. Chavez , unlawfully
intercepted communications,
34:7
U.S. v. Giordano , unlawfully
intercepted communications,
34:7, 34:9
U.S. v. Leon good faith exception,
unlawfully intercepted com-
munications, 34:10
Validity of papers
Generally, 35:24 to 35:27
Authorization, 35:25
Claiming pretext, 35:27
Misstatement of facts, 35:26
Work place interceptions, against
whom directed, 35:14

SURVEILLANCE OF
DOMESTIC RADIO
COMMUNICATIONS

Foreign Intelligence Surveillance
Act (FISA), 50 U.S.C.A.
§ 1801(f)(3), 12:26
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SURVEILLANCE OF
INTERNATIONAL WIRE
OR RADIO
COMMUNICATIONS

Foreign Intelligence Surveillance
Act (FISA), 50 US.C.A.
§ 1801(f)(1), 12:27

SURVEILLANCE ORDERS

Foreign Intelligence and
National Security Surveil-
lance of Targets Within the
U.S. (this index)

SURVEILLANCE
TECHNOLOGY AND
SOFTWARE

Key logger system, 21:11

SUSPICION
Oral communications, suspicions
of surveillance by
interceptee, 2:28
Tracking devices, reasonable
suspicion standard, 29:31,
29:33

SWITCHBOARD OPERATORS

Interception by switchboard
operators, 6:31

SWITCHING STATIONS
Definitions, 2:5

TAINTED INFORMATION
Electronic tracking devices, 29:11
Extensions of interception, tainted

original applications, 9:15
Probable cause, 8:69
Second generation orders, tainted
original applications, 9:16
Segregating investigators, 35:45
Suppression of evidence
Generally, 35:28 to 35:49

Adequate denial, consequences,
35:33

Admission of lawful but irrele-
vant surveillance, 35:34

© 2022 Thomson Reuters, 11/2022

TAINTED INFORMATION
—Cont’d
Suppression of evidence—Cont’d
Attenuation, 35:46
Attorney of trial witness, 35:37
Burden of proof, 35:38
Contesting taint, 35:42
Defendant’s claim, 35:30
Demonstrating taint, 35:41
Demonstration of taint, 35:41
Destruction of tapes, 35:40
Discovery, 35:39, 35:47
Government’s response, 35:31
Inadequate denial, conse-
quences, 35:32
Independent source, 35:43
Inevitable discovery, 35:47
Raising issue, 35:29
Segregating investigators, 35:45
Severing taint, 35:44
State proceedings, 35:35
Statutory authority, 18 U.S.C.A.
§ 3504, 35:29
Subsequent or unrelated crime,
35:48
Trial witnesses, 35:36
Unanswered questions, 35:49

TAMPERING
Discovery, 33:11

TAPES
Accuracy, specific requirements
and circumstances, 37:17
Audibility and intelligibility
Generally, 37:1, 37:21 to 37:24
Bar to testimony by inaudibility,
37:24
Improving audibility in
courtroom, 37:23
Partial inaudibility or unintel-
ligibility, 37:22
Authentication
Generally, 37:1 to 37:20
Accuracy, 37:17
Chain of custody, 37:15
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TAPES—Cont’d
Authentication—Cont’d
Consent of non-testifying par-

ticipant to recording, 37:9

Date and time, 37:12, 37:14

Defining sufficient to support
finding, 37:5

Device, 37:17

Enhanced recordings, 37:19

Equipment designed to
automatically record,
37:11

Federal Rules of Evidence
901(a), 37:4

Federal Rules of Evidence
104(b), 37:5

Found or seized recordings,
37:12

Integrity, 37:16
Interception order recordings,
37:13

Monitored conversation,
testimony on, 37:10

Non-testifying participant’s
consent, conversations
recorded by or with, 37:9

Operator, 37:17
Other approaches, 37:6

Overheard conversation,
testimony on, 37:10

Procedural issues, 37:20
Rerecordings, 37:19

Satisfaction of requirement,
generally, 37:7 to 37:13

Solomon-McKeever-McMillan
test, 37:3

State law, 37:4

Sufficient to support finding,
37:4, 37:5

Testimony by participant in
conversation, 37:8

Voluntariness, 37:18

Bar to testimony by inaudibility,
37:24
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TAPES—Cont’d

Chain of custody
Generally, 41:12
Specific requirements and cir-
cumstances, 37:15
Collateral use of inadmissible,
41:54
Composite tapes, 41:14
Consent of non-testifying partici-
pant to recording, satisfying
authentication requirement,
37:9
Conversations automatically
recorded by equipment
designed to automatically
record, 37:11
Custody and control
Chain of custody, above
Consensual interceptions, 5:180
Destruction of Recordings
(this index)
Lost tapes
consensual interceptions,
5:181, 5:182
rerecording of missing origi-
nal, 41:15
Date and time, specific require-
ments and circumstances,
37:14
Defining sufficient to support find-
ing, satisfying authentication
requirement, 37:5
Deliberations of jury, playing
tapes during, 41:62
Destruction of Recordings (this
index)
Device, specific requirements and
circumstances, 37:17
Due process claims, lost or miss-
ing recordings, 5:181
Enhanced rerecordings, specific
requirements and circum-
stances, 37:19
Evidence
Generally, 41:11 to 41:19
Chain of custody, 41:12
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TAPES—Cont’d
Evidence—Cont’d

TAPES—Cont’d
Rerecordings—Cont’d

Composite recordings, 41:14

Composite tapes, 41:14

Cross-examination, 41:17

Custody and control, above

Destruction of Tapes (this
index)

Identification of conversation,
41:13

Manner of proof, 41:19

Missing original, 41:15

Re-recordings, 41:15

Sequential presentation, 41:16

Technical data, disclosure of,
41:18

Unlawful Interceptions (this

Specific requirements and cir-
cumstances, 37:19

Sealing

Generally, 19:1 to 19:26
Application of suppression rem-
edy, 19:24
Authorized unsealing, 19:21
Burden of proof, 19:16
Communications recorded by
computer, 19:6
Consensual interceptions, 5:180
Delay, 19:17 to 19:19

Destruction of recordings,
19:26

Evidence derived, extent of sup-

index) . pression, 19:8
Found or seized recordings, Extensions of intercept order,
authentication, 37:12 19:4
Inadmissible tapes. Unlawful N . .
. Lo Immediacy requirement, 19:9 to
Interceptions (this index) 19:13

Integrity, specific requirements
and circumstances, 37:16

Interception order recordings,
37:13

Jury deliberations, playing tapes
during, 41:62

Length of delay, 19:17

Less than immediate response
by judge, 19:13

Litigation, 19:16

Misunderstanding as to legal
requirements, 19:18

Lost tapes
Consensual interceptions, Note to prosecutors anc_l law
5:181. 5:182 enforcement officials,
L . .. 19:19.50
Re-recording of missing origi- .
nal. 41:15 Other reasons for delay in seal-
’ ing, 19:19

Testimony in lieu of, 41:49

. . . Procedure, 19:5
Miscellaneous issues relating to, ; A .
41:63 Protection against tampering,

19:17
Reason for delay, 19:18
Relevant factors, 19:15
Remedy to suppression, 19:7
Resealing, 19:23
Satisfactory explanation, 19:14

Monitored conversation,
testimony on, 37:10

Operator, specific requirements
and circumstances, 37:17

Overheard conversation,
testimony on, 37:10

Rerecordings to 19:19, 19:25
Best evidence rule, 41:50 Standard of appellate review,
Missing original, 41:15 19:16
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TAPES—Cont’d
Sealing—Cont’d

Standing to assert noncompli-
ance, 19:7

State courts, 19:11

Statutory authority, 18 U.S.C.A.
§ 2518(8)(a), 19:2

Suppression of evidence, 19:7,
19:8

Suppression remedy, 19:24

Termination of interception
prior to termination of
order, 19:12

Unsealing

authorized unsealing, 19:21
Unsealing procedure, 19:22
U.S. v. Ojedia Rios

generally, 19:14

subsequent federal case law,
19:10

What else must be sealed, 19:3

Suppression remedy, sealing,
19:24

Transcripts and Translations
(this index)

Transcripts without recordings,
41:59

Unlawful Interceptions (this
index)

Unsealing, authorized unsealing,
19:21

U.S. v. Ojedia Rios
Generally, 19:14

Subsequent federal case law,
19:10

Voice Identification (this index)

Voluntariness, specific require-
ments and circumstances,
37:18

TARGETS

Foreign intelligence and national
security surveillance of
targets within the U.S., 12:43
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TAXES
Evidence, use of interceptions as,
41:65

TECHNICAL DATA
Evidence, presentation of, 41:18

TECHNOLOGICALLY
ENHANCED VISUAL
SURVEILLANCE

Generally, 30:1 et seq.
Aerial surveillance, 30:28
Aerial Surveillance (this index)
Binoculars, 30:67, 30:68
Biometrics (this index)
CCTV, 30:83
Changing nature of surveillance
technologies, 30:1, 30:2
Close circuit television (CCTV),
30:83
“Constitutionally protected
areas,” 30:13
Definitions
Search, 30:12
Visual surveillance, enhanced,
30:3
Dissenting opinion, 30:14
Drones/UAVs (this index)
Electronic video surveillance
Drones/UAVs (this index)
Evaluation and post-case impacts,
30:15
Facts and procedural history,
30:11
Fourth Amendment
Visual surveillance and its
equivalents, 1:6
Fourth Amendment, thermal imag-
ing and, 30:10
“General availability,” sophistica-
tion and, 30:27
High resolution photography.
Image magnification, below
Illumination, artificial, 30:7, 30:8
Image magnification
Generally, 30:66 to 30:69
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TECHNOLOGICALLY

ENHANCED VISUAL
SURVEILLANCE—Cont’d
Image magnification—Cont’d
Binoculars, 30:67, 30:68
“Intimate details,”” surveillance
of, 30:69
Location of telescope or binocu-
lar usage, 30:67, 30:68
Telescope, 30:67
“Intimate details,” surveillance of,
30:69
Katz v United States , 30:13

Knowingly exposed places,
artificial illumination, 30:7

Kyllo v. United States
Generally, 30:10 to 30:16
Aerial surveillance, 30:28
“Constitutionally protected
areas,” 30:13
Dissenting opinion, 30:14
Evaluation and post-case
impacts, 30:15
Facts and procedural history,
30:11
Fourth Amendment, thermal
imaging and, 30:10
“General availability,”
sophistication and, 30:27
Other technologically enhanced
surveillance, impact on,
30:16
Procedural history, facts and,
30:11
Search, definition, 30:12
Sophistication and ““general
availability,” 30:27
Thermal imaging and the Fourth
Amendment, 30:10
Location of telescope or binocular
usage, 30:67, 30:68
Other technologically enhanced

surveillance, impact on,
30:16
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TECHNOLOGICALLY

ENHANCED VISUAL
SURVEILLANCE—Cont’d
Photography. Image magnifica-
tion, above
Pole Cameras, 30:84 to 30:86
Private locations, artificial
illumination, 30:8
Procedural history, facts and,
30:11
Public places, artificial illumina-
tion, 30:7
Remote sensing systems
Generally, 30:19 et seq.
Aerial surveillance, 30:44 to
30:46
Drones/UAVs, 30:35
Satellites, commercial, 30:52,
30:53
Search, definition, 30:12
Sophistication and *“general avail-
ability,” 30:27
Telescope, 30:67
Thermal imaging
Generally, 30:9 et seq.
Kyllo v. United State, above
Thermal imaging and the Fourth
Amendment, 30:10
UAVs. Drones/UAVs (this index)
Video Surveillance (this index)
Video Voyeurism Prevention Act
of 2004, 30:86
Visual surveillance, enhanced
Generally, 30:3 to 30:6
Cases, 30:4, 30:5
Definition, 30:3
Jurisprudence, evolving, 30:4 to
30:6
Reasonable expectation of
privacy, balancing, 30:6
Twentieth century cases, 30:4
Twenty-first century cases, 30:5

TELECOMMUNICATIONS

Radio and Telecommunications
(this index); also see specific
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TELECOMMUNICATIONS
—Cont’d
entries throughout this index

TELECOMMUNICATIONS
CARRIER
Definitions under CALEA, 2:150

TELECOMMUNICATIONS
COMMON CARRIERS

Interception devices, definitions,
2:85

TELECOMMUNICATIONS
SUPPORT SERVICES
Definitions under CALEA, 2:149

TELEPHONE-INTERCOM
CONVERSATIONS

Prisoner’s telephone-intercom
conversations with visitors,
6:54

TELEPHONES

Generally, 2:87 to 2:95

All phone calls, police station
recording of, 2:95

Attorneys’ cellular, cordless, and
mobile telephones, 3:54

Aural transfers defined, 2:4

Background, 2:2

Caller identification service, 4:26

Carriers for telecommunications,
interception devices, 2:85

Cellular and Other Mobile
Telephones (this index)
Conference calls, 2:93
Connection defined, 2:7
Cordless telephones of attorneys,
3:54
Devices, 2:87 to 2:95
Extension phones
Generally, 2:88
Consent of participant, 2:89,
2:90
Law enforcement exemption,
2:92

Index-114

WIRETAPPING & EAVESDROPPING

TELEPHONES—Cont’d
Extension phones—Cont’d
Modification by user, 2:91
Incorrect telephone number, 8:51
Law enforcement officers
All phone calls, police station
recording of, 2:95
Extension phones, use of, 2:92
Location of interception
Bugs, 8:50
Cloned or burnout cell phones,
8:48
Incorrect address or phone
number, 8:51
Incorrect telephone number,
8:51
Public telephones
generally, 8:49
minimization, 15:21
Minimization, 15:12
Mobile telephones. Cellular and
Mobile Telephones (this
index)
Numbers
Incorrect telephone numbers,
8:51
Voice identification, identifying
and authenticating calls to
an from business numbers,
38:9
Orders and applications
Incorrect telephone number,
8:51
Other investigative procedures,
wiretaps as, 8:86
Public telephones, 8:49
Roving Interceptions (this
index)
Other investigative procedures,
wiretaps as, 8:86
Overhearing with naked ear, 6:58
Pen Registers (this index)
Prisoners’ conversations
Disclosure as evidence, 6:50
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TELEPHONES—Cont’d
Prisoners’ conversations—Cont’d
Implied consent in interception,
6:46
Interception of, 6:45, 6:46
Public telephones
Location of interception, 8:49
Minimization, 15:21
Roving Interceptions (this index)
Speaker phones, 2:94
Stored Wire and Electronic
Communications (this
index)
Switchboard operators, intercep-
tion by, 6:31
Toll Records (this index)
Touch-tone decoders, statutory
provisions, 4:10 to 4:15
Traces (this index)
Traps (this index)
Wire, cable, or other like connec-
tion defined, 2:7
Wire communications defined, 2:3

TELEVISION AND VIDEO
COMMUNICATIONS

Best evidence rule, enhanced re-
recordings or videotapes,
41:50

CATYV descramblers, 2:108

Civil actions for unlawful
interceptions or disclosures,
3:47

Encryption and Scrambling (this
index)

Satellite transmissions, 3:33

TENNESSEE
Generally, 27:344 to 27:353
Anti-phishing, 27:350
Biometrics, 27:344.50

Civil cause of action by statute,
27:351

Computer crime, 27:345
E-mail regulation, 27:349
Internet hunting, 27:346
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TENNESSEE—Cont’d

Internet privacy, 27:347

Internet ticket sales, 27:348

Law enforcement officers,
consensual interceptions by,
5:.73

Private persons, consensual
interceptions by, 5:149

Uniform Electronic Transactions
Act, 27:353

Unlawful interceptions or
disclosures, 3:98

Unmanned aircraft vehicles,
27:352

TERMINATION OF
INTERCEPTION

Generally, 8:98, 14:11

TERRORISM

Michigan, Anti-Terrorism Act,
27:180

TEXAS
Generally, 27:354 to 27:365
Anti-phishing, 27:359
Biometrics

Capture or Use of Biometric
Identifier Act, 31:30.20

State legislation, generally,
27:354.50
Child sex offenses involving
computers, 27:356

Civil cause of action by statute,
27:363

Computer contaminants, 27:360

Computer crime, 27:355

E-mail regulation, 27:358

Internet contracts, 27:362

Internet hunting, 27:357

Internet privacy, 27:361

Law enforcement officers,
consensual interceptions by,
5:74

Malicious software activities,
27:360
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TEXAS—Cont’d
Private persons, consensual
interceptions by, 5:150

Statutory and other definitions,
2:39.50

Uniform Electronic Transactions
Act, 27:365

Unlawful interceptions or
disclosures, 3:99

Unmanned aircraft vehicles,
27:364

TEXT MESSAGES
Generally, 2:97
Location of interception, 8:47.50
Minimization, 8:105.50

THERMAL IMAGING

See Technologically Enhanced
Visual Surveillance (this
index)

TICKETS

North Carolina, Internet ticket
sales, 27:274

Tennessee, Internet ticket sales,
27:348

TIME OF INTERCEPTION

Generally, 8:93 to 8:100

As soon as practicable, 8:97

Attainment of objective, termina-
tion, 8:100

Delays prior to interception, 14:5

Effective date, 8:96

Electronic tracking devices, 29:26

Extensions of Interception (this
index)

Hours of surveillance, extensions
of, 14:10

Multiple interceptions, 8:94

Pre-interception delays, 14:5

Second Generation Orders (this
index)

Service, postponement of, 18:5,
18:6
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TIME OF INTERCEPTION

—Cont’d
Statutory authority

18 U.S.C.A. § 2518(5), 8:95

18 U.S.C.A. § 2518(1)(d), 8:94
Termination, 8:98, 8:100, 14:11
Tracking devices, 29:26

TITLE IIT

Cellular and other mobile phones,
28:8

Civil Actions (this index)

Consensual Interceptions (this
index)

Foreign intelligence and national
security surveillance of
targets within the U.S., 12:71

Interception, definitions, view that
recording of what one can
lawfully hear is not intercep-
tion, 2:63

Oral communications, 1:12

Scope and reach, 1:11

Statutory authority, U.S.C.A.

§ 2510-2522, 25:3

Unlawful interceptions or

disclosures, civil actions,
3:35 to 3:52

TOLL RECORDS

Generally, 4:1 to 4:28

Caller identification service, 4:26
Computer records, 4:25
Constitutional law, 4:3

Federal law, 4:4, 4:9

Hearsay evidence, 4:25

State laws, 4:5, 4:21

TOUCH-TONE DECODERS

Statutory provisions, 4:10 to 4:15

TOWER DUMPS

Cellular and other mobile phones,
28:8

TRACERS

Defined, 21:3



INDEX

TRACES

Generally, 3:32, 4:8 to 4:27

Annual reports, 4:20

Applications, 4:13 to 4:16

Collection of addresses on e-mail
sent to/from target account,
sample application and order,
App. E

Compelling cooperation, 4:19

Computer network intruder,
sample application and order,
App. F

Defense to unlawful interceptions
or disclosures, 4:22

Definitions, 4:10

E-mail, 4:13 to 4:16

Emergency surveillance, 4:18

Judge, role of, 4:14

Jurisdiction, 4:14

No suppression remedy, 4:24

Objections, 4:23

Orders and applications, 4:13 to
4:16

Reports, 4:20

Standing to challenge, 4:23

State laws, 4:21

Statutory provisions, 4:10 to 4:19

Unlawful interceptions or
disclosures, 4:22

Web-based e-mail account, sample
application and order, App.
D

TRACKING DEVICES

Generally, 29:1 to 29:37
Automobiles. Motor vehicles,
below

Cars. Motor vehicles, below
Chemicals, 29:7
Consensual installations
Generally, 29:6 to 29:11
Contraband, 29:11
Karo decision, 29:7
Precursor chemicals, 29:7
State decisions, 29:8
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TRACKING DEVICES—Cont’d

Consensual installations—Cont’d
Tainted transactions, 29:11
Vehicles, 29:10

Constitutional law, 29:29

Contraband, 29:11

Definitions, 29:4

Duration of surveillance, 29:26

Electronic Tracking Devices (this

index)

Foreign Intelligence Surveillance

Act (FISA), 12:29

Fourth Amendment, 29:29

General vicinity monitoring, 29:19

Installation
Generally, 29:5 to 29:13
Consensual installations, above
Questions remaining, 29:21
Trespassory installations, 29:12

In-transit monitoring, 29:15,

29:16

Inventory, 29:28

Jurisdiction, 29:27

Karo decision
Consensual installations, 29:7
General vicinity monitoring,

29:19

Private location monitoring,
29:17

Knotts decision

General vicinity monitoring,
29:19

In-transit monitoring, 29:15,
29:16

Location of interception

General vicinity monitoring,
29:19

In-transit monitoring, 29:15,
29:16

Private location monitoring,
29:17
Warrants, 29:27
Monitoring
Generally, 29:14 to 29:19
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TRACKING DEVICES—Cont’d
Monitoring—Cont’d
General vicinity monitoring,
29:19
In-transit monitoring, 29:185,
29:16
Private location monitoring,
29:17
Questions remaining, 29:22
State decisions, 29:18
Motor vehicles
Attaching tracking devices,
standard, 29:34
Consensual installations, 29:10
GPS and cellular tracking,
29:35 to 29:37
In-transit monitoring, 29:15,
29:16
Trespassory installations, 29:13
Necessity, 29:28
Notice, 29:28
Precursor chemicals, 29:7
Private location monitoring, 29:17
Probable cause, 29:30
Questions remaining
Generally, 29:20
Installation issues, 29:21
Monitoring issues, 29:22
Reasonable suspicion, 29:31,
29:33
State decisions
Consensual installations, 29:8
Monitoring, 29:18
Tainted transactions, 29:11
Time of surveillance, 29:26
Trespassory installations
Generally, 29:12
Vehicles, 29:13
Vehicles. Motor vehicles, above
‘Warrants
Duration of surveillance, 29:26
Electronic Tracking Devices
(this index)
Execution, 29:24
Inventory, 29:28
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TRACKING DEVICES—Cont’d

Warrants—Cont’d
Issuance, 29:24
Jurisdiction, 29:27
Location of interception, 29:27
Necessity, 29:28
Notice, 29:28
Particularity, 29:25
Probable cause, 29:30
Requirement, generally, 29:23
Time of interception, 29:26
Time of surveillance, 29:26

TRANSCRIPTS AND

TRANSLATIONS
Generally, 36:1 to 36:37
Absence of recordings, 41:49,
41:52
Advice for offering party
English language conversation,
36:16
Foreign language conversations,
36:23
Aid to understanding recording,
36:6
Assessing accuracy, English
language conversation, roles
of judge and jury, 36:15
Assessing accuracy, foreign
language conversations, roles
of judge and jury, 36:28
Best evidence rule, 41:51, 41:52
Colloquialisms in foreign
language conversations,
36:30
Confrontation clause, 41:56.50
Contents of foreign language
conversations, presentation to
jury, 36:29 to 36:31
Contents of transcript
Generally, 36:9
Creative punctuation, 36:13
Explanatory material prohibi-
tion, 36:12
Font changes, 36:13
Identification of speakers, 36:10
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TRANSCRIPTS AND

TRANSLATIONS—Cont’d

Contents of transcript—Cont’d
Mirror of recording, 36:11
Type face changes, 36:13

Court Reporter Act, 36:37

Creative punctuation, 36:13

Cross-examination of offering

party’s expert, 36:26
Disclosure, 33:10
Discovery, 33:10

English language conversations,
36:2 to 36:16

Expert opinion evidence, foreign
language conversations,
36:18 to 36:23

Expert or lay witness opinion of
transcript of English
conversation, 36:8

Explanatory material prohibition,
36:12

Font changes, 36:13
Foreign language conversations
Generally, 36:17

Adverse party’s expert witness,
36:27

Adpvice to offering party, 36:23

Assessing accuracy, roles of
judge and jury, 36:28

Challenge to accuracy by

adverse party, 36:24 to
36:27

Colloquialisms, 36:30

Contents, presentation to jury,
36:29 to 36:31

Cross-examination of offering
party’s expert, 36:26

Expert opinion evidence, gener-
ally, 36:18 to 36:23

Fact-specific references within
translation, 36:31

Jargon, 36:31

Judge’s role in assessing
accuracy, 36:28
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TRANSCRIPTS AND

TRANSLATIONS—Cont’d
Foreign language conversations
—Cont’d
Jury access to translations dur-
ing deliberations, 36:36

Jury instructions, 36:35
Jury’s role in assessing
accuracy, 36:28
Methods, 36:22
Multiple translations, 36:21
Playing recording for jury,
36:33
Presenting conversations and
translations to jury, 36:32
to 36:34
Procedures, 36:22
Single witness, 36:21
Slang, 36:30
Timing of challenge to
accuracy, 36:25
Translator, 36:19
Grand jury use of interceptions,
32:3
Group project, 36:4
Identification of speakers, 36:10

Jargon in foreign language
conversations, 36:31

Jones Act, 36:37

Judge, role in testing accuracy of
transcript, 36:15

Jury, role in testing accuracy of
transcript, 36:15

Jury deliberations, 41:62

Jury instructions, foreign language
conversations, 36:35

Mirror of recording, 36:11

Miscellaneous issues relating to,
41:63

Opinion evidence of contents,
36:7

Participant as translator

English language conversation,
36:3
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TRANSCRIPTS AND
TRANSLATIONS—Cont’d
Participant as translator—Cont’d

Foreign language conversations,

36:20
Preliminary defense strategy and
motions, disclosure, 33:10

Preparation of transcript
Generally, 36:2
Group project, 36:4

Transcription by participant in
conversation, 36:3

Privileged communications,
36:51.50
Recordings, absence of
Generally, 41:49, 41:52, 41:59
Taped recordings, generally.
Tapes (this index)
Role of transcript
Generally, 36:5
Aid to understanding recording,
36:6
Expert or lay witness opinion of
contents, 36:8
Opinion evidence of contents,
36:7
Roles of judge and jury, 36:15

Slang in foreign language
conversations, 36:30

Testing accuracy of transcript
Generally, 36:14
Adpvice for offering party, 36:16
Roles of judge and jury, 36:15
Type face changes, 36:13

TRANSMITTERS
Devices (this index)

TRAP AND TRACE
SURVEILLANCE
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1805(-1), 12:47
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TRAP AND TRACE

SURVEILLANCE—Cont’d
Foreign Intelligence Surveillance
Act (FISA), 50 U.S.C.A.
§ 1842, 12:31

TRAPS

Generally, 3:32, 4:8 to 4:27

Annual reports, 4:20

Applications, 4:13 to 4:16

Collection of addresses on e-mail
sent to/from target account,
sample application and order,
App. E

Compelling cooperation, 4:19

Computer network intruder,
sample application and order,
App. F

Defense to unlawful interceptions
or disclosures, 4:22

Definitions, 4:10

E-mail, 4:13 to 4:16

Emergency surveillance, 4:18

Judge, role of, 4:14

Jurisdiction, 4:14

No suppression remedy, 4:24

Objections, 4:23

Orders and applications, 4:13 to
4:16

Reports, 4:20

Standing to challenge, 4:23

State laws, 4:21

Statutory provisions, 4:10 to 4:19

Unlawful interceptions or
disclosures, 4:22

Web-based e-mail account, sample
application and order, App.
D

TRESPASS

Electronic tracking devices, 29:12,
29:13

Sample authorization for monitor-
ing computer trespasser
activity, App. J
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TRIED AND FAILED
Other investigative procedures,
8:83
UAVs
Drones/UAVs (this index)

UNAIDED EAR ANALOGY
Expectation of non-interception,
2:27
Intercept, definitions
Generally, 2:66

Constitutional principles, 2:64

Location of listener, 2:65
Oral communications, 2:27

UNFAIR BUSINESS PRACTICES

Alaska, 27:16

UNFAIR COMPETITION
Utah, 27:371

UNIFORM ELECTRONIC
TRANSACTIONS ACT
Alabama, 27:13
Alaska, 27:23
Arizona, 27:31
Arkansas, 27:39
California, 27:50
Colorado, 27:59
Connecticut, 27:68
Delaware, 27:76
Federal Uniform Electronic
Transactions Act, as model
for state legislation, 27:5
Florida, 27:83
Georgia, 27:89
Hawaii, 27:95
Idaho, 27:102
Illinois, 27:113
Indiana, 27:122
Towa, 27:129
Kansas, 27:136
Kentucky, 27:143
Louisiana, 27:154
Maine, 27:162
Maryland, 27:169
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UNIFORM ELECTRONIC
TRANSACTIONS ACT
—Cont’d

Massachusetts, 27:174
Michigan, 27:183
Minnesota, 27:193
Mississippi, 27:200
Missouri, 27:208
Montana, 27:214
Nebraska, 27:221
Nevada, 27:230

New Hampshire, 27:238
New Jersey, 27:247
New Mexico, 27:256
New York, 27:268
North Carolina, 27:277
North Dakota, 27:286
Ohio, 27:294
Oklahoma, 27:304
Oregon, 27:310
Pennsylvania, 27:318
Rhode island, 27:328
South Carolina, 27:335
South Dakota, 27:343
Tennessee, 27:353
Texas, 27:365

Utah, 27:375

Vermont, 27:378
Virginia, 27:387

West Virginia, 27:402
Wisconsin, 27:408
Wyoming, 27:414

UNITED STATES OFFICIALS

Foreign intelligence and national
security surveillance of
targets within the U.S., 12:4

UNITED STATES PERSONS

Foreign Intelligence and
National Security Surveil-

lance of Targets Within the

U.S. (this index)

Foreign Intelligence Surveillance
Act (FISA), 50 U.S.C.A.
§ 1801(1), 12:12
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UNITED STATES V. MAYFIELD

Foreign Intelligence Surveillance
Act (FISA), 12:19

UNLAWFUL DEVICES
Prohibited Devices (this index)

UNLAWFUL DISCLOSURES
Civil Actions (this index)

Criminal Interceptions or
Disclosures (this index)

UNLAWFUL INTERCEPTIONS
Civil discovery or interceptions
previously revealed in crimi-
nal case, 41:58.50
Civil litigation, 41:58, 41:58.50
Criminal violations, 3:3, 3:4

Grand jury use of interceptions,
32:23
Impeachment, use of unlawful

interceptions for purpose of,
41:55 to 41:57

Investigative use, 14:18

Suppression of Evidence (this
index)

Use in civil litigation, 41:58,
41:58.50

UNMANNED AIRCRAFT
Drones/UAVs (this index)

UNOFFICIAL FOREIGN
POWER
Foreign intelligence and national
security surveillance of
targets within the U.S., 50
U.S.C.A. § 1801(a)(4)-(7),
12:36

UNPROTECTED CONDUCT

Foreign Intelligence Surveillance
Act (FISA), 12:32

UNRECORDED
CONVERSATIONS

Best evidence rule, 41:48
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UNREGULATED
SURVEILLANCE,
FOREIGN INTELLIGENCE
SURVEILLANCE ACT
(FISA)

Electronic surveillance, 12:33

URL
Defined, 21:3

USA PATRIOT ACT

Generally, 1:17, 25:23

Compensation provision, 1:18

Legislative history, 1:19

Post PATRIOT ACT litigation.
Foreign Intelligence
Surveillance Act (FISA)
(this index)

USA PATRIOT Improvement and
Reauthorization Act of 2005
(USAP-IRA), 1:20

USA PATRIOT IMPROVEMENT
AND REAUTHORIZATION
ACT OF 2005 (USAP-IRA)

Generally, 1:20

USB
Defined, 21:3

USB FLASH DRIVE
Defined, 21:3

USE OF INTERCEPTIONS
Disclosures (this index)

USER
Definitions, 2:136

USER ID
Defined, 21:3

USER NAME
Defined, 21:3

UTAH
Generally, 27:366 to 27:374
Biometrics, 27:366.50

Child sex offenses involving
computers, 27:368
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UTAH—Cont’d
Civil cause of action by statute,
27:372

Computer contaminants, 27:370

Computer crime, 27:367

Internet or computer-assisted
hunting, 27:369

Law enforcement officers,
consensual interceptions by,
5.75

Malicious software activities,
27:370

Private persons, consensual
interceptions by, 5:151

Unfair competition, 27:371

Uniform Electronic Transactions
Act, 27:375

Unlawful interceptions or
disclosures, 3:100

Unmanned aircraft vehicles,
27:373

VEHICLES
Tracking Devices (this index)

VEIN RECOGNITION
Biometrics, 31:12

VENUE

Computer fraud and abuse act,
26:3.10

VERMONT

Generally, 27:375 to 27:378

Biometrics, 27:375.50

Computer crime, 27:376

Internet hunting, 27:377

Law enforcement officers,
consensual interceptions by,
5:76

Private persons, consensual
interceptions by, 5:152

Statutory and other definitions,
2:40

Uniform Electronic Transactions
Act, 27:378
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VERMONT—Cont’d
Unlawful interceptions or
disclosures, 3:101

Unmanned aircraft surveillance,
27:378.50

VIDEO CAMERAS
Interception devices, 2:96

VIDEO COMMUNICATIONS

Television and Video Com-
munications (this index)

VIDEO SURVEILLANCE
Generally, 30:70 to 30:86
Admissibility of evidence, 30:80
Authentication of evidence, 30:80

Civil cause of action, video
surveillance as, 30:81

Closed circuit television (CCTV),
30:83

Crime, video surveillance as,
30:81

Evidence, admissibility and
authentication, 30:80

Fourth Amendment, 30:71

Home, 30:77

Invasion of privacy, 30:82

Judicial authority, 30:78

Omnipresent reality, 30:70

Order requirements, 30:79

Pole cameras, 30:84 to 30:86

Privacy, invasion of, 30:82

Privacy, public areas associated
with, 30:74

Private property, 30:77

Public areas, 30:73, 30:74

Schools, 30:75

“Search’ analysis, continuity and

extended duration impact on,
30:72

Video Voyeurism Prevention Act
of 2004, 30:73

Warrant requirements, 30:79
Workplace, 30:76
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VIDEO VOYEURISM
PREVENTION ACT OF 2004
Generally, 30:86

VIRGINIA

Generally, 27:379 to 27:387

Biometrics, 27:379.50

Child and adult sex offenses
involving computers, 27:382

Civil cause of action by statute,
27:385

Computer crime, 27:380

E-mail regulation, 27:381

Internet or computer-assisted
hunting, 27:383

Internet privacy, 27:384

Law enforcement officers,
consensual interceptions by,
5:77

Private persons, consensual
interceptions by, 5:153

Uniform Electronic Transactions
Act, 27:387

Unlawful interceptions or
disclosures, 3:102

Unmanned aircraft vehicles,
27:386

VIRUSES

Botnets, 21:14

Computer Contaminants and
Malicious Software Activi-
ties (this index)

Defined, 21:3

Definitions, 21:3

Legislative considerations, 22:3

Phishing, 21:13

Private versus government
searches, 23:3

Third party consent issues, 23:14,
23:18

Voice over internet protocol, 21:4

VISITORS

Prisoner’s telephone-intercom
conversations with visitors,
6:54
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VISUAL SURVEILLANCE
Foreign Intelligence Surveillance
Act (FISA), 12:29
Technologically Enhanced
Visual Surveillance (this
index)

VOICE IDENTIFICATION
Generally, 38:1 to 38:36
Abbreviations, 38:1
Arrests, 38:6
Background

eye-witness identification case

law in Supreme Court,
38:29
Presence of counsel, 38:29
Burdens of production and persua-
sion, 38:2
Case law, eye-witness identifica-

tion case law in Supreme
Court, 38:28

Circumstantial evidence, 38:8

Comparison testimony, 38:10

Constitutional considerations,
exemplars, 38:12

Contesting identification, 38:35

Defendant’s right to exhibit voice
through testifying, 38:15

Dialect as basis for expertise,
38:20

Direct testimony, 38:5, 38:6

Evidence. Spectrographic analysis
(voice prints), below

Exemplars

Constitutional considerations,
38:12
Defendant’s right to exhibit

voice through testifying,
38:15

Practical considerations, 38:14

Uses of voice exemplars, 38:13
Expert testimony

Generally, 38:16

Dialect as basis for expertise,
38:20
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VOICE IDENTIFICATION
—Cont’d
Expert testimony—Cont’d
Ineffective assistance claims,
38:17
Language as basis for expertise,
38:20
Linguistic analysis and the like,
38:21
Linguistics as basis for
expertise, 38:20
Other situations, 38:22
Phonetics as basis for expertise,
38:20
Recorded conversations and
encounters, 38:19, 38:20
Unrecorded conversations and
encounters, 38:18
Eye-witness identification case
law, Supreme Court cases,
38:28
Grand jury use of interceptions,
32:4
Instructing jury, 38:36
Judges, identification by. Lay wit-
nesses, jurors and judges,
below
Jurors, identification by. Lay wit-
nesses, jurors and judges,
below
Jury instructions, 38:36
Language as basis for expertise,
38:20
Lay witnesses, jurors and judges
Arrest and post-arrest process-
ing, 38:6
Business numbers, identifying
and authenticating calls to
and from, 38:9
Circumstantial evidence, 38:8
Ethnic origin, identifying in
voice, 38:11
Eye-witness to conversation,
38:4
Federal Rules of Evidence 901,
38:3
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VOICE IDENTIFICATION
—Cont’d
Lay witnesses, jurors and judges
—Cont’d
Federal Rules of Evidence
901(b)(3), 38:10
Federal Rules of Evidence
901(b)(4), 38:8
Federal Rules of Evidence
901(b)(5), 38:5, 38:6
Federal Rules of Evidence
901(b)(6)(A), 38:7
Federal Rules of Evidence
901(b)(6)(B), 38:9
Judge or jury comparing
witness’s voice to voice on
contested recording, 38:10
Race or ethnic origin, identify-
ing in voice, 38:11
Recognition identification
testimony, 38:5, 38:6
Self-identification by phone
conversation participant,
38:7
State rules, 38:3
Uniform Rules of Evidence
901, 38:3
Linguistic analysis and the like,
expert testimony, 38:21
Linguistics as basis for expertise,
38:20
Phonetics as basis for expertise,
38:20
Practical considerations,
exemplars, 38:14
Presence of counsel, application,
38:29
Pretrial discovery, 38:27
Raising issue, 38:27
Recorded conversations and
encounters
Expert testimony, 38:20
Identifying voice, 38:31
Scientific evidence.
Spectrographic analysis
(voice prints), below
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VOICE IDENTIFICATION
—Cont’d
Spectrographic analysis (voice
prints)
Description, 38:23
Federal courts, 38:24
Miscellaneous matters, 38:26
Prognosis, 38:23
State law, 38:25
Suggestiveness issues, 38:30
Supreme Court eye-witness
identification case law, 38:28,
38:29
Trial strategy, 38:34
Ultimate issue of fact, burdens of
production and persuasion,
38:2
Unrecorded conversation or
encounter, identifying voice,
38:32
Voice lineups, 38:33

VOICE MAIL
Definition, 2:21
Employer interception of
employee conversations, 6:15

VOICE RECOGNITION
Biometrics, 31:8

WARRANTS

Cellular and other mobile phones,
28:39 to 28:43
Grand jury use of interceptions,

surveillance pursuant to war-
rant, 32:18

Search warrants and accompany-
ing affidavits to search and
seize computers, App. I

Stored wire and electronic com-
munications, 7:49

Tracking Devices (this index)

WASHINGTON
Generally, 27:388 to 27:395
Biometrics

Biometric Statute, 31:30.30
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WASHINGTON—Cont’d
Biometrics—Cont’d
State legislation, generally,
27:388.50
Civil cause of action by statute,
27:393
Computer contaminants, 27:392
Computer crime, 27:389
Cyberstalking, 27:390
Electronic transactions, 27:395
E-mail regulation, 27:391
Law enforcement officers,
consensual interceptions by
Generally, 5:78
Establishing all party consent,
5:80
Extent of suppression, 5:81
Federal officials, consensual
interceptions by, 5:82
Private communication, private
conversation, 5:79
RCW § 9.73.210, reasonable
risk of danger exception,
5:87
RCW § 9.73.230, drug
investigation exception,
5:86
RCW § 9.73.090 exception,
5:85
RCW § 9.73.030(2) exceptions,
5:84
Warrant requirement, 5:83
Malicious software activities,
27:392
Private persons, consensual
interceptions by, 5:154
Statutory and other definitions,
2:41
Unlawful interceptions or
disclosures, 3:103
Unmanned aircraft vehicles,
27:394

WEB SITES
Interception, definitions, unautho-
rized access to restricted web
site, 2:74
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WELFARE FRAUD
PREVENTION
Biometrics, 31:42

WEST VIRGINIA

Generally, 27:396 to 27:402

Biometrics, 27:396.50

Child sex offenses involving
computers, 27:398

Civil cause of action by statute,
27:400

Computer crime, 27:397

E-mail regulation, 27:399

Law enforcement officers,
consensual interceptions by,
5:88

Private persons, consensual
interceptions by, 5:155

Uniform Electronic Transactions
Act, 27:402

Unlawful interceptions or
disclosures, 3:104

Unmanned aircraft vehicles,
27:401

WILLFULNESS
Culpable mental states, 2:102

WIRE COMMUNICATIONS
Aural transfers, 2:4
Definitions
Generally, 2:3
Aural transfers, 2:4
Expectation of non-interception,
2:8
Other issues, 2:9
State variations on federal defi-
nition, 2:10
Foreign Intelligence Surveil-
lance Act (FISA) (this index)
Telephones (this index)

WIRE FRAUD
Computer Crime (this index)
Statutory authority, 18 U.S.C.
§ 1343, 25:14, 27:2
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WISCONSIN

Generally, 27:403 to 27:408

Biometrics, 27:403.50

Child sex offenses, 27:405.50

Civil cause of action by statute,
27:406

Computer crime, 27:404

Cyber harassment, 27:405

Law enforcement officers,
consensual interceptions by,
5:89

Private persons, consensual
interceptions by, 5:156

Uniform Electronic Transactions
Act, 27:408

Unlawful interceptions or
disclosures, 3:105

Unmanned aircraft vehicles,
27:407

WITNESSES
Best evidence rule, testimony in
lieu of lost recording, 41:49
Cross-examination, 41:17
Introductory witnesses, 41:10

WYOMING

Generally, 27:409 to 27:414

Biometrics, 27:409.50

Civil cause of action by statute,
27:412

Computer crime, 27:410

Internet hunting, 27:411

Internet privacy, 27:410.50

Law enforcement officers,
consensual interceptions by,
5:90

Private persons, consensual
interceptions by, 5:157

Uniform Electronic Transactions
Act, 27:414

Unlawful interceptions or
disclosures, 3:106

Unmanned aircraft vehicles,
27:413
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