Index

ACCEPTANCE
Generally, 2:8
Certificates, of, 10:71 to 10:100
Electronic, 10:4 to 10:15
Testing, 2:8

ACCESS
Access to info laws and patents, 8:46
Electronic documents, 8:62 to 8:84
Personal information, 8:62 to 8:84
Privacy, 8:46

ANTON PILLER ORDERS
Generally, 3:139

AUDIO-VISUAL WORKS
Generally, 3:30 to 3:33, 3:57
Multi-media works, 3:30, 3:31
Video games, 3:30, 3:31
Web pages, 3:33

AUTHORSHIP
Generally, 3:8 to 3:10
Computer-generated works, 3:10
Joint, 3:9

BEST EVIDENCE
Generally, 9:5
UNCITRAL Model Law, 9:6
Uniform Electronic Evidence Act, 9:7

BREACH

Condition, of, 2:41
Confidence, of

privacy, 8:33

trade secrets, 4:20
Copyright, 3:75
Fiduciary duty, of, 8:33
Fitness for purpose and, 2:41
Fundamental, 2:50

limitations of liability clause, effect on,

2:53

Implied condition, of, 2:41
Privacy and, 8:33
Sales of goods legislation, 2:41
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BROADCASTING
Copyright, 3:95
Internet regulation, 11:22

CANADIAN INTERNET
REGISTRATION AUTHORITY
(CIRA)

Generally, 5:37 to 5:42
Certified registrars, 5:39

Domain name dispute resolution policy,
5:45

CERTIFICATES
Accepting, 10:96
Employee use of, 10:99
Foreign, 10:93
Issuance of, 10:75
Obtaining, 10:96
Policies, 10:76
Practice statements, 10:76
Recognition, 10:93
Revocation, 10:85, 10:97
Suspension, 10:82, 10:97
Use of, 10:99

CERTIFICATION AUTHORITIES
Certificates—see certificates
Disclosure obligations, 10:86
Liability, 10:76, 10:89
PKIs, role in, 10:72
Qualifications of, 10:73

CHILD PORNOGRAPHY AND
VOYEURISM
Generally, 7:18 to 7:21
Criminal Code, 7:19
Federal legislation, 7:21
Provincial legislation, 7:20

CIPO GUIDELINES
Generally, 6:19

CIVIL REMEDIES
See also DAMAGES
Generally, 3:138 to 3:159
Account of profits, 3:148 to 3:152
Anton pillar orders, 3:139
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CIVIL REMEDIES—Cont’d
Costs, 3:153
Damages, 3:148 to 3:152
Equitable estoppels, 3:155
Interlocutory inj
seizure, before judgment, 3:140
Pre-Operational Transfer Date
Registration Rules and Procedures,
5:38
Presence requirements, 5:40
Registrant agreement, 5:41
Registration before, 5:37

COMMUNICATIONS
Freedom of speech, 7:15
Illegal, 7:15 to 7:17
Interception

generally, 8:52 to 8:55
Canada, 8:53
Criminal Code, 8:54
Radiocommunications Act, 8:55
U.S., in the, 8:52
Offensive, 7:15 to 7:17
Public, 3:85
Receipt of, 10:25 to 10:29
Restrictions on speech, 7:16
Securities law, 11:44 to 11:46

COMPUTER PROGRAMS
Authorship, 3:8 to 3:10
see also AUTHORSHIP
joint authors, 3:9
who is an author, 3:8
Bill C-60

copyright legislation amendments, 3:21

copyright protection for, 3:4 to 3:21
foreign works, 3:16
machine parts, 3:18
protection, U.S, 3:2

Originality requirement, 3:4 to 3:6
application to computer programs, 3:6
current test for, 3:5
enhancements, 3:7
historical interpretation, 3:4
machine readable works, 3:4 to 3:6
updates, 3:7

Ownership, 3:11 to 3:14
assignment of rights, 3:12
Crown, 3:14

employees, ownership of works created

by, 3:11
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COMPUTER PROGRAMS—Cont’d
Ownership, 3:11 to 3:14—Cont’d
independent contractor, ownership of
works created by, 3:13
Protection, formalities required for, 3:15
Requirement that program be a “work,”
3:17 to 3:20
literary works, 3:20
utilitarian works, 3:19
Theft of copyright in, 7:6

CONTRACTING
See also ELECTRONIC CONTRACT-
ING
Generally, 2:1 et seq.
Acceptance
generally, 2:8
certificates, of, 10:96
electronic, 10:4 to 10:15
testing, 2:8
Acquisitions
computer, 2:2
software, 2:19
Adpvice, negligent, 2:38
Agreements, online, enforceability of, see
ONLINE AGREEMENTS,
ENFORCEABILITY OF

Assignment

personnel, 2:15

software, rights in, 2:20
Breach

condition, of, 2:41

fundamental, 2:50
Certainty of terms, 2:7
Computer, by, 2:47

documentation, of, 2:10

source code, of, 2:9
Computer acquisitions, 2:2
Computer services

generally, 2:47

duty of care, 2:48

standard of care, 2:49
Conditions, 2:36

breach of, 2:41

implied condition of fitness, 2:40
Confidentiality, 2:14
Customer requirements, 2:3
Customer specifications, 2:4
Custom programming, 2:34
Development contracts, 2:46



INDEX

CONTRACTING—Cont’d
Electronic—see ELECTRONIC
CONTRACTING
Estoppel, 2:28
Exclusions, 2:51
Fitness for purpose, 2:40
Fundamental breach, 2:50
Indemnity, intellectual property, 2:54
Installation, 2:11
Integration clauses, 2:7
Leasing transactions, 2:43
Licence of software, 2:22, 2:23
see also LICENCE
Maintenance, 2:13
Merchantability, 2:42
Misrepresentation
fraudulent, 2:37
negligent, 2:38
Non-assignability, 2:15
Ownership, 2:9
Payment obligations, 2:8
Performance, time for, 2:16
Programming, custom, 2:34
Quality, terms re, 2:36
Remedies, 2:55 to 2:62
see also REMEDIES AND WARRAN-
TIES
Competition Act, under, 2:62
limited, 2:52
supplier, 2:61
Representations, 2:36
Requests for proposals (RFPs), 2:5
Sale of goods legislation, 2:30
see also SALE OF GOODS LEGISLA-
TION
Sale of software, 2:21
Services
computer, via, 2:47
pure, 2:35
Shareware, 2:27
Shrink wrap, 2:24 to 2:27
Software
acquisition, 2:19
assignment of rights, 2:20
existing, 2:33
licence of, 2:22, 2:23
see also LICENCE
prepackaged, 2:33
sale of, 2:21
shareware, 2:27
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CONTRACTING—Cont’d
Specifications
customer, 2:4
express, 2:39
Specific performance, entitlement to, 2:60
Supplier
direct rights against, 2:44
remedies of, 2:61
selection of, 2:6
Support, 2:12, 2:13
Systems approach, 2:2
Terms
certainty of, 2:7
implied, developmental transactions,
2:46
quality, re, 2:36
Training, 2:12
Warranties
generally, 2:36
express, 2:39

CONTRACTING FOR COMPUTER
HARDWARE/SOFTWARE
SERVICES

Acceptance testing, 2:8

Acquisition of software, 2:19

Computer acquisitions, “‘systems
approach” to, 2:2

Confidentiality, 2:14

Contractual terms, 2:7

Development, customized, 2:4

Installation of system, 2:11

Integration clauses, 2:7

Investigation of customer requirements,
2:3

Licence and patent exhaustion doctrines,
2:29

Licence of software, 2:22

Licensee estoppel, 2:28

Maintenance, 2:13

Malfunctioning computer system, 2:1

Misrepresentation, 2:36

fraudulent, 2:37
negligent, 2:38

Non-assignable contracts, 2:15

Operating instructions, 2:10

Payment obligations, 2:8

Pre-packaged software, 2:33

Quality, 2:36

Remedies—see REMEDIES AND WAR-
RANTIES
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CONTRACTING FOR COMPUTER

HARDWARE/SOFTWARE
SERVICES—Cont’d
Requests for proposals, 2:5
“Sale of goods” contract, 2:30
custom programming, 2:34
data processing services, 2:35
Sale of software, 2:21
Schedule for performance, 2:16
“Shrink wrap” licence, 2:24
Software, ownership of, 2:9
SR&ED credits, 2:18
Supplier, selection of, 2:6
Training and support, 2:12
Warranties
see also REMEDIES AND WARRAN-
TIES
generally, 2:36

COPYRIGHT PROTECTION

Authorship, 3:8 to 3:10
joint authorship, 3:9
Computer generated works, 3:10
Computer programs, 3:2, 3:4 to 3:21
1988 amendments, 3:21
as a literary work, 3:20
as a “work,” 3:17 to 3:20
as machine parts, 3:18
as utilitarian works, 3:19
ownership, 3:11 to 3:14
protection, 3:15
Dissimilarity, 3:129
Foreign works in Canada, 3:16
Infringement
see also INFRINGEMENT
generally, 3:58 to 3:121
Machine-readable works, 3:4 to 3:21
Originality requirement, 3:4 to 3:6
enhancements, 3:7
test for originality, 3:5
updates, 3:7
Protected computer technology, 3:22 to
3:49
algorithms, 3:48
audio-visual works, 3:30 to 3:33, 3:57
code, program, 3:54
collective works, 3:39
databases and digital storage, 3:34
design protection, 3:29
documentation, 3:27
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COPYRIGHT PROTECTION—Cont’d

Protected computer technology, 3:22 to
3:49—Cont’d
hardware, 3:42, 3:43
ideas, 3:51 to 3:57
language programming, 3:46
microcode, 3:26
multi-media works, 3:32
musical works, 3:44
non-literal elements, 3:55
object code, 3:23
operating system programs, 3:24
program manuals, 3:27
protocols, 3:45
semiconductor chips, 3:40, 3:41
software, 3:50 to 3:57
source code, 3:22
typefonts, digital, 3:47
user interfaces, 3:28, 3:29, 3:56
video games, 3:30, 3:31, 3:57
web pages, 3:33, 3:57
Similarity
common program outputs, 3:132
common screen displays, 3:132
development time and cost, 3:133
dissimilarity, 3:129
duplicated errors, 3:131
identical code or design, 3:130
probative, 3:127
substantial, 3:125
Statutory presumptions, 3:135
Technological protection measures
(TPMs), 3:160
TPM protection in other countries,
3:165, 3:166
United Kingdom decisions, 3:3
United States decisions, 3:3

CRIMINAL LAW PROTECTION

Offences

child pornography, 7:18 to 7:21

communications, illegal and offensive,
7:15to 7:17

Criminal Code, 7:3 to 7:14

fraud, 7:10

freedom of speech, 7:15

infringing copies, 7:2

intellectual property, 7:2

mischief, 7:9

theft, 7:4

trade secrets, 7:14
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CRIMINAL LAW PROTECTION
—Cont’d
Offences—Cont’d
unauthorized use of computer, 7:8

DAMAGES

Generally, 2:57

Consequential losses, 2:59

Contracting and, 2:57 to 2:59

Copyright infringement, 3:148 to 3:152
accounting for profits, 3:149
innocent infringement, 3:151
punitive damages, 3:150
recovery of damages, 3:148
statutory damages, 3:152

Excluding liability, 2:58

Indemnity, intellectual property, 2:54

Internet defamation, 11:62, 11:63
damages, 11:62
injunctions, 11:63

Limitation re, 2:53

Recovering and excluding liability, 2:59

Trade secrets, 4:23

DATA
Attribution of, 10:31 to 10:35
Business solutions and, 8:92, 8:95
Computerized
collection by websites, 8:16
Europe, 8:22
European Directive, the, 8:23
international protection, 8:21 to 8:24
U.N. Guidelines, 8:7
use by websites, 8:16
Copyright protection, 3:34
Exchange, 8:92
Internet, protection on the, 11:37
Manipulation, 6:17
Patents and, 6:17
Quebec and protection of, 8:44
Theft of, 7:5

DATA PROTECTION
Breach, 8:38
Charter of Rights and Freedoms, 8:39
Cloud computing, 8:20
Constitutional protection, 8:56 to 8:60

search and seizure, 8:58, 8:59

General data protection regulation, 8:24
Human rights, 8:4
Information laws, 8:46
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DATA PROTECTION—Cont’d
Interception of communication, 8:52 to
8:55

International data protection, 8:21 to 8:24
Europe, 8:22
United States, 8:25

Jurisdictional issues, 8:85

Legislation, 8:26, 8:40

Patriot Act, 8:98 to 8:102

Personal Information Protection and
Electronic Documents (PIPEDA),
8:62 to 8:84

Spamming, 8:61

Technical and business solutions, 8:86 to
8:97

Technological challenges to privacy, 8:9
to 8:20

Work place monitoring, 8:14

DEFAMATION

Generally, 11:57 to 11:64
British Columbia legislation, 8:45
Communications decency act, 11:64
Intermediary liability, 11:58
Internet, 11:62, 11:63

damages, 11:62

injunctions, 11:63
Limitation periods, 11:61
Notice periods, 11:61
Personal jurisdiction, 11:60
Publication of statements, 11:58, 11:59

DIGITAL SIGNATURE
Generally, 10:57

DISCLOSURE
Employment agreements, 4:18
Limiting, 8:74
Obligations, 10:86
Requirements, 10:36 to 10:43
Securities law guidelines, 11:44
Trade secrets and, 4:8

DISPUTE RESOLUTION
CIRA policy, 5:45
Consumer protection, 10:109
Electronic contracting, 10:109

ELECTRONIC COMMERCE
Legal issues, 1:4
Transactions, 1:3

Index-5



So0kMAN: CoMPUTER, INTERNET AND ELECcTRONIC COMMERCE LaAw

ELECTRONIC CONTRACTING
Canada Business Corporation Act, 10:43
Certificate authorities, 10:73
Choice of law and venue, 10:30
Consumer protection, 10:101 to 10:113
Contract formation, 10:24
Contract offers, 10:3

acceptance of, 10:4 to 10:15
amendments of, 10:4 to 10:15
Cryptocurrencies, 10:121
Electronic agents, 10:16 to 10:19
errors, 10:20 to 10:23
Enforceability, 10:2
agreements, online, enforceability of,
see ONLINE AGREEMENTS,
ENFORCEABILITY OF
Original document requirements, 10:44 to
10:51
Public key infrastructures (KPIs), 10:71
to 10:100

Signatures
authentication requirements for, 10:52
to 10:70
electronic signatures, 10:56
validity, 10:63
Uniform Computer Information Transac-
tions Act, 10:39
Uniform Electronic Commerce Act, 10:40

Uniform Electronic Transactions Act,
10:38

ELECTRONIC EVIDENCE
Admissibility, 9:2
Authenticity, 9:4
Best evidence rule, 9:5
Discoverability of electronic documents,

9:16
Documentary evidence, 9:3
Electronic records, 9:11
Hearsay, 9:8
Real evidence, 9:3
Record retention policies, 9:12

EQUITABLE ESTOPPEL
Generally, 3:155

EUROPEAN PATENT CONVENTION
Generally, 6:20

EVIDENCE—SEE ELECTRONIC
EVIDENCE

Generally

Index-6

EXPORTATION
Generally, 11:29

EXTENT OF PROTECTION
Idea/expression dichotomy, 3:51 to 3:57
Overlap, copyright and other protection,

3:50

FAIR DEALING

Generally, 3:94

FANCY WORDS
Generally, 5:13

FIDUCIARY DUTY
Breach of, 8:33
Employees and, 4:14

FINANCIAL INSTITUTIONS
Generally, 8:49

FITNESS FOR PURPOSE
Implied condition
generally, 2:40
breach of, 2:41
exclusion of, 2:51
lessor’s, 2:45

GAMING
Generally, 11:24

GENERAL TOP-LEVEL DOMAINS
Generally, 5:43

GET-UP
Generally, 5:32

GOODWILL
Generally, 5:27

HARDWARE
Confusing marks, 5:15, 5:17, 5:18
Copyright protection, 3:42, 3:43
Get-up of, 5:32
Sales of goods legislation and, 2:31
Trade-mark protection, 5:14, 5:32
Trade secret protection, 4:6

HEARSAY
Generally, 9:8
Business records exemptions, 9:9
Common law rule, 9:10

HUMAN RIGHTS
Generally, 8:4
Protection, jurisdiction, 11:15
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HUMAN RIGHTS—Cont’d
Site blocking, 3:119

ICANN
Generally, 5:44

ICONS
Generally, 8:91

IDEA/EXPRESSION DICHOTOMY
General principles, 3:51
Protection, computer program code, 3:54
Protection, structure, organization and
non-literal elements of a program,
3:55
Protection for user interfaces, 3:56

IMPLIED CONDITIONS

Fitness for purpose
generally, 2:40
breach of, 2:41
exclusion of, 2:51
lessor’s condition, 2:45

Merchantability
generally, 2:42
exclusion of, 2:51

Sale of goods legislation, under, 2:40,
2:42

INFRINGEMENT
Generally, 3:58 to 3:121
Back-up copies, 3:66
Breach, authorizing, 3:75
Broadcasters, rights of, 3:95
Browsing of works, 3:64
Civil remedies
Anton Piller orders, 3:139
damages, 3:148 to 3:152
see also DAMAGES
injunction, interlocutory, 3:140
injunction, permanent, 3:147
Computer programs
alterations, 3:67
“clean room” procedures, 3:71
compatible software, 3:70
competing software, 3:70
modifications, 3:67
rental, 3:94
reverse engineering, 3:69
Conflict of laws, 3:136
Contrivances, making of, 3:68
Display of works, 3:64
Distribution rights, 3:73
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INFRINGEMENT—Cont’d
Downloading works, 3:61, 3:65
Estoppel, equitable, 3:155
Exceptions

common carriers, 3:108 to 3:121
fair dealing, 3:96, 3:97
for education, 3:107
for individuals, 3:98 to 3:100
format and time-shifting, 3:99
host providers, 3:108 to 3:121
intermediaries, 3:98 to 3:100
making back-up copies, 3:102
network operators, 3:108 to 3:121
reverse engineering, 3:103
search engines, 3:108 to 3:121
temporary reproductions, 3:101
user-generated content, 3:98 to 3:100
Expert testimony, 3:137
Hyperlinks, 3:92
Importing infringing works, 3:72
Jurisdictions, multiple, 3:136
Liability
enabling infringement, 3:80
inducement, 3:78
joint, 3:76 to 3:80
third-party usage of property, 3:79
vicarious, 3:74
Licence terms, exceeding, 3:60
Limitation periods, 3:156
Misuse, 3:154
Moral rights, 3:93
Online publishing, 3:91
Public display, 3:89
Public performance, 3:85
Remedies, civil, 3:138 to 3:159
Anton Piller orders, 3:139
damages, 3:148 to 3:152
see also DAMAGES
injunction, interlocutory, 3:140
injunction, permanent, 3:147

Reproduction in computer programs,
3:122 to 3:137

Resale rights, 3:73
Sampling, computer or digital, 3:82
Site blocking

effectiveness, 3:117

human rights, 3:119

legal basis, 3:115

over-blocking risks, 3:118
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INFRINGEMENT—Cont’d
Site blocking—Cont’d
overview of practices internationally,
3:115
why required, 3:116
Standing to sue, 3:157
Streaming of works, 3:63
Temporary reproductions, 3:137
generally, 3:101
testimony, expert, 3:137
Transmissions, 3:83
Unauthorized reproductions, 3:59
Unauthorized translations, 3:59
Uploading of works, 3:65
Use of works, 3:61

INJUNCTIONS
Contract-related, 2:60
Interlocutory, 3:140
balance of convenience, 3:143
contempt proceedings, 3:145
irreparable harm, 3:142
seizure before judgment, 3:144
strength of case, 3:141
Intermediaries
blocking orders against ISP, 11:32
de-indexing orders against search
engines, 11:33
equitable basis, 11:34
net neutrality, 11:35
Permanent, 3:147
Term of, 4:22
Trade secrets, 4:21, 4:22

INTERNET
Generally, 1:1 et seq.
Adpvertising, 11:16
Broadcasting, 11:22
Constitutional issues, 11:69
Contests, 11:24
Criminal law, 11:23

Cryptography—see also
CRYPTOGRAPHY

generally, 11:25 to 11:29

Canada, policy in, 11:28

export control regulation, 11:29

OECD guidelines, 11:27

U.S., in, 11:29

Wassenaar Arrangement, the, 11:26
Data protection, 11:37
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INTERNET—Cont’d
Defamation, 11:57 to 11:64
see also JURISDICTION, defamation
Description, 1:2
Electronic commerce and, 1:3
Enforcement, 11:30 to 11:36
Gaming, 11:24
Human rights protection, 11:15
Infringement
generally, 11:65 to 11:68
see also JURISDICTION, infringe-
ment
copyright, 3:83
Jurisdiction—see under JURISDICTION
Legal issues re, 1:4
Privacy, 11:37
Regulation
generally, 11:1 et seq.
broadcasting, 11:22
business, conducting, 11:10
Canadian law, under, 11:6
constitutional, 11:69
contacts, 11:11
contests, 11:24
criminal law, 11:23
cryptography, 11:25 to 11:29
data protection, 11:37
defamation, 11:57 to 11:64
domain names, registering, 11:12
enforcement, 11:30 to 11:36
gaming, 11:24
general jurisdiction, 11:7
identifying wrongdoers from third par-
ties, 11:31
infringement, 11:65 to 11:68
interactive web sites, 11:9
language, 11:21
passive web sites, 11:8
personal jurisdiction, 11:2 to 11:13
see also JURISDICTION, personal
privacy, 11:37
registration of domain names, 11:12
securities law, 11:38 to 11:46
selling goods/services, 11:14 to 11:21
specific jurisdiction, 11:5
taxation, 11:47 to 11:55
telecommunications, 11:22
torts, 11:56
U.S. law, under, 11:3 to 11:5, 11:7
U.S. market, 11:11




INDEX

INTERNET—Cont’d

Securities law, 11:38 to 11:46

see also JURISDICTION, securities
law

Selling goods/services
generally, 11:14 to 11:21
advertising, 11:16, 11:19
business practices, 11:15, 11:16
comparative advertising, 11:19
conditions, 11:17
contractual restrictions, 11:20
discriminatory practices, 11:15
false advertising, 11:16
formalities, 11:18
human rights, 11:15
language, 11:21
licensing requirements, 11:14
misleading advertising, 11:16
registration requirements, 11:14
statutory formalities, 11:18
unfair business practices, 11:16
warranties, 11:17

Taxation, 11:47 to 11:55
see also JURISDICTION, taxation

Telecommunications, 11:22

Torts, 11:56

INTERNET SALES CONTRACT
HARMONIZATION TEMPLATE
Generally, 10:113
Consumer protection, 10:112
Documents, 10:42

INVASION OF PRIVACY
Generally, 8:34 to 8:37
Canada, in, 8:36
England, in, 8:35
Provincial legislation, 8:37
U.S., in the, 8:34

JURISDICTION
Constitutional, 11:69
Criminal law, 11:23

see also CRIMINAL LAW PROTEC-
TION

Defamation—see also DEFAMATION
generally, 11:57 to 11:64
damages, 11:58
intermediary liability, 11:58
internet defamation, 11:62, 11:63
limitation periods, 11:61
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JURISDICTION—Cont’d
Defamation—see also DEFAMATION
—Cont’d
notice periods, 11:61
personal jurisdiction, 11:60
publication of statements, 11:58, 11:59
Foreign states, of, 11:13
General
U.S. law, under, 11:7
Infringement
generally, 11:65 to 11:68
Intellectual property claims, 11:65
personal jurisdiction, 11:66
transnational cases, 11:67, 11:68
Personal
generally, 11:2 to 11:13
aggregating contacts, 11:11

avoiding jurisdiction of foreign states,
11:13
business, conducting, 11:10
Canadian law, under, 11:6
contacts, 11:11
defamation, 11:60
discriminating business practices, 11:15
domain names, registering, 11:12
infringement, 11:65
interactive web sites, 11:9
jurisdiction, 11:2 to 11:13
see also JURISDICTION
passive web sites, 11:8
registration of domain names, 11:12
U.S. law, under, (after US law), 11:3 to
11:5, 11:7
U.S. market, 11:11
Privacy, 8:85
Securities law—see also SECURITIES
LAW
Canadian Securities Administrators,
11:39
cross-border securities activities, 11:40
delivery by electronic means, 11:45
disclosure guidelines, 11:44

documents, delivery by electronic
means, 11:45

electronic communications, 11:44 to
11:46

Shareholders, 11:46
Specific
U.S. law, under, 11:5

Index-9



So0kMAN: CoMPUTER, INTERNET AND ELECcTRONIC COMMERCE LaAw

JURISDICTION—Cont’d
Taxation
generally, 11:47 to 11:55
business, carrying on, 11:50
contracts, 11:52
income source, 11:49
location of business, 11:51
operations, 11:53
permanent establishment, 11:55
residence, 11:48
services performed/rendered, 11:54
Torts, 11:56

KEYING
Generally, 5:48

LABELS
Generally, 8:90

LANGUAGE
Copyright protection, 3:46
Internet selling, 11:21

LEASING
Generally, 2:43
Direct rights against supplier, 2:44
Fitness for purpose, 2:45
Implied warranties, 2:45
Terms as to quality, 2:43

LEGAL ISSUES
Computer law, 1:5
E-commerce, 1:4
Internet, 1:4

LETTERS
Generally, 5:11

LICENCE
Generally, 2:19
Click-wrap, 2:25
Copyright infringement, 3:60
Enforceability, 2:24, 2:25
Exceeding terms of, 3:60
Function of, 2:22
Grants, 2:23
Maintain without, right to, 2:26
Nature of, 2:22
Shareware, 2:27
Shrink-wrap, 2:24 to 2:27
Software, 2:22, 2:23
Use without, right to, 2:26
Web-wrap, 2:24 to 2:27
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LINKING
Domain names and, 5:49
Infringement
copyright, 3:92
trade-mark, 5:49

MACHINE READABLE WORKS
Generally, 3:4 to 3:21

MACROS
Generally, 3:46

MAINTENANCE
Generally, 2:13

MANUALS
Generally, 3:27

MASK WORKS
Generally, 3:40

MERCHANTABILITY
Implied condition
generally, 2:42
exclusion of, 2:51

METATAGS
Generally, 5:48

MICROCODE
Generally, 3:26

MISAPPROPRIATION OF
PERSONALITY
Generally, 8:32

MISCHIEF
Generally, 7:9

MISREPRESENTATION
Fraudulent, 2:37
Negligent, 2:38

MISUSE
Copyright, 3:154
Trade secrets, 4:20

MORAL RIGHTS
Generally, 3:93

MULTI-MEDIA WORKS
Generally, 3:32

MUSICAL WORKS
Generally, 3:44

NEGLIGENCE
Generally, 8:30
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NEGLIGENCE—Cont’d
Advice, 2:38

NON-ASSIGNABILITY OF RIGHTS
Generally, 2:15

NON-COMPETITION CLAUSES
Generally, 4:19

NON-DISCLOSURE CLAUSES
Generally, 4:18

NON-LITERARY ELEMENTS
Copyright infringement, 3:123
Copyright protection, 3:55

NUISANCE
Generally, 8:29

OFFENCES AND CRIMINAL LAW
Generally, 7:1 et seq.
Communications

freedom of speech, 7:15
illegal, 7:15 to 7:17
offensive, 7:15 to 7:17
restrictions on speech, 7:16
Criminal Code
copyright, theft of, 7:6
data, theft of, 7:5
interception of communications, 8:54
restrictions on speech, 7:16
telecommunication services, theft of,
7:7
theft, 7:4
trademark, related to, 7:3 to 7:14
trade secrets, 7:14
Fraud, 7:10
Internet and, the, 11:23
IP legislation, offences under
generally, 7:2
copies, infringing, 7:2
making infringing copies, 7:2
selling infringing copies, 7:2
Mischief, 7:9
Speech
Criminal Code restrictions, 7:16
freedom of, 7:15
TPMs, need for legal protection, 7:2
Unauthorized use, 7:8

ONLINE AGREEMENTS,
ENFORCEABILTY OF

Arbitration clauses, enforceability of,
10:8
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ONLINE AGREEMENTS,
ENFORCEABILTY OF—Cont’d
Browse wrap/webwrap agreements, 10:7
Clickwrap agreements, 10:5
Contracting with minors, 10:14
Email exchanges, agreements through,
10:10
Failure to read, 10:11
Incorporation of other documents, 10:9
Introduction, 10:4
Opportunity to review, 10:12
Presentation of information, 10:12
Sign-in wraps, 10:6
Unconscionable online terms, 10:15
Unilateral amendments, 10:13

PATENT PROTECTION
General principles, 6:2
Patentability, 6:11 to 6:19
United Kingdom, 6:21
United States, 6:3 to 6:10

PATENTS
Generally, 6:1 et seq.
Ability to patent
Alappat, 6:8
AT&T, 6:8
Benson period, the, 6:5, 6:6
Bilski, 6:9
Canada, in, 6:11 to 6:19
CIPO Guidelines, 6:19
control systems, 6:16
data manipulation, 6:17
Diehr period, 6:7
European Patent Convention, under,
6:20
Freeman-Waltee-Diehr period, the, 6:7,
6:8
Freeman-Walter-Abele period, 6:7
information enhancement systems, 6:17
operating system software, 6:18
pre-Benson period, 6:5
Schlumberger phase, 6:14, 6:15
State Street, 6:9

United Kingdom, computer related
inventions, 6:20

U.S., in the, 6:3 to 6:10

Waldbaum phase, 6:12, 6:13
European patent convention, under, 6:20
Subject-matter, 6:2

Index-11
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PIPEDA

Generally, 8:62 to 8:84
Access, 8:78
Accountability, 8:70
Accuracy, 8:75
Application of, 8:63
Challenge, 8:79
Children, collecting from, 8:83
Collection, limiting, 8:73, 8:83
Compliance, 8:79
Consent, 8:72
Coverage, 8:64
definitions
personal information, 8:64
de-identification, 8:67
international standards for, 8:68
Disclosure, limiting, 8:74
Documents, 10:41
Electronic contracting and, 10:41
Erasure, 8:80
Fair information practice principles, 8:69
IP addresses and behavourial advertising,
8:65
Openness, 8:77
Organizational codes, 8:82
Principles, 8:69
Publicly available information, 8:66
Purposes, 8:71
Remedies, 8:81
Retention, limiting, 8:74
Right to be forgotten, 8:80
Safeguards, 8:76
Use, limiting, 8:74

PRIVACY

Alberta legislation, 8:45
British Columbia legislation, 8:45
access to information, 8:46
Business solutions
generally, 8:86 to 8:97
agent software, 8:93
anonymizers, 8:87
anonymous payment, 8:88
data base, 8:95
data exchange, 8:92
e-commerce insurance, 8:97
icons, 8:91
insurance, 8:97
labels, 8:90
pressure from partners, 8:96
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PRIVACY—Cont’d

Business solutions—Cont’d
pseudonymizers, 8:89
Radiocommunications Act, 8:55
U.S., in the, 8:52

Invasion of
generally, 8:34 to 8:37
Canada, in, 8:36
England, in, 8:35
provincial legislation, 8:37
U.S., in the, 8:34

Jurisdiction, 8:85

Legal basis for protection
generally, 8:26 to 8:39
confidence, breach of, 8:33
defamation, 8:31
fiduciary duty, breach of, 8:33
injurious falsehood, 8:31
invasion of privacy, 8:34 to 8:37
misappropriation of personality, 8:32
negligence, 8:30
nuisance, 8:29
personality, misappropriation of, 8:32
tort actions, 8:27
trespass, 8:28

OECD Guidelines, 8:5

Personal Information Protection and

Electronic Documents Act, 8:62 to
8:84
see also PIPEDA

Search directories, 8:17

Search engines, 8:17

Smart cards, 8:11

United Nations Guidelines, 8:7

REGISTRATION

Domain names
generally, 5:36
bad faith, 5:51 to 5:53
Canada, in, 5:37 to 5:42
CIRA, 5:37 to 5:42, 5:45
general top-level domains, 5:43
ICANN, 5:44
trademarks, as, 5:46
Trademarks
application, 5:25
computer wares/services, 5:25
description, 5:25
effect of, 5:22
foreign marks, 5:24
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REGISTRATION—Cont’d
Trademarks—Cont’d
U.S. by Canadians, in, 5:23
validity of, 5:22

REGULATION AND THE INTERNET
Broadcasting and telecommunications,
11:22
Canadian Criminal Code, 11:23
Cryptography, 11:25 to 11:29
Enforcement of judgments, 11:30 to
11:36

Intellectual property infringement, 11:65
to 11:68

Internet gaming and contests, 11:24

Personal jurisdiction, 11:2 to 11:13

Privacy and data protection, 11:37

Securities law, 11:38 to 11:46

Selling goods or services, 11:14 to 11:21

Taxation, 11:47 to 11:55

Tortious activity, 11:56

REMEDIES AND WARRANTIES
Breach of contract, 2:50
Breach of implied condition, 2:40
Breach on limitations of liability clauses,
2:53
Civil remedies, 3:138 to 3:159
Anton Piller orders, 3:139
damages, 3:148 to 3:152
injunction, interlocutory, 3:140
injunction, permanent, 3:147
Damages, 2:57 to 2:59, 3:148 to 3:152
consequential losses, 2:59
excluding liability, 2:58
injunction, 2:60
specific performance, 2:60
Exclusion of warranties and conditions,
2:51
Express specifications, 2:39
Implied condition of merchantability,
2:42
Implied terms in development transac-
tions, 2:46
Indemnity, intellectual property, 2:54
Leasing, terms of quality, 2:43
Lessor’s implied warranties, 2:45
Remedies, 2:55 to 2:62
civil, 3:138 to 3:159
Competition Act, 2:62
repair or replace, 2:52
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REMEDIES AND WARRANTIES

—Cont’d

Remedies, 2:55 to 2:62—Cont’d
right of rejection, 2:56
supplier remedies, 2:61
termination, rights to, 2:55

Rights against supplier, 2:44

Services performed by computer, 2:47
duty of care, 2:48
standard of reasonable care, 2:49

Standing to sue for infringement, 3:157

Warranties, 2:36

SALE OF GOODS LEGISLATION
Applicability, 2:30
Breach re fitness for purpose, 2:41
Computer hardware and, 2:31
Custom programming, 2:34
Existing software and, 2:33
Fitness for purpose under, 2:40, 2:41
Implied conditions under, 2:40, 2:42
Merchantability, 2:42
Pre-packaged software and, 2:33
Services, 2:35
Systems and, 2:32

SEARCH AND SEIZURE
Generally, 8:58, 8:59
Canada, in, 8:59
U.S., in the, 8:58

SECURITIES LAW

Generally, 11:38 to 11:46

Canadian Securities Administrators, 11:39

Cross-border securities activities, 11:40

Delivery by electronic means, 11:45

Disclosure guidelines, 11:44

Documents, delivery by electronic means,
11:45

Electronic communications, 11:44 to
11:46

Shareholders, 11:46

SELLING, INTERNET
Generally, 11:14 to 11:21
Advertising, 11:16, 11:19
Business practices, 11:15, 11:16
Comparative advertising, 11:19
Conditions, 11:17
Contractual restrictions, 11:20
Discriminatory practices, 11:15
False advertising, 11:16

Index-13
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SELLING, INTERNET—Cont’d

Formalities, 11:18

Human rights, 11:15

Language, 11:21

Licensing requirements, 11:14
Misleading advertising, 11:16
Registration requirements, 11:14
Warranties, 11:17

SIGNATURES

Authentication, 10:60
Confidentiality, 10:59
Devices, 10:95
Digital, 10:57
Electronic, 10:55
Enabling, 10:65
E-Sign Act
data, attribution of, 10:33
documents, 10:38, 10:47
Functions, 10:53
Hybrid approaches, 10:69
Integrity, 10:61
Legislative reform, 10:64
Non-repudiation, 10:62
Prescriptive approaches, 10:68
Presumptions, 10:70
Reliability, 10:66
Requirements generally, 10:52 to 10:70
Security of, 10:56, 10:58
Trustworthy, 10:67
Validity, 10:63
What is, 10:54

SOFTWARE

Acquiring, 2:19
Agent software, 8:93
Assigning rights in, 2:20
Compatible, 3:70
Competitive, 3:70
Confusing marks, 5:15, 5:17, 5:18
Existing, 2:33
Get-up of, 5:32
Licencing, 2:22, 2:23
Operating system software, 6:18
Patents and, 6:18
Pre-packaged, 2:33
Privacy issues, 8:93
Selling, 2:21
Shareware, 2:27
Trade secrets
preserving, 4:10
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SOFTWARE—Cont’d
Trade secrets—Cont’d

status, 4:6

TAXATION
Generally, 11:47 to 11:55
Business, carrying on, 11:50
Contracts, 11:52
Income source, 11:49
Location of business, 11:51
Operations, 11:53
Permanent establishment, 11:55
Residence, 11:48
Services performed/rendered, 11:54

TECHNOLOGY
Copyright protection
generally, 3:22 to 3:49
algorithms, 3:48
audio-visual works, 3:30 to 3:33
collective works, rights in, 3:39
databases, 3:34
digitally stored information, 3:34
digital typefonts, 3:47
documentation, 3:27
drawings, 3:42, 3:43
embodiments, 3:25
hardware, 3:42, 3:43
industrial design protection, 3:29, 3:43
infringement—see COPYRIGHT
INFRINGEMENT

languages, 3:46

legislation, 3:41

macros, 3:46

mask works, 3:40

microcode, 3:26

multi-media works, 3:32

musical works, 3:44

object code, 3:23

operating system programs, 3:24

parameter lists, 3:46

program behaviour, 3:48

program manuals, 3:27

protocols, 3:45

semiconductor chips, 3:40, 3:41

source code, 3:22

use of programs, works resulting from,
3:49

user interfaces, 3:28, 3:29

video games, 3:30, 3:31

web pages, 3:33
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TRADEMARKS AND DOMAIN NAMES
Adopting trademarks, 5:3
Clearly descriptive marks, 5:6
Confusing trademarks and tradenames,
5:7
coined and fancy words, 5:13
commonly used words, 5:10
suggestive terms, 5:12
Cybersquatting, 5:51 to 5:53
Depreciation of goodwill, 5:27, 5:28
Dilution, 5:28
Domain names
CIRA Dispute Resolution Policy, 5:45
see also Canadian Internet Registra-
tion Authority (CIRA)
function of, 5:35
registration of, 5:36, 5:46
usage in Canada, 5:50
Importation of goods, 5:30
Infringement, 5:26
remedies, 5:33, 5:34
Nature of services or business, 5:14
Overlap in services, 5:17
Overlap in trade, 5:21
Registration, 5:22, 5:24
foreign traders, 5:24
United States, 5:23
Remedies, 5:53
Trademarks, 5:2
registration, 5:46
selection of, 5:5
use of, 5:4, 5:50
Unfair trading, 5:29

TRADE SECRET PROTECTION

Advantages, 4:2
Basis for protection, 4:3
Breach, 4:20

damages, 4:23

injunction, 4:21

liability of third persons, 4:25

onus of proof, 4:24
Computer hardware, 4:6, 4:10
Computer software, 4:6, 4:10
Disadvantages, 4:2
Disclosure, 4:8, 4:11
Duty, 4:4

corporate fiduciaries, 4:14
Employees

duties of, 4:13
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TRADE SECRET PROTECTION

—Cont’d

Employees—Cont’d
rights and obligations of, 4:12

Employment agreements, 4:17
non-competition agreements, 4:19
non-disclosure agreements, 4:18

Misuse, 4:20

Protected secrets, 4:5

Protection requirements, 4:7

Remedies, 4:20

USER INTERFACES
Generally, 3:28, 3:29
Copyright protection, extent of, 3:56
Industrial designs, 3:29

VOYEURISM AND CHILD
PORNOGRAPHY
Generally, 7:18 to 7:21
Criminal Code, 7:19
Federal legislation, 7:21
Provincial legislation, 7:20

WARRANTIES
Generally, 2:36
Express, 2:39
Internet, the, 11:17
Selling goods/services, 11:17

WASSENAAR ARRANGEMENT, THE
Generally, 11:26

WEB SITES
Copyright protection, extent of, 3:57
Data collection by, 8:16
Interactive, 11:9
Passive, 11:8
Use of data by, 8:16

WEB-WRAP LICENCES
Generally, 2:24 to 2:27, 10:7

WORDS/TERMINOLOGY
Acronyms, 5:11
Coined, 5:13
Commonly used, 5:10
Fancy, 5:13
Initials, 5:11
Letters, 5:11
Suggestive, 5:12

WORKPLACE MONITORING
Generally, 8:14
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