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#

2017 GPEN Sweep Report: Online Educational Services, Information and Privacy
Commissioner, App. 5

A
anti-spam legislation, see Canada’s Anti-Spam Legislation (CASL)
Appropriate Use of Technology Agreement, 2, 4, 84, 85, 90, 91-92, 93, 164

B

browse wrap agreements, 63, 64
bullying, see cyberbullying

BYOD, Bring Your Own Device procedure/policy
administrative access to employees’ devices, school board procedure, 88
Appropriate Use of Technology Agreement, and, 93
containerization, and, 89
generally, 83, 86, 88
mobile device management (MDM) software, and, 85
mobile technology, and, 161-162
policy considerations, 89-91
Privacy Commissioner of Canada, resource to assist with BYOD policies, 88, App. 13
responsible use of technology, and, 164

C

Canada’s Anti-Spam Legislation (CASL)
application, 117
audit, 119
commercial electronic message (CEM)
definitions, 118-119
prescribed information, 124
suggested considerations for outgoing messages, 126
unsubscribe mechanism requirement, 124
consent requirements
express, 122-123
implied, 123-124
messages exempt from consent requirements, 121
transition period, 124
due diligence defence
checklist, 127-128
generally, 127
enforcement
generally, 3-4, 117
messages exempt from CASL requirements, 120-121
penalties, 125
purpose, 117-118
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Canada’s Anti-Spam Legislation (CASL) — Continued
requirements, 120
school board CEMs, 119-120

Canadian Radio-television and Telecommunications Commission (CRTC), 117

CASL, see Canada’s Anti-Spam Legislation (CASL)

CASL audit, 119

CEM, see commercial electronic message (CEM) and Canada’s Anti-Spam Legislation (CASL)

Charter of Rights and Freedoms
application, 18
biographical core of personal information, 20
freedom of expression
cyberbullying and, 102, 104, 112-115
generally, 3, 41-42
right to privacy, generally, 18-20
right to search a school, 21-22
right to search a student, 20-21
right to search computers and mobile devices, 22-25
section 2, 18, 41, 48, 49, 102, 104, 113, 131
section 7, 18, 102
section 8, 18-25, 65

child pornography, 22, 23, 24
click wrap agreements, 63

Cloud computing

Cloud computing agreements, 77-78

costs savings for school boards, 76-77

defined, 76

privacy
agreements protecting, 79
consent to disclosure, informing those whose information is being transferred, 79-80
federal government’s decision to consolidate employees’ electronic mail, 82
foreign privacy legislation, 80-81
governing statutes for Ontario school boards, 78-79
mutual assistance in criminal matters, legislation, 80-81
privacy breach protocols, 82
privacy impact assessment, 82, App. 12
provincial legislation protecting personal information, 81-82
remedies of school board on breach or bankruptcy of third party provider, 83

Collecting From Kids? Ten Tips for Services Aimed at Children and Youth, guideline for evaluating
online resources for students, Privacy Commissioner of Canada, App. 7

commercial electronic message (CEM)
CASL requirements, 120
consent, 122-124
definitions, 118-119
due diligence defence, 127-128
enforcement, 125
general considerations for school boards, 125-126
messages exempt from CASL, 120-121
messages exempt from CASL consent requirements, 121
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commercial electronic message (CEM) — Continued

penalties, 125

prescribed information, 124

school board CEMs, 119-120

suggested considerations for outgoing messages, 126
unsubscribe mechanism requirement, 124

common law protection of privacy, see privacy

containerization, 83, 89, 93

copyright

breach
civil damages, 146
exemplary or punitive damages, 147
generally, 145-146
injunction, 146
recover of possession, 147-148
statutory damages, 146-147
cautions, educational uses that are not allowed, 142-143
Copyright Matters!, publication of Council of Ministers of Education, Canada, 142, 143
fair dealing, 140-142
six “fairness factors”, 141
two-step inquiry, 141
generally, 139-140
“mash-up” or “YouTube” exception, s. 29.21(1) Copyright Act, 142
moral rights, 144-145
Policy/Program Memorandum 157, Use of Copyright Protected Works for Education
(PPM 157), 141, App. 15
steps of inquiry in using copyright protected work, 148
students’ work, 143

Cornwall Public Inquiry, historic allegations of abuse of youth, 54-55

CRTC, see Canadian Radio-television and Telecommunications Commission (CRTC)

cyberbullying

D

Criminal Code, and, 105-107

freedom of expression of students, 112-115

generally, 3, 92, 95-96, 115-116, 155

impact of, 97-98

Policy/Program Memorandum 144, Bullying Prevention and Intervention
(PPM 144), 109-110, App. 14

reporting, 98-100

response to
Criminal Code, and, 105-107
Cyber-safety Act (N.S.), 102, 104, 105, 114
Education Act (Alta.), cyberbullying provisions, 109
educators, 100-102
law enforcement, 102-105
student discipline, 107-111

defamation

comments on social media: defamation or slander?, 131
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defamation — Continued

Crookes v. Wikimedia Foundation Inc., Internet impact on defamation and Charter
rights, 131-132

defences
fair comment, 134
justification, 134
privilege, 134
responsible communications in the public interest — qualified privilege, 134

Grant v. Torstar Corp., new form of qualified privilege, 134

libel law slow to evolve in response to technology, 131

Newman v. Halstead, action created public record of investigation and judgment vindicating
plaintiffs, 135-137

Ottawa-Carleton District School Board, J.W., and M.N. v. Jane Scharf, Mary Ann Kazmierski
and L.P., false statements in “news release”, 132-134

pre-Internet objections to school or board policy and traditional responses, 129-130

responses to online defamatory comments before taking legal action, 132

test to establish defamation, 133

timely response to defamatory statements, 137

Windsor-Essex Catholic District School Board v. Lentini, defamatory statements about
principal, 134-135

E

Education Act
collection of information under, 29
cyberbullying, 107-109, 114
electronic technology, courses of study provided by, 6-7
generally, 5, 21, 26, 111, 158
online resources not addressed, 6
privacy in the Cloud, and, 78-79
protection of personal information, 31
right of principal to seize student’s mobile device, under, 91-92
school boards given authority to provide educational programming and accommodation, 5-6
teachers’ duty to exemplify good character, 42-44

End User Licensing Agreements (EULA), 59, 60, 61, 65, 67, 72, 73, 156, 163, 164

F
FIPPA, Freedom of Information and Protection of Privacy Act, 27-30
Freedom of Information and Protection of Privacy Act (FIPPA), 27-30

I

Information and Privacy Commissioner of Ontario (IPC)
breach of privacy related to personal health information, 9
decisions intended to encourage best practices among institutions in Ontario, 10
legal counsel not required for remedy to be pursued, 10
Office of the Privacy Commissioner of Canada (OPC), 35
Draft Guidelines: Obtaining Meaningful Online Consent, 66-67
Ontario Association of School Business Officials (OASBO), and, 35
Privacy by Design (PbD), 7 principles of, 34-35
privacy sweeps, 35
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Information and Privacy Commissioner of Ontario (IPC) — Continued
recommendations for creation of online accounts for students, 35

Internet and schools, generally, 1-4

intrusion upon seclusion, tort of
class actions, 32
elements, 32

IPC, Information and Privacy Commissioner of Ontario, see Information and Privacy
Commissioner of Ontario (IPC)

K

Kids’ Privacy Sweep Lesson Plan, Privacy Commissioner of Canada, 35, App. 6

L

legal liability
common law duties of teachers and school boards
duty of care, 7
modelling digital citizenship, 11
negligence, elements required for finding, 7
“prudent parent in the circumstances” standard, 8-9
standard of care, 7-8, 11
vicarious liability, 8
complaints
breach of privacy related to personal health information, 9
generally, 11
Information and Privacy Commissioner of Ontario (IPC), 9-10
Ombudsman’s power to investigate, 10
Ontario College of Teachers, power to investigate and discipline, 10-11
generally, 11-12
insurance, 12
legislative authority of school boards, 5-7, App. 1
school board responsibility, 5
tort of seclusion, 9, 11

M

Maintaining Professionalism — Use of Electronic Communication and Social Media, Ontario
College of Teachers, Professional Advisory, 45, App. 11

Managing Information for Student Achievement (MISA), 75
MDM, mobile device management software, 85, 88
MFIPPA, Municipal Freedom of Information and Protection of Privacy Act, 27-30, 36, 78, 86

mobile devices, see also BYOD, Bring Your Own Device procedure/policy, privacy
apps, terms and conditions, 60, 70-72
BYOD policies, 89-91
Charter issues, right to search computers and, 22-26
containerization, and, 89
generally, 3
mobile device management (MDM) software, 85
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mobile devices, see also BYOD, Bring Your Own Device procedure/policy, privacy — Continued
privacy, and, 15, 35, 61, 84
school board authority, and, 7
school board networks, and, 83-84
securing data on, 76, 84-85, 86-88

Municipal Freedom of Information and Protection of Privacy Act (MFIPPA), 27-30, 36, 78, 86
Mutual Legal Assistance in Criminal Matters Act (MLACMA), 80-81

N

Nexopia, see terms and conditions of use

(0)

OASBO, Ontario Association of School Business Officials, brochure for teachers on
online educational services, 35

off-duty conduct of teachers, see teaching in the Internet and social media age
Ombudsman Act, 10, 11, 68

Ontario Association of School Business Officials (OASBO), brochure for teachers on
online educational services, 35

Ontario College of Teachers

power to investigate and discipline, 10-11

professional advisories
Maintaining Professionalism — Use of Electronic Communication and Social Media, 45, App. 11
Professional Misconduct Related to Sexual Abuse and Sexual Misconduct, 55

Professionally Speaking, official paper publication of College, 53

sexual misconduct, discipline decisions, 53-56

Standards of Practice, Ethical Standards, 45-46, App. 10

Ontario College of Teachers Act, 1996, 55

Ontario School Information System (OnSIS), 75

P

Personal Health Information Protection Act, 2004 (PHIPA), 9, 30-31, 36, 78

Personal Information Protection and Electronic Documents Act (PIPEDA), 26-27, 66, 68, 70, 127, App. 2
PHIPA, Personal Health Information Protection Act, 2004, 9, 30-31, 36, 78

PIM Toolkit Privacy Standard, 36, App. 8

PIPEDA, Personal Information Protection and Electronic Documents Act, 26-27, 66, 68, 70, 127, App. 2

plagiarism

consequences
Aidan Christine Burgess v. Law Society of Upper Canada, 152-153
generally, 150-151
Hendricks v. Wayne Arendse & JBC International Forensic Solutions, 153
Mann v. Ryerson University, 151
Wojtaszyk v. University of Toronto, 151-152

defined, 149-150
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plagiarism — Continued
generally, 149, 153-154

pornography
advisories regarding social media use by teachers, 46
child, 22, 23, 24
cyber abuse, and, 95

privacy, see also responsible use of technology policy, securing electronic data
Charter of Rights and Freedoms
application, 18
biographical core of personal information, 20
right to privacy, generally, 18-20
right to search a school, 21-22
right to search a student, 20-21
right to search computers and mobile devices, 22-26
section 2, 18
section 7, 18
section 8, 18-19
common law protection of privacy
intrusion on seclusion, tort of, 32
provinces with Privacy Acts, 31
public disclosure of private facts, 33-34
right to be forgotten, 32-33
defined, 13
American view, 13-14
British common law, 13
territorial, physical and informational, 14
generally, 36-37
Information and Privacy Commissioner (IPC)
2017 GPEN Sweep Report: Online Educational Services, App. 5
Kids’ Privacy Sweep Lesson Plan, 35, App. 6
Office of the Privacy Commissioner of Canada (OPC), 35
Ontario Association of School Business Officials (OASBO), and, 35, App. 4
Privacy by Design (PbD), 7 principles of, 34-35, App. 3
privacy sweeps, 35, App. 6
recommendations for creation of online accounts for students, 35
intrusion on seclusion, tort of, 32
legislation
consent under, 66-68
Education Act, 31
Freedom of Information and Protection of Privacy Act (FIPPA), 27-30
Municipal Freedom of Information and Protection of Privacy Act (MFIPPA), 27-30
Personal Health Information Protection Act, 2004 (PHIPA), 30-31
Personal Information Protection and Electronic Documents Act (PIPEDA), 26-27
PIM Toolkit Privacy Standard, 36, App. 8
PIPEDA Privacy Principles, App. 2
Privacy and Information Management Taskforce (PIM), 36, 84
Privacy Policy Template, 36, App. 9
public disclosure of private facts, 33-34
recommendations for school boards, 37
right to be forgotten, 32-33
student views of, 16-18
technology, and, 15-16
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Privacy and Information Management Taskforce (PIM)
generally, 36, 84
PIM Toolkit, 36, 84
PIM Toolkit Privacy Standard, 36, App. 8

Privacy by Design (PbD) of Information and Privacy Commissioner, 7 principles of, 34-35
privacy policies, websites, social media platforms and mobile apps, 61-62
Privacy Policy Template, 36, App. 9

Professional Misconduct Related to Sexual Abuse and Sexual Misconduct, Ontario College
of Teachers, Professional Advisory, 55

Professionally Speaking, official paper publication of Ontario College of Teachers, 11, 53-54
Protecting Our Students, Robins Inquiry report, 54

public disclosure of private facts, 33-34

R

responsible use of technology policy
generally, 155-156, 165-166
issues to be considered, 157-158
mobile technology, 161-162, see also mobile devices
privacy, 158-161
consent, 160
expectations for staff, procedure should articulate, 159-160
generally, 158
privacy breach protocol, 159
privacy policy, 158-159
tools available to teachers, 158
training, 158
use of instant messaging and texting by senior staff and teachers, implications, 160-161
students, Appropriate Use of Technology Agreement, and, 164
suggested components, 155-156
supervision and training, 165
teachers, Appropriate Use of Technology Agreement, and, 164
terms and conditions, 162-164, see also terms and conditions of use

right to be forgotten, 32-33

S

seclusion, tort of, 9, 11

securing electronic data

Appropriate Use of Technology Agreement, 84, 91-92, 93

BYOD, Bring Your Own Device procedure/policy
administrative access to employees’ devices, school board procedure, 88
Appropriate Use of Technology Agreement, and, 93
containerization, and, 89
generally, 83, 86, 88
mobile device management (MDM) software, and, 85
policy considerations, 89-91
Privacy Commissioner of Canada, resource to assist with BYOD policies, 88, App. 13
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securing electronic data — Continued
Cloud computing
generally, 76-78
privacy, 78-83
privacy impact assessment, 82, App. 12
containerization, 89
evidence of inappropriate or illegal activity, 91-92
generally, 75-76, 92-93
Managing Information for Student Achievement (MISA), 75
mobile device management (MDM) software, 85
mobile devices and school board networks, 83-84
monitoring, 84-85
Ontario School Information System (OnSIS), 75
personal information and confidential business data
generally, 86
privacy breach protocol, 87
Privacy Commissioner of Canada, resource to assist with BYOD policies, 88, App. 13
recommended protections for school board’s policy, 86-87
strategy, choosing most appropriate, 88-89
record retention policy and procedure, 92
social media procedure, 92

shrink wrap agreements, 63

T

teaching in the Internet and social media age
common law requirements — off-duty conduct of teachers cases
Attis v. New Brunswick School District No. 15, 40-42
R. c. Audet, 39-40
Toronto (City) Board of Education v. O.S.S.T.F., District 15, 42-43
freedom of expression, 48-53
legislative requirements, 43-44
professional and ethical standards, 44-45, App. 10
sexual misconduct
Cornwall Public Inquiry, historic allegations of abuse of youth, 54-55
Ontario College of Teachers, v. Brouillard, 53
Ontario College of Teachers, v. Tallarico, 53-54
Professional Misconduct Related to Sexual Abuse and Sexual Misconduct, Professional
Advisory, 55
Protecting Our Students, Robins Inquiry report, 54
use of social media by teachers to groom victim, 55
recommendations and summary, 56-58
social media use by teachers, advisories, 45-48, App. 11

terms and conditions of use

binding agreements
browse wrap agreements, 63
Century 21 Canada Ltd. Partnership v. Rogers Communications Inc., 62, 63, 64
click wrap agreements, 63
generally, 62-63
Nguyen v. Barnes & Noble (US case), 64-65
shrink wrap agreements, 63



318 EDUCATOR’S GUIDE TO INTERNET & SOCIAL MEDIA LAW IN THE CLASSROOM

terms and conditions of use — Continued
Collecting From Kids? Ten Tips for Services Aimed at Children and Youth, guideline
for evaluating online resources for students, App. 7
common terms of use
generally, 59-60
mobile apps, 60
End User Licensing Agreements (EULA), 59, 60, 61, 65, 67, 72
generally, 59, 72-73
mobile apps, 70-72
privacy policies, 61-62
privacy legislation, consent under
consent by parent or guardian on behalf of child, 67
Draft Guidelines: Obtaining Meaningful Online Consent, 66-67
lack of consent, consequences, 67-68
Personal Information Protection and Electronic Documents Act (PIPEDA), 66
social networking sites - Nexopia investigation, 68-70
valid student consent, 65

tort of seclusion, 9, 11
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