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of public safety and emer-
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APPLICATIONS—Cont’d
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lack of s. 196 notice, 3:58
sample authorization, A4:15,

5:35
tape recording of, 3:58

Expansion authorization, 5:31 to
5:33

generally, 5:31
key features, 5:33

WIRETAPPING & OTHER ELECTRONIC SURVEILLANCE

Index-4



AUTHORIZATIONS—Cont’d
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5:33—Cont’d
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See persons to be intercepted
Lawfulness of search, 6:2
Live monitoring definition, 6:24
Live monitoring requirements, 6:24
May afford/assist threshold, 4:4
Minimum requirements, 3:37, 4:3
Misstatements, effect of, 9:18
Mobile phones, 6:23
Offences not named, 6:50
Offences to be named, 4:8
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threshold for naming, 4:4, 5:9,

5:25, 8:68
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BAD CHARACTER EVIDENCE
—Cont’d

Affidavits, 3:5
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Notice, 7:3
Wiretap admissibility, 7:3
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See INFORMERS
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Generally, 5:9
Known and unknown, 5:25
Vanweenan voir dire, 8:68

BILINGUAL TRIALS AND
INTERCEPTIONS
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BODY PACKING
See CONSENT INTERCEPTIONS

CANADA EVIDENCE ACT
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appeal in relation to ci disclosure,

8:27
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CANADIAN CHARTER OF
RIGHTS AND FREEDOMS
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Consequences of breach
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contextual, 10:5
exclusion of evidence, 10:10
‘‘fresh’’ starts, 10:4
good faith reliance on authoriza-
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RIGHTS AND FREEDOMS
—Cont’d
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CANADIAN CHARTER OF
RIGHTS AND FREEDOMS
—Cont’d

Historical perspective, 1:13 to 1:15
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Preliminary inquiry, 7:9
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breach
Section 7, 8:77, 11:12
Section 8, 1:13, 4:19, 4:20, 8:77,

11:13
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Section 10(b), 11:14
Section 24 — see Consequences of

breach
Standing, 8:74, 8:75
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to 9:8
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INTELLIGENCE SERVICE
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Applications
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candour, duty of, 12:20
contents of, 12:18, 12:18.3
evidence illegally obtained, reli-

ance on, 12:22
form of, 12.18
hearing, 12:19
investigative necessity, 12:33
obtention warrants, 12:18.1,

12:21.1
pre-application process, 12:15
preservation orders, 12:18.3,

12:21.3
production orders, 12:18.3,

12:21.4
removal warrants, 12:18.2,

12:21.2
renewals of warrants, 12:25
revoke, to, 12:44.5

CANADIAN SECURITY
INTELLIGENCE SERVICE
(CSIS)—Cont’d

Applications—Cont’d
standard for issuing warrants,

12:21, 12:21.4
supplemental, 12:24
vary, to, 12:44.5
venue of, 12:17
who may make, 12:16

Constitutional considerations, 12:71
Data retention and querying

authority re, 12:45
Canadian, 12:51
collection of datasets, 12:47
dataset regime, 12:46
evaluation of datasets, 12:48
exigent circumstances, in, 12:52
foreign, 12:50
publicly available, 12:49
record-keeping, 12:53
reporting, 12:53
unlawfully obtained information,

re, 12:54
Datasets — see Data
Disclosure, 12:55 to 12:61 to to see

also Privilege and disclosure
Electronic surveillance by

challenges re, 12:3
history of, 12:4
interceptions — see Interceptions
oversight, 12:62 to 12:68 to to

see also Oversight and
review

Interceptions under the Act
Canadians, targeting, 12:9
warrant, with, 12:8 to to see also

Warrants
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Investigative steps, 12:6
Liability

civil, 12:69
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CANADIAN SECURITY
INTELLIGENCE SERVICE
(CSIS)—Cont’d

Oversight and review
generally, 12:62 to 12:68
distinguished, 12:62
Federal Court, 12:65
former bodies, 12:63
Inspector General, 12:63
Intelligence Commissioner, 12:66
Minister of Public Safety, 12:64
National Security and Intel-

ligence Committee of
Parliamentarians, 12:68

National Security and Intel-
ligence Review Agency,
12:67

Security Intelligence Review
Committee (SIRC), 12:63

SIRC, 12:63
Preservation orders

applications for, 12:18.3
features of, 12:44.3
standard for issuing, 12:21.3

Privilege and disclosure
authority re, 12:55
human source privilege, 12:58
informer privilege, 12:58
international relations, 12:59
legal proceedings, re, 12:56
national defence, 12:59
national security, 12:59
public interest, 12:57
solicitor-client privilege, 12:60

Production orders
applications for, 12:18.3
features of, 12:44.2
revoke, application to, 12:44.5
standard for issuing, 12:21.4
vary, application to, 12:44.5

Querying, 12:55 to 12:61 to to see
also Data retention and
querying

CANADIAN SECURITY
INTELLIGENCE SERVICE
(CSIS)—Cont’d

Retention, 12:55 to 12:61 to to see
also Data retention and
querying

Review, 12:62 to 12:68 to to see
also Oversight and review

Solicitor-client privilege
disclosure and, 12:60
parliamentary, 12:61
protecting, terms in warrant,

12:36
Unlawfully obtained information

applications, reliance in, 12:22
retention of, 12:54

Warrants — see also Applications;
Electronic surveillance by;
Interceptions

activities, extraterritorial, 12:29
activities authorized by, 12:27
assistance orders, 12:28
basic identifying information

from communication service
providers (BII), 12:42

‘‘BII,’’ 12:42
collection, terms re minimization

of, 12:34
‘‘DIFTS,’’ 12:41
disclosure of identifying informa-

tion, terms re, 12:36.1
domestic interception of foreign

telecommunications
(DIFTS), 12:41

duration re, maximum, 12:37
effect of, notwithstanding other,

12:38
enter, authorizing, 12:31
features generally, 12:26 to 12:38
form of, 12:26
geolocation, 12:43
identifying information, terms re

disclosure of, 12:36.1
‘‘implant,’’ 12:44
information, incidentally col-

lected, 12:30

WIRETAPPING & OTHER ELECTRONIC SURVEILLANCE

Index-8



CANADIAN SECURITY
INTELLIGENCE SERVICE
(CSIS)—Cont’d

Warrants — see also Applications;
Electronic surveillance by;
Interceptions—Cont’d

information, terms re assessment
of collected, 12:35

interceptions under the Act, 12:8
investigative necessity, 12:33
obtention, authorizing, 12:18.1,

12:21.1, 12:44.1
persons, requirement for names

of target, 12:33
places, requirement to identify

target, 12:33
removal, authorizing, 12:21.2,

12:31, 12:44.2, 112:18.2
renewals, applications for, 12:25
software, remote installation of,

12:44
solicitor-client privilege, terms re

protection of, 12:36
specificity, matters requiring,

12:32
standard for issuing, 12:21 to

12:21.4
terms of, 12:34 to 12:36.1
territorial scope, 12:10 to 12:12
tracking, 12:43
traditional wiretaps, 12:40
types generally, 12:39 to 12:44.2
violations of foreign/international

law, authorizing, 12:13

CELL SITE SIMULATORS
See IMSI CATCHERS

CELLULAR PHONES
See MOBILE PHONES

CERTIFICATION OF S. 196
NOTICE

Generally, 6:43

CHARTER
See CANADIAN CHARTER OF

RIGHTS AND FREEDOMS

CHARTS
Summaries and charts, 11:25

CIVIL LIABILITY AND
ADMISSIBILITY

Admissibility of wiretap evidence
in civil proceedings, 6:50

American position, 6:51
gaining access to wiretap evi-

dence, 6:51
Assistance orders, 14:11
Crown Liability and Proceedings

Act, 14:5
exceptions, 14:7
lawful interceptions, 14:8
necessary elements, 14:6

CSIS, 12:69
Damage limitations, 14:10
Forfeiture, 14:3
General liability, 14:2
Offence provisions, 14:4
Punitive damages, 14:3
Unlawful disclosure, 14:9

CO-ACTORS EXCEPTION TO
HEARSAY RULE

Application of Starr principles, 9:24

CO-CONSPIRATORS
EXCEPTION

See CO-ACTORS EXCEPTION
TO HEARSAY RULE

COMMUNICATIONS SECURITY
ESTABLISHMENT (‘‘CSE’’)

See also FOREIGN INTEL-
LIGENCE

Generally, 17:1
Active cyber operations, mandate

of, 17:3, 17:10
Amendments to authorizations,

17:6
Chief, foreign intelligence authori-

zation applications made by,
17:6

Constitutional considerations, 17:12
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COMMUNICATIONS SECURITY
ESTABLISHMENT (‘‘CSE’’)
—Cont’d

Cyber operations, mandates of,
17:3, 17:10

Cyber security, mandate of, 17:3,
17:10

Defensive cyber operations,
mandate of, 17:3, 17:10

Emergency authorizations, 17:7
Foreign intelligence

See also FOREIGN INTEL-
LIGENCE

authorizations re, 17:5, 17:6
mandate of, 17:3, 17:4

History of, 17:2
Information assurance, mandate of,

17:3, 17:10
Information re Canadians, 17:11
Intelligence Commissioner, review

of authorizations by, 17:6, 17:8
Mandates of, 17:3, 17:4, 17:10
Minister of National Defence,

authorizations by, 17:6
Operational assistance, mandate of,

17:3, 17:10
Reporting, post-authorization, 17:9
Technical assistance, mandate of,

17:3, 17:10

COMPUTERS
Computer related issues, 6:38
Computer Trojan horses or

implants, 6:39
Customer, name and address, 15:23
Digital camera, 6:30
Employers, 15:22
Expection of privacy and, 6:28
Hackers, 1:5, 15:50
Intrusion protection, 1:5, 2:21, 13:5
Key stroke monitoring, 6:38
Protection systems, 1:5, 2:21, 13:5
Protocols in warrants for, 6:30
Second warrant to search require-

ments, 6:30
Seizing with consent, 2:6

COMPUTERS—Cont’d
Special Search Rules for, 6:30
Stored information

American position, 15:39
Code Part VI, application of,

15:10
USB keys, 6:28, 6:30
Warrantless seizures of, 6:31
Warrants for, 6:28

CONFIDENTIAL INFORMERS
See INFORMERS

CONFIRMATION ORDERS
Code s. 188.1, 6:40

CONSENT INTERCEPTIONS
Generally, 2:2
Admissibility, 2:4
American position, 2:16
Apparent authority, 2:6
Applications, 3:12
Authority to consent, 2:6
Authorizations, 5:15 to 5:17
Burden, 2:18 to 2:20
Child luring investigations, and,

15:21
Civil intercepts, 2:3
Ex post facto consent, 2:6
Facebook accounts, 2:17
Future crimes standard, 5:15
Informers, naming of, 5:26
Investigative necessity, 2:7
Joint tenancy, 2:6
Judicial authorization, 2:8
Key points discussed, 2:1
Lawfulness, 2:3
Method of proof, 2:20
Multiple parties, 2:6
Officer safety kits, 2:11
Omnibus applications, 2:9
One party consent, 2:6
Onus of proof, 2:18
Private persons, recorded by, 2:4,

13:7
Reasonableness, 2:4
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CONSENT INTERCEPTIONS
—Cont’d

Related warrants, 2:9
Risk analysis, 2:4
Status of consenting party

generally, 2:12 to 2:15
mistaken identity, 2:15
originating party, 2:13
receiving party, 2:14

Telecommunication application,
2:10

Test for consent, 2:16 to 2:18
Undercover officers on Internet,

15:21
Voluntariness, 2:16 to 2:18
Warrantless consent intercepts,

6:55, 15:11 to 15:22
Written consent, 2:16

CONSPIRATORS
Application of Starr principles, 9:24
Resisting a Starr hearing, 9:24
Standing, 8:76

CONTINUITY
Generally, 8:72, 11:2
Definition, 11:7
Key points discussed, 11:1
Procedure, 11:3
Proof, 11:7

CONVENTIONAL
INTERCEPTION

Authorization, 5:21 to 5:27

COOKIES
See INTERNET

COVERT ENTRY TO INSTALL,
ETC.

Generally, 5:13, 5:27, 5:46

CRIMINAL OFFENCES
Disclosure, American law, 13:11
Exceptions, 1:5, 2:22, 13:5
Improper disclosure, 3:92, 13:8
Improper disclosure (mobile

phone), 13:10

CRIMINAL OFFENCES—Cont’d
Introduction, 13:2
Not named in authorization, 6:50
Overview of offences, 13:3
Possession of interception devices,

13:7
Sentencing considerations, 13:12
Unlawful interceptions, 13:3, 13:4
Unlawful interceptions (mobile

phones), 13:6

CRIMINAL/TERRORIST
ORGANIZATIONS

See also TERRORISM
Constitutionality of provisions re,

3:42, 4:19, 4:20
CSIS Advisory letters, 8:49
CSIS information in authorization,

8:49
Duration of authorization, 3:42,

16:5
Investigative necessity, 3:42, 4:5,

4:19, 4:20, 16:4
Notification of targets of investiga-

tion, 16:6
Reasonable grounds to believe

exist, 3:5

CROSSING AFFIANTS
Crossing affiant, 4:29, 8:55, 8:56,

9:16, 9:17
Crossing sub-affiant, 4:29, 8:56,

8:58
Crown counsel as witness, 9:26
Factual basis for, 8:56
For s. 24(2) Charter purposes, 4:41,

8:57
History of test, 8:56
Limiting cross to protect

informants, 4:38
On investigative necessity, 8:56
Preliminary inquiry, 7:9, 8:59
Prolixity, 8:56
Protecting Informants, 8:56
Refusal, 8:56
Restricting cross, 8:56
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CROSSING AFFIANTS—Cont’d
Sub-affiants, 8:58
Subversion of warrant process, 8:56
Threshold for cross, 8:56

CROWN COUNSEL
Called as witness, 9:26
Solicitor-client privilege with

respect to advice re affidavits,
4:40

CSIS
See CANADIAN SECURITY

INTELLIGENCE SERVICE
(CSIS)

CUSTOMER, NAME AND
ADDRESS (CNA)

Generally, 3:80, 5:49, 15:23
Assistance orders for, 3:80

CYBERSPACE
See INTERNET

DELAY OF NOTIFICATION
See also DISCLOSURE
Application, 3:59
Authorization, 5:37 to 5:39

DIGITAL CAMERAS
See COMPUTERS

DIGITAL NUMBER RECORDERS
Generally, 5:45
Applicant, 3:81
Application, 3:42, 3:80
Authorization, 5:44
Court of Application, 3:82
Extended DNRs, 5:45
Nature of, 5:49
Post-cut-through-dialed-digits, 5:45
Reasonable suspicion threshold,

3:6, 3:80, 3:88, 5:45
Sample, A4:8
Telephone number records (TNR),

5:45

DISCLOSURE
Access to packet, 4:39

application, A4:21 to A4:23,
3:92, 5:50

media, 8:20
out of province, 8:10, 8:20
unsealing orders, A4:21 to A4:23

Affidavit, 4:24
Civil purposes, 6:50
Crown assisting defence, 8:8
CSIS Advisory letters, 8:6, 8:49
CSIS context, 12:55 to 12:61
CSIS information in authorization,

8:6, 8:49
Damages for breach, 8:5
Defence strategy and demand for

disclosure, 8:11, 9:3
Defence undertakings, 8:6
Disclosure of interception

generally, 6:41
certification of notice, 6:43
contents of notice, 6:44
Crown can rely on others, 8:6
deferral of notice, 6:46 to 6:48
electronic, 8:16
exceptions, 8:5
failure to notify, 6:45
no notice required, 6:49
notice, 6:41
person(s) to be notified, 6:42
police notes, 8:6
preliminary inquiry, 7:6 to 7:8
residual privacy interest, 8:5
restrictions on production, 8:5
summary of stinchcombe

principles, 8:5, 8:19
timing of notice, 6:43
unrelated investigations, 8:20
warrantless emergency intercepts,

1:10, 5:61 to 5:63
Draft affidavits, 4:40
Electronic disclosure, 8:16
Extradition context, 8:6
Ferguson Report, 8:8
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DISCLOSURE—Cont’d
Foreign information re Canadians,

17:11
Foreign language intercepts, 11:24
Handler notes and information,

8:22, 8:23
Informers, 4:27
Internet related disclosure, 15:4
Investigative file, 8:6, 8:22
Kinds of information to which

access may be granted, 8:6
Notice, 11:17 to 11:19

targets involved in terrorist or
criminal organization
offences, 16:6

O’Connor procedure, 8:8
Onus on defence, 8:6
Out-of-province materials, 8:10
Police disciplinary records, 8:8
Police involvement, 8:8
Post Execution Returns and

Notices, 5:60
Preliminary inquiry, at, 7:6
Resisting disclosure, 9:21
Right to translation, 11:24
Secrecy, 4:39
Section 189(5) of the Code, 11:17
Stay of proceedings, 9:8
Stinchcombe-O’Connor differences,

8:8, 8:9
Summary of defence strategy, 9:3
Third party opposition to, 8:8
Unexecuted warrants, 8:6
Wiretap logs as disclosure tool,

8:17
logs and third party privacy

rights, 8:18

DNR
See DIGITAL NUMBER

RECORDERS

EDITING
Generally, 8:21
Amicus use in step 6, 8:41
Crown responsibility for, 8:21

EDITING—Cont’d
CSIS Advisory letters, 8:49
CSIS information in authorization,

8:49
Ex parte submissions, 8:26, 8:40
Garofoli step 6 permits reliance on

unredacted material, 8:27
Informer, 5:26, 8:21
Judicial summaries, 8:21, 8:27,

8:37
Over-editing, 8:25
Packet, 7:8
Pre-editing, 5:26
Procedure, 8:21
Re-writing ITO to protect CI, 8:25
Right to be present, 8:26

ELECTRONIC DISLOSURE
See DISCLOSURE

ELECTRONIC DOCUMENTS
Authentication of electronic docu-

ments, 11:4

E-MAIL
Employer searches, 15:22
Identification and Hearsay Issues,

11:9
Proving authenticity, 11:8
Reasonable expectation of privacy,

6:28
‘‘Resort to’’ clauses, 6:28
Solicitor-client privilege and, 6:33

EMERGENCY
AUTHORIZATIONS

See APPLICATIONS;
AUTHORIZATIONS

EXCEPTIONAL
CIRCUMSTANCES

Generally, 2:23
911 calls, 2:23

EXCISING FROM WARRANT
See SEVERABILITY PRINCIPLE
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EXCLUSION OF EVIDENCE
Admissible excluded evidence, 9:23
Analysis, 10:2
Beaver, R. v., 10:5
Connections, temporal and

contextual, 10:5
Good faith reliance on judicial

authorization, 10:7
Grant factors, 10:6 to 10:9
Historical overview, 1:7, 1:8, 1:15
Impact on accused’s Charter

interests, 10:8
Interlocutor, testimony of, 10:10
Monitor violations, 8:63
Obtained in a manner, 10:3
Preliminary inquiry, at, 7:5
Put away calls, 8:65
Remoteness, 10:4
Seriousness of the breach

fraud or misstatements, 8:52
general principles, 10:6

Summary of analysis, 10:2
Summary of defence strategies, 9:7
Trial on the merits, society’s inter-

est in, 10:9

EXECUTION ISSUES
See MOTION TO QUASH

EXPANSION AUTHORIZATION
See APPLICATIONS;

AUTHORIZATIONS

EXPERT WITNESSES
Interpreting intercepts, 11:3, 11:6,

11:16

EXTRA-PROVINCIAL ORDERS
Application, 3:91
Execution, 6:40
Procedure, 6:2

FACEBOOK
Consent intercepts, 2:17

FACIAL VALIDITY
Attacking facial validity, 9:4
Concerns, 8:71

FACIAL VALIDITY—Cont’d
Defending facial validity, 9:12
Examples, 8:71
Good faith, 10:7
Parsons voir dire, 8:70
Presumption of regularity, 9:12

FAX TRANSMISSION
Minimization, 6:28
Reasonable expectation of privacy,

6:28
Solicitor-client privilege and, 6:33

FIRST STAGE HEARING
See INFORMERS

FOREIGN INTELLIGENCE
See also COMMUNICATIONS

SECURITY ESTABLISH-
MENT (‘‘CSE’’); FOREIGN
INTERCEPTIONS

Authorizations
generally, 17:5
application by CSE Chief, 17:6
process re, 17:6

Collection of information re
Canadians, 17:11

Constitutional Considerations,
17:12

CSE mandate re, 17:3, 17:4
Disclosure of information re

Canadians, 17:11
Interceptions

See FOREIGN INTERCEP-
TIONS

Use of information re Canadians,
17:11

FOREIGN INTERCEPTIONS
American law, 6:54
Intelligence

See FOREIGN INTELLIGENCE
Language

See FOREIGN LANGUAGE
INTERCEPTIONS

Mutual Legal Assistance in Crimi-
nal Matters Act, 6:53
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FOREIGN INTERCEPTIONS
—Cont’d

Not governed by Part VI of the
Code, 6:52

Notice, 11:24

FOREIGN LANGUAGE
INTERCEPTIONS

See also FOREIGN INTEL-
LIGENCE; FOREIGN
INTERCEPTIONS

Generally, 11:24
Bilingual trials, 11:2
Transcripts, 11:24

GANGS
See CRIMINAL/TERRORIST

ORGANIZATIONS

GAROFOLI APPLICATION
See also MOTION TO QUASH
Amplification, 8:48, 8:49
Amplification approach, 8:49
Application, 8:44

sample, 8:68
As amplified on review, principles,

8:49
Bias, 9:13
Bifurcating the application, 9:27
Burden of proof at hearing, 8:51
Consequences of unchallenged edit-

ing, 8:42
Continuity with different judge,

8:45
Could/would test, 8:48
Court of Application, 8:45
Cross-examination of affiant, 8:55,

8:56
Cross-examination of affiant at pre-

liminary, 8:59
Cross-examination of sub-affiant,

8:58
Defence tools of disclosure and

cross-examination, 8:60
Disclosure obligations, 8:6, 8:22
Effect of proving misstatements in

affidavit, 8:52

GAROFOLI APPLICATION
—Cont’d

Excising illegally/unconstitutionally
obtained information, 8:50

Execution errors, 8:63
Ex parte submissions, 8:40
Facial validity, 8:48
Failure to minimize, 4:21, 4:22,

6:24, 8:53
Grounds for review, 8:46
Informer handler material, 8:23
Innocence is not at stake, 8:27, 8:39
Judicial summaries, 8:21, 8:27,

8:28, 8:36, 8:37
summaries in the step 6 process,

8:37
use in entrapment hearings, 8:37

Justifying editing for CI privilege,
8:28

Live monitoring violations, 8:64
Monitor violations, 6:24, 8:63
Narrow focus, 8:23
No rules, 8:46
Omnibus, 8:46
Onus, 8:46, 8:49, 8:51
Palpable error, 8:49
Precipitating a stay, 8:61
Precipitating a warrantless search,

8:62
Procedure during hearing, 8:46,

11:17
Put away calls, 8:65
Residual discretion, 8:52, 8:53
Role of reviewing judge, 3:10, 8:49
Sample Garofoli application, 8:68
Scope of, 8:46
Solicitor-client privilege monitor

violations, 8:66
Standing, 8:75, 8:76, 9:10
Step 6 of Garofoli

generally, 4:39, 8:27, 8:29, 8:36,
8:39

amicus use in step 6, 8:41
applications of steps 5 and 6 of

garofoli, 8:36
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GAROFOLI APPLICATION
—Cont’d

Step 6 of Garofoli—Cont’d
constitutionality of the procedure,

8:38, 8:41
ex parte submissions are accept-

able during, 8:40
how step 6 operates, 8:29
judicial summaries and, 8:20,

8:21, 8:28, 8:36, 8:37
permits reliance on unredacted

material, 8:27
relationship between garofoli’s

other steps and step 6, 8:28
section 24(2) charter implica-

tions, 8:27
to determine validity of arrest,

8:27
Stinchcombe obligations, 8:6, 8:22
Sub-facial validity, 8:48
Subverting the process, 8:46, 8:52
Timing, 8:46
Unknown offences, 6:50
Voice identification monitoring

problems, 8:67
Voir dire not automatic, 8:46, 8:47

GENERAL WARRANTS
See also VIDEO SURVEILLANCE
Absence of a return, 3:88
Absence of report to justice, 3:88
Anticipatory offences, 3:88
Application, 3:88, 5:46
Compelling a third party to act,

5:46
Constitutionality, 3:88
Fake theft, 3:88
For Intercepts, 1:4
IMSI catchers, 3:95
Items to be found requirement, 3:88
MDIs, 3:95
Movement of vehicles, 3:88
Notice provisions, 3:88, 3:89, 5:46,

6:58
Reasonable expectation of privacy,

6:58

GENERAL WARRANTS—Cont’d
Re automatic license plate readers

(ALPR), 5:46
Residual use, 3:88, 5:46
Resort to clause, 3:88
Ruse for stop, 3:88
Safeguards for, 3:88
Stored text messages, 1:4, 3:88
Substantive equivalency test, 1:4,

3:88, 5:46
Surreptitious entry, 3:88
To breach Charter rights, 3:88
To install under resort to clause,

5:27

HISTORICAL
COMMUNICATIONS

See STORED COMMUNICA-
TIONS

IDENTITY EVIDENCE
See VOICE AND VIDEO

IDENTIFICATION

IMSI CATCHERS
Generally, 3:95
CSIS and the Warrantless Use of,

12:7
IMSI and IMEI numbers, 15:27
Standing, 3:95

INFORMANT
Wiretap informant, 4:30

INFORMERS
Affidavit, 4:27, 5:26
Agentformer distinction, 4:31
Agents, 4:31
Amicus curiae, 4:33, 4:34, 4:37,

8:41, 12:58
Appealing finding of informer

status, 4:33, 4:34
Appendices to protect, 4:31
As accused, 4:31, 4:33
Basi hearing, 4:31, 4:32

first and second stages, 4:31,
4:32

Civil suit, 4:31
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INFORMERS—Cont’d
Confidential informer, definition of,

4:27, 4:31
Crime exception, 4:33
Criminality of tip, 3:5, 8:51
CSIS Advisory letters, 8:48
CSIS context, 4:34, 12:58
Death of, 4:33
Defence investigations of, 4:33
Disclosure of file, 4:31, 4:33, 8:21

disclosing handler information,
8:23

Distortion of ITO to protect, 8:25
Duty to Protect, 4:31

damages for breach, 4:31
Editing to protect, 8:21, 8:25
Ex parte proceedings, 4:28, 4:34,

4:37, 8:26, 8:40
First stage hearing, 4:31, 4:32, 4:37
Handler as affiant, 8:23
Handler’s notes re, 8:21, 8:22
Handler’s use of pseudonym, 4:31
Importance of sourcing, 4:30
Inadvertent breach, 4:33
Innocence at stake, 4:31, 4:33
Intentional breach, 4:33
Investigative file and, 8:22
Investigative necessity, 4:10
Judicial summaries, 8:21, 8:27,

8:37
Lack of Detail in ITO, 4:31
Material witness, 4:33
Payment to, 4:31
Private investigator, and, 4:31, 4:33
Privilege, 4:27, 4:33
Protecting, 4:31, 4:33, 4:34, 6:4,

6:5
Protecting by limiting cross of the

affiant, 4:38
Reliability, 3:5, 4:31
S. 37, C.E.A., 4:28, 4:34, 4:35
Source handler notes SNHs, 8:22,

8:23
Source handler reports SNRs, 8:22,

8:23

INFORMERS—Cont’d
Source handler units., 8:24
Step 6, 8:26, 8:27, 8:29, 8:36, 8:39,

8:41
Three Cs, 4:31
Track record, 4:31
Waiver of privilege, 4:27
Whether entitled to privilege: the

first stage hearing, 4:32

INTELLIGENCE
COMMISSIONER

Review of authorizations by, 17:6,
17:8

INTERCEPT
Cyberspace, 1:4, 15:20
Definitions, 1:4, 15:2
Editing, 11:16
Family law issues, 2:4, 2:5
Foreign, 6:52
Interpretation of, 11:3, 11:6, 11:16
Person in Canada, 6:22
Place of communication distinction,

6:22
Sharing with foreign police, 13:9
Solicitor intercepts, 6:9 to 6:11
With God, 1:4

INTERNET
Algorithms, 15:5
Artificial intelligence, 15:5
Biometric recognition, 15:43
Body worn cameras, 15:40
Cell site simulators (CSS), 15:40
Cloud-based Storage, 15:39
Concise drafting, 15:6
Consensual intercepts of Internet

communications, 15:21
Cookies, 15:52
Covert entries and digital devices,

15:6
Cryptocurrency and Cryptoassets,

15:38
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INTERNET—Cont’d
Customer, name and address (CNA)

information, 15:23
PIPEDA, 15:23

Cybercrime, 15:18
Cyber operations

active, 17:3, 17:10
defensive, 17:3, 17:10

Cyber security, 17:3, 17:10
Cyberspace, 15:20

Production orders, 15:20
Dark web, 15:13
Data stored on mobile devices and

on the cloud, 15:32
Deep web, 15:13
Disclosure, 15:4

By demonstration, 15:4
Full, fair, frank, 15:6
Operating manuals, 15:6
Technical brief, 15:6

Drones, 15:42
Employer intercepts, 15:22
Encryption, 15:16, 15:46
Encryption and passcode-protec-

tion, 15:46
Examining stored computer data,

15:33
Covert entries and digital

devices, 15:37
Multimedia communications,

15:35
Shared accounts and devices,

15:36
Text-based communications,

15:34
Extraterritoriality, 15:20
Financial crime, 15:19
Flir and X-ray technology, 15:45
Gunshot detection, 15:44
Hackers, 1:5, 15:49
IMSI and IMEI numbers, 15:27
Internet Child Exploitation and

Child Sexual Abuse Material,
15:17

Internet communications, 15:15

INTERNET—Cont’d
Internet of Things (‘‘IoT’’), 15:31
Internet Service Providers (ISPs),

15:23
Internet Statistics

Re encryption industry, 15:13
Re Internet usage, 15:2

Introduction, 15:2
Jurisdiction and Extraterritoriality,

15:20
Key Points, 15:1
Key recovery, 15:46
Keystroke monitoring and, 15:38
Lawful Access to Encrypted and

Passcode-Protected Data,
15:46

Network Intrusion Techniques,
15:49

On-Device Investigative Tools,
15:48

Real-Time Communications,
15:46

Volume of Data, 15:47
Legal implications of new technolo-

gies, 15:3
First principles, 15:7

A reasonable expectation of
privacy?, 15:8

Does the technique intercept a
private communication?,
15:10, 15:12

Non-private communications
may still be ‘‘private’’
under the Charter, 15:11

The technique & the
claimant’s reasonable
expectation of privacy,
15:9

Imperative of full, fair and frank
disclosure, 15:6

Investigative privilege and
transparency, 15:4

Promise and pitfalls of
algorithmic systems, 15:5

Licence plate readers, 15:41
MLAT requests, 15:23
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INTERNET—Cont’d
Nature of Internet, 15:14
Network intrusion techniques,

15:49
New technologies, 15:3

Algorithms, 15:5
Open source investigations, 15:24

Third party collection of informa-
tion, 15:25

Operational challenges and
potential solutions, 15:46

Part VI and mobile technologies,
15:26

Cell-site simulators (‘‘CSS’’),
15:27

Cellular technology, 15:27
Geolocation, 15:28
Mobile technology, 15:26
Non-cellular technology, 15:29

Internet of things (IoT), 15:31
Voice over internet protocol

(‘‘VOIP’’), 15:29
Part VI and privacy intrusion by

third parties, 15:51
Part VI and specific investigative

technologies, 15:40
Biometric Recognition, 15:43
Body-worn cameras, 15:40
FLIR and X-Ray Technologies,

15:45
Gunshot Detection, 15:44
Red light cameras and license

plate readers, 15:41
Unmanned Aerial Vehicles, 15:42

Part VI and the Internet, 15:13
Consensual interceptions of

Internet-based communica-
tions, 15:21

Employer interceptions of
Internet-based communica-
tions, 15:22

Internet-based communications,
15:15

Jurisdiction and extraterritorial-
ity, 15:20

INTERNET—Cont’d
Part VI and the Internet, 15:13

—Cont’d
Obtaining Internet service

provider (‘‘ISP’’) informa-
tion, 15:23

Open source investigations,
15:24

Third party collection of infor-
mation, 15:25

Other Internet-based activity,
15:17

Cybercrime, 15:18
Financial crime, 15:19
Internet child exploitation and

child sexual abuse mate-
rial, 15:17

The Internet, 15:14
Password protection, 15:46
Peer to peer networks, 15:30
Pin to Pin, 15:4
PIPEDA, 15:23, 15:51
Privacy commissioner, 15:46
Private Communications, 15:10

Definition under s. 183, 15:11
Non-private under s. 183, 15:11
Private vs. state actors, 15:11
Reasonable expectations of

privacy, 15:10
Stored communications, 15:10
Techniques, 15:12
WiFi, 15:10

Real-time communications, 15:46
Red light cameras, 15:41
Shared accounts and devices, 15:36
Solicitor-client privilege and, 6:33
Special Search Rules for Computer,

6:30
Stored computer data and American

wiretap law, 15:32
Surreptitious Invasion of Privacy

Using ‘‘Cookies,’’ 15:52
Text based communications, 15:34
Unmanned aerial vehicles, 15:42
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INTERNET—Cont’d
Voice over Internet protocol

(VOIP), 15:29

INVASION OF PRIVACY: PART
VI OF CRIMINAL CODE

American experience, 1:12
Canadian Charter of Rights and

Freedoms, 1:13
See also Canadian Charter of

Rights and Freedoms
Development of Part VI, 1:2
Exclusion of evidence, 1:15
Historical perspective, 1:2
Jurisdiction outside Canada, 1:4
Key features, 1:1
Ouimet committee, 1:2
Overview of Part VI

generally, 1:3 to 1:11
additional penalties, 1:9
definitions section, 1:4
evidentiary sections, 1:7
forfeiture orders, 1:9
offence-creating and exceptions

sections, 1:5
procedural sections, 1:6
provisions outside of part vi, 1:11
punitive damages, 1:9
reporting sections, 1:10

Overview of process, 1:16
Protection of Privacy Act, 1:2
Search and seizure, 1:13
Title III, 1:12
Warrant requirement, 1:12 to 1:14

INVESTIGATIVE NECESSITY
Generally, 3:43, 4:3, 4:5, 4:6
Affidavits, 4:3, 4:5, 4:7
American jurisprudence, 4:5 to 4:8,

4:10
Applicable to investigation as a

whole, not to individuals, 4:9
Araujo test, 4:6
Availability of informers, 4:10
Availability of other investigative

techniques and, 3:43, 4:5, 4:10

INVESTIGATIVE NECESSITY
—Cont’d

Constitutional pre-requisite?, 4:20
CSIS warrants and, 12:23
Drafting to

generally, 4:10
avoiding conclusory language,

3:10, 4:11
cis do not foreclose a wiretap,

4:14
conventional techniques do not

foreclose a wiretap, 4:13
early preparation does not fore-

close a wiretap, 4:18
if investigations are unlikely to

succeed, an order may
result, 4:16

investigative necessity applies to
the investigation as a whole,
4:15

need not exhaust all investigative
steps, 4:12

wiretapping not a tool of first
resort, 4:17

Effect of early preparation on, 4:10
Establishing in affidavits, 4:7, 4:8
Gangs, 4:19, 4:20
Goals of investigation, 4:8
Historical text messages, 4:20
No other reasonable alternative,

3:43, 4:5 to 4:8, 4:10
Principles applicable, 4:10
Terrorism offence exception, 3:42,

4:3, 4:5, 4:19, 4:20
Tool of last resort, 4:5 to 4:8, 4:10

JOURNALISTIC SOURCE
PRIVILEGE

Generally, 6:16, 6:17
Authorizations, 6:19
Canada Evidence Act provisions,

6:17, 6:18
Common law privilege, 6:16
Journalistic privilege provisions of

the Code, 6:20
Orders, 6:19
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JOURNALISTIC SOURCE
PRIVILEGE—Cont’d

Protection of, 6:16, 6:17
Warrants, 6:19

JUDICIAL INTERIM RELEASE
See BAIL HEARINGS

JUDICIAL SUMMARIES
Generally, 8:20, 8:21, 8:28, 8:36,

8:37

JURATS
Missing jurats, 9:5
Regularity principle, 9:12
Timing, 3:9
Wrong date and, 8:70, 9:5

JURIES
Access to recordings, 11:16
Access to transcripts, 11:23, 11:24
Summaries and charts, 11:25

JURISDICTION OF SIGNING
JUDGE

Parties outside Canada, 6:22
Validity of affidavits signed outside

Canada, 6:57
Validity of authorizations signed

outside Canada, 6:57

KEY STROKE MONITORING
Generally, 6:38

KNOWN AND UNKNOWN
TARGETS

Generally, 8:69
See also authorization, persons to

be intercepted
Solicitors as knowns, 6:11

LIVE MONITORING
See MINIMIZATION

LOCATION OF INTERCEPTION
Generally, 6:21 to 6:39
Definition of ‘‘place,’’ 11:18
E-mail, 6:28
Extra-provincial, 6:40

LOCATION OF INTERCEPTION
—Cont’d

Fax machines, 6:28
Internet, 6:28
Lawyer’s offices, 6:9 to 6:12
Mobile phones, 6:22 to 6:24
Pagers, 6:26
Pay phones, 6:36
Public places, 6:36
Resort to clauses, 6:37
Solicitor-client privilege and, 6:33
Vehicles, 6:34

LOGS
See WIRETAP LOGS AS

DISCLOSURE TOOL

MARITAL COMMUNICATIONS
See PRIVILEGES

MDIS
See IMSI CATCHERS
MDIs (Mobile device identifiers),

3:95

MEDIA
Access to packet, 8:20, 13:8
Dagenais/Mentuck test, 13:8
Unsealing Applications, 3:92

MINIMIZATION
Affidavit, 4:21

basket clause, 4:21
general duty, 4:21
resort to clause, 4:21, 6:37

Failure to minimize, 8:53
Faxes, 6:28
Live monitoring, 4:21, 4:22

lawyer’s offices, 6:9 to 6:11
live monitoring definition, 6:24
live monitoring violations, 8:63
mobile phones, 6:24
solicitor-client monitoring viola-

tions, 8:65
time restrictions, 4:22
voice identification monitoring

problems, 8:67
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MINIMIZATION—Cont’d
Monitor violations, 8:63
Put away calls, 8:65

Crown advice and, 4:40
national wiretap precedents and,

4:40
Solicitor-client violations, 8:65

MINISTER OF DEFENCE
Authorizations by, 17:6

MINISTER OF PUBLIC SAFETY
AND EMERGENCY
PREPAREDNESS

See also SOLICITOR GENERAL
Creation of the Minister of Public

Safety and Emergency Pre-
paredness, The, 9:25

MOBILE DEVICE IDENTIFIERS
(MDI)

See IMSI CATCHERS

MOBILE PHONES
Generally, 6:22
American law, 6:23, 13:11
Cell phones as tracking devices,

6:25
Cell phone towers, 6:25
Expert evidence of, 6:25
Live monitoring definition, 6:24
Live monitoring requirements, 6:24
Need to name, 6:23
Place of interception, 6:23, 11:18,

11:19
Preauthorized searches of, 6:28
Private communication, definition,

6:22
Propogation maps, 6:25
Reasonable expectation of privacy,

6:22, 6:25
Requirement to name in authoriza-

tions, 6:23
‘‘Resort to’’ clause, 6:23
Sample authorization clause, 6:23
Search incident to arrest, 6:28
Searches at the border, 6:31

MOBILE PHONES—Cont’d
Solicitor client privilege protection,

6:10
Subscriber information, 5:49
Tower dumps, 5:49, 6:25
Tracking devices, 6:25
Warrantless search of contents, 6:28
Warrantless seizure of, 6:30

MONITORS
Excluding evidence because of

monitoring violations, 8:63
Live monitoring definition, 6:24
Live monitoring violations, 8:67
Putting away calls, 8:65
Solicitor-client monitoring viola-

tions, 8:66
Voice identification monitoring

problems, 8:67

MOTION TO QUASH
See also CANADIAN CHARTER

OF RIGHTS AND
FREEDOMS

Generally, 8:2
Access to packet, 8:20

editing packet, 8:21
informers, 8:21
over-editing, 8:25
procedure, 8:21
right to be present, 8:26

Bifurcating the motion, 9:27
Concession of unreasonableness,

8:62
generally, 8:62
informers, 8:62

Continuity, 8:72
Crown counsel called as witness,

9:26
Damage during search, 3:88
Decision to challenge, 8:3
Defence tactics, 8:60
Disclosure, 8:5

demand, 8:6
exceptions, 8:7
general obligation, 8:5
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MOTION TO QUASH—Cont’d
Execution issues, 8:46, 9:6

tear gas, 9:6, 9:10
Ex parte submission, 8:26, 8:40
Facial validity, 8:70, 8:71, 9:12
Fraud, 8:73
Garofoli application

generally, 8:44
as amplified on review, 8:48,

8:49
bisson test, 8:52, 9:18
burden of proof, 8:51
could/would test on review, 8:48
court of application, 8:45
crossing affiant, 8:55, 8:56
crossing affiant at preliminary

inquiry, 8:59
crossing sub-affiant, 9:21
ex parte submissions, 8:26
failure to minimize, 8:54
garofoli procedure, 8:46
grounds of review, 8:46
key points discussed, 8:1, 9:1
limiting cross to protect

informants, 4:38
live monitoring definition, 6:24
live monitoring violations, 6:24,

8:63, 8:64
misstatements in affidavit, 8:52
monitor violations, 8:63
monitor voice identification fail-

ure, 8:67
nature of garofoli review, 8:49
put away calls, 8:65
role of reviewing judge, 3:10,

8:48
sample application, 8:68
solicitor-client privilege monitor-

ing violations, 8:66
Heard by issuing justice, 9:13
Known and unknown targets, 8:69
Misstatement of facts, 8:73
Named and unnamed targets, 8:69
Non-accused access to packet, 8:43
O’Connor procedure, 8:8

MOTION TO QUASH—Cont’d
Parsons voir dire, 8:70, 8:71
Police standing, 8:8
Prerogative remedies, 8:73, 8:74
Put away issue, 8:65
Standing

generally, 8:75, 8:76
co-conspirator issues, 8:76
wiretap context, 8:76

Stay based on non-disclosure, 8:11,
8:61

Tape accuracy, 8:72
Tape integrity, 8:72
Vanweenan voir dire, 8:2, 8:69
Voice identification, 8:72
Wilson application, 8:2, 8:73

MULTI-DWELLING UNITS
Generally, 6:58

MUTUAL LEGAL ASSISTANCE
IN CRIMINAL MATTERS
ACT

See FOREIGN INTERCEPTIONS

NAMING TARGETS
Generally, 8:69

NOTICE OF INTENTION TO
INTRODUCE

Generally, 11:17
Foreign interceptions, 11:24
Form of notice, A4:20, 11:20
Mandatory nature of Code s.

189(5), 11:18
Notice of intention, 11:17, 11:18
Onus, 11:17
Place, problems with specifying in

notice, 11:19
Preliminary hearing, 7:5
Proving notice, 11:17
Reasonableness of the notice, 11:22
Sample form, A4:20, 7:5
Section 189(5)(b) of the Code,

11:19
Targets involved in terrorist

offences, 16:6
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NOTICE OF INTENTION TO
INTRODUCE—Cont’d

Timing of notice, 11:21

NOTIFICATION
See DISCLOSURE

OFFENCES
See CRIMINAL OFFENCES

OFFICER PROTECTION KITS
Generally, 2:10

OPEN COURT PRINCIPLE
Opening the packet, 8:43
Step 6, 8:40

ORGANIZED CRIME
See CRIMINAL/TERRORIST

ORGANIZATIONS

PACKET
Media acccess, 6:4, 6:5
Secrecy of materials, 4:39
Third party access, 6:50
Unsealing, re extradition, 8:42

PAGERS
Generally, 6:26
Cloned pagers, 6:27
Reasonable expectation of privacy,

6:26
Sample authorization clause, 6:26

PARTICIPANT SURVEILLANCE
See CONSENT INTERCEPTIONS

PART VI OF CRIMINAL CODE
See INVASION OF PRIVACY:

PART VI OF CRIMINAL
CODE

PASSWORDS
See also WARRANTLESS

INTERCEPTIONS/
SEIZURES

Assistance order compelling, 5:47,
6:32

Compelling passwords, 5:47
Consent seizure, 2:6, 6:32

PASSWORDS—Cont’d
Hacking, 15:49
Keystroke monitoring and, 6:38
Reasonable expectation of privacy,

6:30, 6:32, 15:21, 15:22
Voice mail password, 15:7 to 15:32

PAY PHONES
Reasonable expectation of privacy,

6:36

PENALTIES FOR UNLAWFUL
ELECTRONIC
SURVEILLANCE

Generally, 13:8
Offence provisions

generally, 13:2, 13:8
general offence provision, 13:4

exceptions to the general
offence provision, 13:5

improper disclosure of
private communications, 13:8
radio-based telephone com-

munications, 13:10
interception of radio-based

telephone communications,
13:6

overview of, 13:3
possession of interception

devices, 13:7
Sentencing considerations, 13:12

PEN CAMERAS
See VIDEO SURVEILLANCE

PERSONAL INFORMATION
PROTECTION AND
ELECTRONIC DOCUMENTS
ACT (PIPEDA)

CNA, 5:49
Internet subsciber information,

15:23, 15:51
Mobile phones and, 5:49
Subscriber records and, 5:49

PLACE
Problems with specifying in s.

189(5) notice, 11:19
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PLACE—Cont’d
Residence defined, 6:37

POLICE ANSWERING CALLS
Generally, 2:15
911 calls, 2:23

POST-CUT-THROUGH-DIALED-DIGITS
See TRANSMISSION DATA

RECORDERS

PRELIMINARY INQUIRIES
Access to affiant, 7:9
Access to packet, 7:7
Charter issues, 7:9
Committal test, 7:4
Crossing affiant, 7:10, 8:58
Dawson applications, 7:9
Disclosure, 7:6
Editing the packet, 7:8
Exclusion of evidence, 7:5
Notice of intention, 7:5

PREROGATIVE REMEDIES
Generally, 8:73, 8:74

PRESERVATION DEMANDS
(487.012)

Generally, 5:58

PRESERVATION ORDERS
(487.013)

Generally, 3:94, 5:59

PRESUMPTION OF JUDICIAL
INTEGRITY AND
IMPARTIALITY

Generally, 9:13

PRISON INTERCEPTIONS
Generally, 6:55
American law, 6:56
Consent authorization and, 6:55
Constitutionality of prison

intercepts, 6:55
Expectations of privacy, 6:55
Lack of notification, 6:55, 6:58
Post-arrest prison intercepts, 6:37,

6:55

PRISON INTERCEPTIONS
—Cont’d

Resort to clauses and, 6:37

PRIVATE COMMUNICATIONS
Definition, 1:4
In Canada, 6:22
Internet, 15:1
Mobile phones, 6:22
Prayers, 1:4

PRIVILEGES
Generally, 6:7, 6:8
Accounting firm privilege, 5:52
Case-by-case privilege, 6:14
Class privilege, 6:14
Common law spousal, 6:12
CSIS Advisory letters, 8:48
CSIS context, 12:55 to 12:61
Distinction between class and non-

class privilege, 6:14
Informers, 4:27 to 4:29, 9:20, 9:21

breaching, 4:33
for non-criminal purposes,

4:31
Canada Evidence Act, 4:29
death of, 4:33
innocence at stake, 4:31, 4:33

International relations, 4:30, 12:59
Investigative privilege, 9:21
Journalistic, 6:16 to 6:20
Marital communications, 6:12, 6:13
National defence, 12:59
National security, 4:30, 12:59
Other privilege-related issues, 6:14,

6:15
Parent-child, 6:15
Police, 8:8
Procedure for Breaching, 4:33
Public interest, 2:10, 9:20, 9:21

investigative privilege, 7:10
Religious privilege, 5:52
Resisting disclosure, 4:40, 9:21
Solicitor

generally, 4:33, 6:9 to 6:11
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PRIVILEGES—Cont’d
Solicitor—Cont’d

breach allowed, 4:33
draft affidavits, 4:40
effect of breach, 6:9 to 6:11
fraud exception, 6:8
impact of fink, 6:9, 6:10
inadvertent interceptions, 6:10
lawfulness of the intercept and,

6:10
principles governing legality of

law office searches, 6:9
monitoring violations, 6:10, 8:65
non-privileged communications,

6:10
production orders and, 6:9

Solicitor limiting clause, 6:9 to 6:11
Spousal privilege, 6:12, 6:13

Divorce, 6:13
Testimonial nature of, 6:12
Texts between spouses, 6:12
Violations of privilege, 8:65
Wigmore factors, 6:14, 6:15

PRODUCTION ORDERS
Generally, 3:94, 5:50
Canada wide effect, 5:52
Challenging, 5:50
Compensation for, 5:50
Definitions, 5:51
Destruction of Preservation Order

Data (487.0194), 5:52
Extension of detention order, 5:60
Extra jurisdictional effect, 5:53,

15:20
Financial Data Orders (487.018),

5:57
General Production Orders (s.

487.014), 5:53
Limitations, 5:50
Making a return, 5:50
Offence Provisions (487.0197-9),

5:52
Omnibus applications, 5:53
Opening words of s. 487.014, 5:53

PRODUCTION ORDERS—Cont’d
Power to Vary, 5:52
Privilege exemption, 5:52
Production for Tracking Data

(487.017), 5:56
Production for Transmission Data

(487.016), 5:55
Production Order Particulars

(487.0192), 5:52
Production to Trace Communica-

tions (487.015), 5:54
Prohibiting Disclosure Provision

(487.0191), 5:52
Provisions of general application,

5:52
Reasonable suspicion standard,

5:50
Review Provision — 487.0193,

5:52
Sealing Provisions, (487.3), 5:52
Self-Incrimination (487.0196), 5:52
Solicitors and, 6:9
Stored communications, 6:29
Text messages, 1:4, 5:50, 6:28
Threshold for general order, 5:53
Tower dump warrants, 5:53
Voluntary Preservation and Produc-

tion (487.0195), 5:52

PUT AWAY FUNCTION
Generally, 8:65

REASONABLE EXPECTATION
OF PRIVACY

Apartment hallways, 3:68, 6:58
Apartments and condos, 6:58
Computers, 2:5, 2:6, 6:28, 6:30,

6:31
Digital number recorders, 3:80,

5:45
E-mail, 6:28
Fax transmissions, 6:28
Incident to arrest, 6:30
Internet, 6:28
Multiple parties, 2:5
Numbers dialled, 3:80
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REASONABLE EXPECTATION
OF PRIVACY—Cont’d

Pagers, 6:26
Pay phones, 6:36
Pen cameras, 3:66, 6:30
Pen registers, 3:80
Police transportation van, 8:4
Prison interceptions, 6:37, 6:53,

6:55
Public places, 1:4, 6:36
Standing, 8:75, 8:76
Vehicles, 6:34
Video surveillance, 3:66, 6:58
Voyeurism, 3:66
Warrantless entry and multiple unit

dwellings, 6:58

REASONABLE GROUNDS TO
BELIEVE

Common sense inferences, 3:5
Definition, 3:5
Expert evidence, 3:10
Introduction, 3:4
Standard, 3:5
Subjective belief unnecessary, 3:5
Totality of circumstances test, 3:5
Will afford evidence, 4:4

REASONABLE SUSPICION
American cases, 3:7
Definition, 3:6
Requirement for

digital number recorder, 3:80
threshold, 3:6
tracking devices for transactions,

things, 3:74

RECOGNITION EVIDENCE
See VOICE AND VIDEO

IDENTIFICATION

RENEWAL AUTHORIZATION
See APPLICATIONS;

AUTHORIZATIONS

REPORTING REQUIREMENTS
See also AUTHORIZATIONS

REPORTING REQUIREMENTS
—Cont’d

Foreign intelligence authorizations
and, 17:9

Section 184.4, 5:61, 5:62
Section 195, 1:10
Section 196, 1:10

delay of notification, 3:59, 5:37
to 5:39

Warrants, 5:60

RESIDUAL DISCRETION
See GAROFOLI APPLICATION

‘‘RESORT TO’’ CLAUSES
492.1(2), 3:74
Generally, 5:27, 6:24, 6:37
General warrant, 3:88
Monitor violations, 8:63
Prison intercepts and, 6:37
Sample clause, 6:37
Validity, 6:37

SEALING ORDER
Accessing out of province, 8:20
Application, A4:21 to A4:23, 3:92,

5:50
First stage hearing when unsealing,

3:92
Indefinite order, 3:92
Jurisdiction to vary, 3:92
Section 193 as bar to unsealing,

3:92
Unsealing orders, A4:21 to A4:23,

3:92

SEARCH, CHAPTER 1
See also REASONABLE

EXPECTATION OF
PRIVACY

SECRECY
Generally, 6:3 to 6:5
Common law, 6:3
Interceptions, s. 187 Code, 6:4
Search warrants, s. 487.3 Code, 6:5
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SEVERABILITY PRINCIPLE
Crown strategies, 9:11, 9:14
Editing procedure, 9:20
Example, 8:71
Fraud

U.S. approach, 8:52
Misstatements, effect of, 9:18

SIRC (SECURITY
INTELLIGENCE REVIEW
COMMITTEE)

Oversight formerly by, 12:63

SOLICITOR COMMUNICATIONS
See PRIVILEGES

SOLICITOR GENERAL
See also MINISTER OF PUBLIC

SAFETY AND EMERGENCY
PREPAREDNESS

Annual report, 3:41, 3:50, 3:66

SOURCE HANDLER UNITS
See INFORMERS

SPOUSAL PRIVILEGE
See PRIVILEGES

STALENESS
Generally, 4:23

STANDING
Generally, 8:75, 8:76
Co-conspirator issues, 8:76
Police, 8:8
Target theory, 8:75
Text sender, 8:76
Wiretap context, 8:76

STARR HEARINGS
Resisting a Starr hearing, 9:24

STEP SIX
See GAROFOLI APPLICATION

STORED COMMUNICATIONS
Seizing Texts and Emails: Produc-

tion Order or Part VI?, 6:29,
15:32

STORED COMMUNICATIONS
—Cont’d

Special Search Rules for Computer,
6:30

Stored computer data, 15:32, 15:39
Stored emails, 15:32, 15:39

STRAW MAN AFFIANTS
Straw man affiants, 4:29

SUB-AFFIANTS
See AFFIANTS

SUB-FACIAL VALIDITY
Affidavit, 4:41
Summary of defence strategies, 9:5

SUBVERTING THE PROCESS
See GAROFOLI APPLICATION

SURREPTITIOUS
SURVEILLANCE

See GENERAL WARRANTS and
VIDEO SURVEILLANCE

Absence of report to justice, 3:88
Notice requirement, 3:88
Use of general warrant for, 3:88

TAINTED EVIDENCE
See EXCLUSION OF EVIDENCE

TAPE ACCURACY
Generally, 8:72, 11:2
Definition, 11:5
Difficult to hear, 11:6
Procedure, 11:3
Proof, 11:6

TAPE INTEGRITY
Generally, 8:72, 11:2
Definition, 11:5
Partially inaudible, 11:6
Procedure, 11:3
Proof, 11:5

TELEPHONE PERSONNEL
Exemption from authorizations,

2:21
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TELEPHONE RECORDS
Expectation of privacy in, 5:49
Production, 5:49
Subscriber records, 5:49

TERRORISM
See also CRIMINAL/TERRORIST

ORGANIZATIONS
Constitutional considerations, 16:7
CSIS Advisory letters, 8:48
CSIS information in authorization,

8:48
Investigative necessity exception,

3:42, 4:3, 4:5, 4:19, 4:20, 16:4
Key points discussed, 16:1
Length of authorization, 16:5
Notification of targets, 16:6
Section 38 CEA, 4:36
Terrorism offences, 16:2

TEXT MESSAGES
Authentication issues, 11:8
Between spouses, 6:12
General warrant to obtain, 3:88
Identification and Hearsay Issues,

11:9
In storage, 6:28
Part VI to obtain, 1:4, 3:88, 6:28
Privacy interest in, once sent, 8:75
Production orders, 5:50, 6:28
Standing of sender to challenge,

8:75

THIRD PARTY PRIVACY
RIGHTS

Disclosing wiretap logs, 8:18
Implied undertaking rule, 8:18
Martin Committe Report, 8:18
Third party opposition to disclosure,

8:8

TRACKING DEVICES
Applicant, 3:74, 3:75
Application, 3:74, 5:43
Authorization, 5:43
Court of application, 3:68
Definition, 3:74

TRACKING DEVICES—Cont’d
Form of Application, 3:77
Mobile phones, 6:25, 11:17
Omnibus applications, including,

3:76
Pinging, 3:74
Reasonable grounds, 3:74

for individuals, 3:74
Reasonable suspicion, 3:74

constitutionality of standard, 3:74
for transactions, 3:74

Removal of, 3:78
Sample warrant, A4:18
What accompanies, 3:78

TRANSCRIPTS
Generally, 11:23
Foreign language transcripts, 11:24
Right to translation, 11:24
Use by juries, 11:23, 11:24

TRANSMISSION DATA
RECORDERS

Generally, 5:45
Affidavit, 3:86
Applicant, 3:81
Application, 3:42, 3:80, 5:44
Assistance order, 3:80
Authorization, 5:44
CNA information, 3:80
Constitutionality of standard, 3:84
Court of Application, 3:82
Definition of judge, 3:82
Duration, 3:85
Extended DNRs, 5:45
Form of Application, 3:83
Grounds for naming target, 5:44
Nature of, 5:49
Post-cut-through-dialed-digits, 5:45
Reasonable suspicion threshold,

3:6, 3:80, 3:88, 5:45
Sample, A4:8
Spencer gap, 3:80
Telephone number records (TNR),

3:80, 5:45
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TRANSMISSION DATA
RECORDERS—Cont’d

TNR, 5:44
What accompanies application,

3:84

UNREASONABLE DELAY
Generally, 8:11
Jordan and Cody guidelines

generally, 8:11
cases in transitional period, 8:12
complex case exception to

jordan, 8:14
Crown must show plan to

expedite in complex case,
8:14

indicia of complexity: multiple
accused and defence
counsel, 8:14

indicia of complexity: wiretaps
and other warrants,
complicated disclosure
and novel legal issues,
8:14

discrete events exception to
jordan, 8:13

complicated disclosure, 8:13
other examples of discrete

events exception, 8:13
prolonged or unnecessary

Charter litigation, 8:13
other issues arising in s. 11(b)

context, 8:15
application of Jordan

principles to re-trial, 8:15
effect of delay to verdict in

11(b) calculation, 8:15
effect of preferring direct

indictment, 8:15
effect of sentencing delay on

11(b) calculation, 8:15
impact of prerogative remedies

on Jordan calculations,
8:15

unavailability of defence
counsel on joint trials,
8:15

UNSEALING ORDERS
See SEALING ORDER

VANWEENAN VOIR DIRE
See also BASKET CLAUSES
Generally, 8:69

VEHICLES
Movement of, 3:88
Reasonable expectation of privacy

in, 6:34

VIDEO SURVEILLANCE
Application, 3:66
Authorization, 5:40 to 5:42
Closed circuit television

(‘‘CCTV’’), 6:58
Common areas of condos, 6:58
Exemption from s. 162 offences,

3:66
For sexual purposes, 3:66
Identification issues, 11:8
In public, 6:58
No offence provision, 5:40
No reasonable expectation of

privacy, where, 3:66, 6:58
Pen camera, 3:66, 6:30

VOICE AND VIDEO
IDENTIFICATION

Generally, 8:71, 11:2
Charter issues, 11:11 to 11:15

introduction, 11:11
section 10(b) charter, 11:14
section 7 charter, 11:12
section 8 charter, 11:13
section 13 charter, 11:15

Checklist of factors to consider in
determining voice identifica-
tion issues, 11:8

Definition, 11:8
Frailties of, 11:8
Key points discussed, 11:1
Monitor errors, 8:66
Onus, 11:8
Opinion evidence, 11:8
Procedure, 11:3
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VOICE AND VIDEO
IDENTIFICATION—Cont’d

Proof, 11:8
Recognition evidence, 11:8
Self-represented and voice

identification, 11:15
Voice sample, 11:8
Voluntariness, 11:10
Warning accused regarding voice

identification, 11:12, 11:14

VOYEURISM
See REASONABLE EXPECTA-

TION OF PRIVACY

WARRANTLESS
INTERCEPTION/SEIZURES

Generally, 6:31
By pinging, 3:74
911 calls, 2:22
Computers, 2:5, 6:31
Constitutionality of s. 184.4, 5:61,

5:62
Data, 6:31
Electronic devices, 2:6, 6:31
IMSI Catchers, 3:95, 12:7
Kidnapping, 5:61

WARRANTLESS
INTERCEPTION/SEIZURES
—Cont’d

Lack of notification, 1:10, 5:61,
5:62

Notice, 5:63
Passwords, 6:32
Requirements, 5:61
Statutory, s. 184.4 Code, 5:61
Telephone personnel, 2:21

WILL AFFORD EVIDENCE
Generally, 4:4

WILSON APPLICATION
Generally, 8:73

WIND FALL EVIDENCE
Generally, 6:50

WIRE ROOM
Generally, 8:17

WIRETAP LOGS AS
DISCLOSURE TOOL

Generally, 8:17
Third party privacy rights, 8:18

WITNESSES
Crown counsel as, 9:26
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